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AMERICAN BAR ASSOCIATION

STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY.

Formal Opinion 466 April 24, 2014
Lawyer Reviewing Jurors’ Internet Presence

Unless limited by law or court order, a lawyer may review a juror’s or potential juror’s
Internet presence, which may include postings by the juror or potential juror in advance
of and during a trial, but a lawyer may not communicate directly or through another with
a juror or potential juror.

A lawyer may not, either personally or through another, send an access request to a
Juror’s electronic social media. An access request is a communication to a juror asking
the juror for information that the juror has not made public and that would be the type of
ex parte communication prohibited by Model Rule 3.5(b).

The fact that a juror or a potential juror may become aware that a lawyer is reviewing
his Internet presence when a network setting notifies the juror of such does not constitute
a communication from the lawyer in violation of Rule 3.5(b).

In the course of reviewing a juror’s or potential juror’s Internet presence, if a lawyer
discovers evidence of juror or potential juror misconduct that is criminal or fraudulent,
the lawyer must take reasonable remedial measures including, if necessary, disclosure to
the tribunal. ‘

The Committee has been asked whether a lawyer who represents a client in a
matter that will be tried to a jury may review the jurors’ or potential jurors’' presence on
the Internet leading up to and during trial, and, if so, what ethical obligations the lawyer
might have regarding information discovered during the review.

Juror Internet Presence

Jurors may and often will have an Internet presence through electronic social
media or websites. General public access to such will vary. For example, many blogs,
websites, and other electronic media are readily accessible by anyone who chooses to
access them through the Internet. We will refer to these publicly accessible Internet
media as “websites.”

For the purposes of this opinion, Internet-based social media sites that readily
allow account-owner restrictions on access will be referred to as “electronic social
media” or “ESM.” Examples of commonly used ESM at the time of this opinion include
Facebook, MySpace, LinkedIn, and Twitter. Reference to a request to obtain access to

1. Uniess there is reason to make a distinction, we will refer throughout this opinion to jurors as
including both potential and prospective jurors and jurors who have been empaneled as members of a jury.
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another’s ESM will be denoted as an “access request,” and a person who creates and
maintains ESM will be denoted as a “subscriber.”

Depending on the privacy settings chosen by the ESM subscriber, some
information posted on ESM sites might be available to the general public, making it
similar to a website, while other information is available only to a fellow subscriber of a
shared ESM service, or in some cases only to those whom the subscriber has granted
access. Privacy settings allow the ESM subscriber to establish different degrees of
protection for different categories of information, each of which can require specific
permission to access. In general, a person who wishes to obtain access to these protected
pages must send a request to the ESM subscriber asking for permission to do so. Access
depends on the willingness of the subscriber to grant permission.

This opinion addresses three levels of lawyer review of juror Internet presence:

1. passive lawyer review of a juror’s website or ESM that is available without
making an access request where the juror is unaware that a website or ESM has
been reviewed;

2. active lawyer review where the lawyer requests access to the juror’s ESM; and

3. passive lawyer review where the juror becomes aware through a website or ESM
feature of the identity of the viewer;

Trial Management and Jury Instructions

There is a strong public interest in identifying jurors who might be tainted by
improper bias or prejudice. There is a related and equally strong public policy in
preventing jurors from being approached ex parte by the parties to the case or their
agents. Lawyers need to know where the line should be drawn between properly
investigating jurors and improperly communicating with them.” In today’s Internet-
saturated world, the line is increasingly blurred.

2. The capabilities of ESM change frequently. The committee notes that this opinion does not
address particular ESM capabilities that exist now or will exist in the future. For purposes of this opinion,
key elements like the ability of a subscriber to control access to ESM or to identify third parties who review
a subscriber’s ESM are considered generically.

3. While this Committee does not take a position on whether the standard of care for competent
lawyer performance requires using Internet research to locate information about jurors that is relevant to the
jury selection process, we are also mindful of the recent addition of Comment [8] to Model Rule 1.1. This
comment explains that a lawyer “should keep abreast of changes in the law and its practice, including the
benefits and risks associated with relevant technology.” See also Johnson v. McCullough, 306 S.W.3d 551
(Mo. 2010) (lawyer must use “reasonable efforts” to find potential juror’s litigation history in Case.net,
Missouri’s automated case management system); N. H. Bar Ass’n, Op. 2012-13/05 (lawyers “have a
general duty to be aware of social media as a source of potentially useful information in litigation, to be
competent to obtain that information directly or through an agent, and to know how to make effective use
of that information in litigation”); Ass’n of the Bar of the City of N. Y. Comm. on Prof’l Ethics, Formal
Op. 2012-2 (“Indeed, the standards of competence and diligence may require doing everything reasonably
possible to learn about jurors who will sit in judgment on a case.”).
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For this reason, we strongly encourage judges and lawyers to discuss the court’s
expectations concerning lawyers reviewing juror presence on the Internet. A court order,
whether in the form of a local rule, a standing order, or a case management order in a
particular matter, will, in addition to the applicable Rules of Professional Conduct,
govern the conduct of counsel.

Equally important, judges should consider advising jurors during the orientation
process that their backgrounds will be of interest to the litigants and that the lawyers in
the case may investigate their backgrounds, including review of their ESM and websites.*
If a judge believes it to be necessary, under the circumstances of a particular matter, to
limit lawyers’ review of juror websites and ESM, including on ESM networks where it is
possible or likely that the jurors will be notified that their ESM is being viewed, the judge
should formally instruct the lawyers in the case concerning the court’s expectations.

Reviewing Juror Internet Presence

If there is no court order governing lawyers reviewing juror Internet presence, we
look to the ABA Model Rules of Professional Conduct for relevant strictures and
prohibitions. Model Rule 3.5 addresses communications with jurors before, during, and
after trial, stating:

A lawyer shall not:

(a) seek to influence a judge, juror, prospective juror or other official by
means prohibited by law;

(b) communicate ex parte with such a person during the proceeding unless
authorized to do so by law or court order;

(c) communicate with a juror or prospective juror after discharge of the
jury if:
(I) the communication is prohibited by law or court order;

(2) the juror has made known to the lawyer a desire not to
communicate; or

(3) the communication involves misrepresentation, coercion,
duress or harassment . . .

Under Model Rule 3.5(b), a lawyer may not communicate with a potential juror
leading up to trial or any juror during trial unless authorized by law or court order. See,
e.g., In re Holman, 286 S.E.2d 148 (S.C. 1982) (communicating with member of jury
selected for trial of lawyer’s client was “serious crime” warranting disbarment).

4. Judges also may choose to work with local jury commissioners to ensure that jurors are advised
during jury orientation that they may properly be investigated by lawyers in the case to which they are
assigned. This investigation may include review of the potential juror’s Internet presence.
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A lawyer may not do through the acts of another what the lawyer is prohibited from
doing directly. Model Rule 8.4(a). See also In re Myers, 584 S.E.2d 357 (S.C. 2003)
(improper for prosecutor to have a lay member of his “jury selection team” phone venire
member’s home); ¢f. S.C. Ethics Op. 93-27 (1993) (lawyer “cannot avoid the proscription
of the rule by using agents to communicate improperly” with prospective jurors).

Passive review of a juror’s website or ESM, that is available without making an
access request, and of which the juror is unaware, does not violate Rule 3.5(b). In the
world outside of the Internet, a lawyer or another, acting on the lawyer’s behalf, would
not be engaging in an improper ex parte contact with a prospective juror by driving down
the street where the prospective juror lives to observe the environs in order to glean
publicly available information that could inform the lawyer’s jury-selection decisions.
The mere act of observing that which is Open to the public would not constitute a
communicative act that violates Rule 3.5(b).’

It is the view of the Committee that a lawyer may not personally, or through another,
send an access request to a juror. An access request is an active review of the juror’s
electronic social media by the lawyer and is a communication to a juror asking the juror
for information that the juror has not made pubhc This would be the type of ex parte
communication prohibited by Model Rule 3.5(b).® This would be akin to dr1v1ng down
the juror’s street, stopping the car, getting out, and asking the juror for permission to look
inside the juror’s house because the lawyer cannot see enough when just driving past.

Some ESM networks have a feature that allows the juror to identify fellow members
of the same ESM network who have passively viewed the juror’s ESM. The details of
how this is accomplished will vary from network to network, but the key feature that is

5. Or. State Bar Ass’n, Formal Op. 2013-189 (“Lawyer may access publicly available information
fabout juror, witness, and opposing party] on social networking website”); N.Y. Cnty. Lawyers Ass’n,
Formal Op. 743 (2011) (lawyer may search juror’s “publicly available” webpages and ESM); Ass’n of the
Bar of the City of N.Y. Comm. on Prof’l Ethics, supra note 3 (lawyer may use social media websites to
research jurors); Ky. Bar Ass’n, Op. E-434 (2012) (“If the site is ‘public,” and accessible to all, then there
does not appear to be any ethics issue.”). See also N.Y. State Bar Ass’n, Advisory Op. 843 (2010) (“A
lawyer representing a client in pending litigation may access the public pages of another party’s social
networking website (such as Facebook or MySpace) for the purpose of obtaining possible impeachment
material for use in the litigation”); Or. State Bar Ass’n, Formal Op. 2005-164 (“Accessing an adversary’s
public Web [sic] site is no different from reading a magazine or purchasing a book written by that
adversary”); N.H. Bar Ass’n, supra note 3 (viewing a Facebook user’s page or following on Twitter is not
communication if pages are open to all members of that social media site); San Diego Cnty. Bar Legal
Ethics Op. 2011-2 (opposing party’s public Facebook page may be viewed by lawyer).

6. See Or. State Bar Ass’n, supra note 5, fn. 2, (a “lawyer may not send a request to a juror to
access non-public personal information on a social networking website, nor may a lawyer ask an agent to
do s0™); N.Y. Cnty. Lawyers Ass’n, supra note 5 (“Significant ethical concerns would be raised by sending
a ‘friend request,” attempting to connect via LinkedIn.com, signing up for an RSS feed for a juror’s blog, or
‘following’ a juror’s Twitter account™); Ass’n of the Bar of the City of N.Y. Comm. on Prof’] Ethics, supra
note 3 (lawyer may not chat, message or send a “friend request” to a juror); Conn. Bar Ass’n, Informal Op.
2011-4 (friend request is a communication); Mo. Bar Ass’n, Informal Op. 2009-0003 (friend request is a
communication pursuant to Rule 4.2). But see N.H. Bar Ass’n, supra note 3 (lawyer may request access to
witness’s private ESM, but request must “correctly identify the lawyer . . . [and] ... inform the witness of
the lawyer’s involvement” in the matter); Phila. Bar Ass’n, Advisory Op. 2009-02 (lawyer may not use
deception to secure access to witness’s private ESM, but may ask the witness “forthrightly” for access).
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relevant to this opinion is that the juror-subscriber is able to determine not only that his
ESM is being viewed, but also the identity of the viewer. This capability may be beyond
the control of the reviewer because the notice to the subscriber is generated by the ESM
network and is based on the identity profile of the subscriber who is a fellow member of
the same ESM network.

Two recent ethics opinions have addressed this issue. The Association of the Bar of
the City of New York Committee on Professional Ethics, in Formal Opinion 2012-27,
concluded that a network-generated notice to the juror that the lawyer has reviewed the
juror’s social media was a communication from the lawyer to a juror, albeit an indirect
one generated by the ESM network. Citing the definition of “communication” from
Black’s Law Dictionary (9™ ed.) and other authority, the opinion concluded that the
message identifying the ESM viewer was a communication because it entailed “the
process of bringing an idea, information or knowledge to another’s perception—
including the fact that they have been researched.” While the ABCNY Committee found
that the communication would “constitute a prohibited communication if the attorney was
aware that her actions” would send such a notice, the Committee took “no position on
whether an inadvertent communication would be a violation of the Rules.” The New
York County Lawyers’ Association Committee on Professional Ethics in Formal Opinion
743 agreed with ABCNY’s opinion and went further explaining, “If a juror becomes
aware of an attorney’s efforts to see the juror’s profiles on websites, the contact may well
consist of an impermissible communication, as it might tend to influence the juror’s
conduct with respect to the trial.””®

This Committee concludes that a lawyer who uses a shared ESM platform to
passively view juror ESM under these circumstances does not communicate with the
juror. The lawyer is not communicating with the juror; the ESM service is
communicating with the juror based on a technical feature of the ESM. This is akin to a
neighbor’s recognizing a lawyer’s car driving down the juror’s street and telling the juror
that the lawyer had been seen driving down the street.

Discussion by the trial judge of the likely practice of trial lawyers reviewing juror
ESM during the jury orientation process will dispel any juror misperception that a lawyer
is acting improperly merely by viewing what the juror has revealed to all others on the
same network.

While this Committee concludes that ESM-generated notice to a juror that a lawyer
has reviewed the juror’s information is not communication from the lawyer to the juror,
the Committee does make two additional recommendations to lawyers who decide to
review juror social media. First, the Committee suggests that lawyers be aware of these
automatic, subscriber-notification features. By accepting the terms of use, the subscriber-
notification feature is not secret. As indicated by Rule 1.1, Comment 8, it is important for
a lawyer to be current with technology. While many people simply click their agreement
to the terms and conditions for use of an ESM network, a lawyer who uses an ESM
network in his practice should review the terms and conditions, including privacy

7. Ass’n of the Bar of the City of N.Y. Comm. on Prof’l Ethics, supra, note 3.
8. N.Y. Cnty. Lawyers’ Ass’n, supra note 5.
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features — which change frequently — prior to using such a network. And, as noted above,
jurisdictions differ on issues that arise when a lawyer uses social media in his practice.

Second, Rule 4.4(a) prohibits lawyers from actions “that have no substantial purpose
other than to embarrass, delay, or burden a third person . . .” Lawyers who review juror
social media should ensure that their review is purposeful and not crafted to embarrass,
delay, or burden the juror or the proceeding.

Discovery of Juror Misconduct

Increasingly, courts are instructing jurors in very explicit terms about the
prohibition against using ESM to communicate about their jury service or the pending
case and the prohibition against conducting personal research about the matter, including
research on the Internet. These warnings come because jurors have discussed trial issues
on ESM, solicited access to witnesses and litigants on ESM, not revealed relevant ESM
connections during jury selection, and conducted personal research on the trial issues
using the Internet.

In 2009, the Court Administration and Case Management Committee of the
Judicial Conference of the United States recommended a model jury instruction that is
very specific about juror use of social media, mentioning many of the popular social
media by name.'’ The recommended instruction states in part:

I know that many of you use cell phones, Blackberries, the internet and other tools
of technology. You also must not talk to anyone at any time about this case or use
these tools to communicate electronically with anyone about the case ... You
may not communicate with anyone about the case on your cell phone, through e-
mail, Blackberry, iPhone, text messaging, or on Twitter, through any blog or
website, including Facebook, Google+, My Space, LinkedIn, or YouTube. ... 1
expect you will inform me as soon as you become aware of another juror’s
violation of these instructions.

These same jury instructions were provided by both a federal district court and
state criminal court judge during a three-year study on juries and social media. Their
research found that “jury instructions are the most effective tool to mitigate the risk of
juror misconduct through social media.”'' As a result, the authors recommend jury
instruction on social media “early and often” and daily in lengthy trials.'?

9. For a review of recent cases in which a juror used ESM to discuss trial proceedings and/or used
the Internet to conduct private research, read Hon. Amy J. St. Eve et al., More from the #Jury Box: The
Latest on Juries and Social Media, 12 Duke Law & Technology Review no. 1, 69-78 (2014), available at
http://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=1247&context=ditr.

10. Judicial Conference Committee on Court Administration and Case Management, Proposed
Model Jury Instructions: The Use of Electronic Technology to Conduct Research on or Communicate
about a Case, USCOURTS.GOV (June  2012), http://www.uscourts.gov/uscourts/News/2012/jury-
instructions.pdf.

11.1d. at 66.

12. Id. at 87.
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Analyzing the approximately 8% of the jurors who admitted to being “tempted” to
communicate about the case using social media, the judges found that the jurors chose
not to talk or write about the case because of the specific jury instruction not to do so.

While juror misconduct via social media itself is not the subject of this Opinion,
lawyers reviewing juror websites and ESM may become aware of misconduct. Model
Rule 3.3 and its legislative history make it clear that a lawyer has an obligation to take
remedial measures including, if necessary, informing the tribunal when the lawyer
discovers that a juror has engaged in criminal or fraudulent conduct related to the
proceeding. But the history is muddled concerning whether a lawyer has an affirmative
obligation to act upon learning that a juror has engaged in improper conduct that falls
short of being criminal or fraudulent.

Rule 3.3 was amended in 2002, pursuant to the ABA Ethics 2000 Commission’s
proposal, to expand on a lawyer’s previous obligation to protect a tribunal from criminal
or fraudulent conduct by the lawyer’s client to also include such conduct by any person. '

Model Rule 3.3(b) reads:

(b) A lawyer who represents a client in an adjudicative proceeding and
who knows that a person intends to engage, is engaging or has engaged in
criminal or fraudulent conduct related to the proceeding shall take
reasonable remedial measures including, if necessary, disclosure to the
tribunal.

Comment [12] to Rule 3.3 provides:

Lawyers have a special obligation to protect a tribunal against criminal or
fraudulent conduct that undermines the integrity of the adjudicative
process, such as bribing, intimidating or otherwise unlawfully
communicating with a witness, juror, court official or other participant in
the proceeding, unlawfully destroying or concealing documents or other
evidence or failing to disclose information to the tribunal when required
by law to do so. Thus, paragraph (b) requires a lawyer to take reasonable
remedial measures, including disclosure if necessary, whenever the lawyer
knows that a person, including the lawyer’s client, intends to engage, is
engaging or has engaged in criminal or fraudulent conduct related to the
proceeding.

Part of Ethics 2000’s stated intent when it amended Model Rule 3.3 was to
incorporate provisions from Canon 7 of the ABA Model Code of Professional

13. Ethics 2000 Commission, Model Rule 3.3: Candor Toward the Tribunal, AMERICAN BAR
ASSOCIATION,
http://www.americanbar.org/groups/professional_responsibility/policy/ethics_2000_commission/e2k rule3
3.html (last visited Apr. 18, 2014).
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Responsibility (Model Code) that had placed an affirmative duty upon a lawyer to notify
the court upon learning of juror misconduct:

This new provision incorporates the substance of current paragraph (a)(2),
as well as ABA Model Code of Professional Responsibility DR 7-
102(B)(2) (“A lawyer who receives information clearly establishing that a
person other than the client has perpetrated a fraud upon a tribunal shall
promptly reveal the fraud to the tribunal”) and DR 7-108(G) (“A lawyer
shall reveal promptly to the court improper conduct by a venireperson or
juror, or by another toward a venireperson or juror or a member of the
venireperson’s or juror’s family, of which the lawyer has knowledge”).
Reporter’s Explanation of Changes, Model Rule 3.3."*

However, the intent of the Ethics 2000 Commission expressed above to
incorporate the substance of DR 7-108(G) in its new subsection (b) of Model Rule 3.3
was never carried out. Under the Model Code’s DR 7-108(G), a lawyer knowing of
“improper conduct” by a juror or venireperson was required to report the matter to the
tribunal. Under Rule 3.3(b), the lawyer’s obligation to act arises only when the juror or
venireperson engages in conduct that is fraudulent or criminal."> While improper conduct
was not defined in the Model Code, it clearly imposes a broader duty to take remedial
action than exists under the Model Rules. The Committee is constrained to provide
guidance based upon the language of Rule 3.3(b) rather than any expressions of intent in
the legislative history of that rule.

By passively viewing juror Internet presence, a lawyer may become aware of a
juror’s conduct that is criminal or fraudulent, in which case, Model Rule 3.3(b) requires
the lawyer to take remedial measures including, if necessary, reporting the matter to the
court. But the lawyer may also become aware of juror conduct that violates court
instructions to the jury but does not rise to the level of criminal or fraudulent conduct,
and Rule 3.3(b) does not prescribe what the lawyer must do in that situation. While
considerations of questions of law are outside the scope of the Committee’s authority,
applicable law might treat such juror activity as conduct that triggers a lawyer’s duty to
take remedial action including, if necessary, reporting the juror’s conduct to the court
under current Model Rule 3.3(b).'®

14. Ethics 2000 Commission, Model Rule 3.3 Reporter’s Explanation of Changes, AMERICAN BAR
ASSOCIATION,
http://www.americanbar.org/groups/professional_responsibility/policy/ethics_2000_commission/e2k rule3
3rem.html (last visited Apr. 18, 2014).

15. Compare MODEL RULES OF PROF’L CONDUCT R. 3.3(b) (2002) to N.Y. RULES OF PROF’L
ConDuUCT, R. 3.5(d) (2013) (“a lawyer shall reveal promptly to the court improper conduct by a member of
the venire or a juror....”).

16. See, e.g., U.S. v. Juror Number One, 866 F.Supp.2d 442 (E.D. Pa. 2011) (failure to follow jury
instructions and emailing other jurors about case results in criminal contempt). The use of criminal
contempt remedies for disregarding jury instructions is not confined to improper juror use of ESM. U.S. v.
Rowe, 906 F.2d 654 (11th Cir. 1990) (juror held in contempt, fined, and dismissed from jury for violating
court order to refrain from discussing the case with other jurors until after jury instructions delivered).
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While any Internet postings about the case by a juror during trial may violate
court instructions, the obligation of a lawyer to take action will depend on the lawyer’s
assessment of those postings in light of court instructions and the elements of the crime
of contempt or other applicable criminal statutes. For example, innocuous postings about
jury service, such as the quality of the food served at lunch, may be contrary to judicial
instructions, but fall short of conduct that would warrant the extreme response of finding
a juror in criminal contempt. A lawyer’s affirmative duty to act is triggered only when the
juror’s known conduct is criminal or fraudulent, including conduct that is criminally
contemptuous of court instructions. The materiality of juror Internet communications to
the integrity of the trial will likely be a consideration in determining whether the juror has
acted criminally or fraudulently. The remedial duty flowing from known criminal or
fraudulent juror conduct is triggered by knowledge of the conduct and is not preempted
by a lawyer’s belief that the court will not choose to address the conduct as a crime or
fraud.

Conclusion

In sum, a lawyer may passively review a juror’s public presence on the Internet,
but may not communicate with a juror. Requesting access to a private area on a juror’s
ESM is communication within this framework.

The fact that a juror or a potential juror may become aware that the lawyer is
reviewing his Internet presence when an ESM network setting notifies the juror of such
review does not constitute a communication from the lawyer in violation of Rule 3.5(b).

If a lawyer discovers criminal or fraudulent conduct by a juror related to the
proceeding, the lawyer must take reasonable remedial measures including, if necessary,
disclosure to the tribunal.

AMERICAN BAR ASSOCIATION STANDING COMMITTEE ON ETHICS AND

PROFESSIONAL RESPONSIBILITY

321 N. Clark Street, Chicago, Illinois 60654-4714 Telephone (312) 988-5328

CHAIR: Paula J. Frederick, Atlanta, GA ® T. Maxfield Bahner, Chattanooga, TN m Barbara S. Gillers, New York,
NY ® Amanda Jones, Chicago, IL. & Donald R. Lundberg, Indianapolis, IN ® Myles V. Lynk, Tempe, AZ =

J. Charles Mokriski, Boston, MA & Ellen A. Pansky, South Pasadena, CA m Jennifer A. Paradise, New York, NY®m
Richard H. Underwood, Lexington, KY

CENTER FOR PROFESSIONAL RESPONSIBILITY: Dennis A. Rendleman, Ethics Counsel, Mary McDermott,
Associate Ethics Counsel

©2014 by the American Bar Association. All rights reserved.



ETHICAL IMPLICATIONS OF USING SOCIAL

MEDIA IN CONNECTION WITH JURY SELECTION

strausstroy.com



ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA

IN CONNECTION WITH JURY SELECTION

Application to Social Media.
Social media investigation of jurors can be helpful to:
e confirm the accuracy of jurors” answers during voir dire;

e discover which jurors may be favorable or unfavorable to
your case;

e |earn personal interests that may help create a bond or
connection with the juror;

e monitor jurors’ behavior during trial; and

e discover grounds for appeal.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA
IN CONNECTION WITH JURY SELECTION

e Application to Social Media.

By way of example, if a juror’s posting shows he
or she is a fan of science fiction you might work
some references to Star Trek into your trial

presentation.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA
IN CONNECTION WITH JURY SELECTION
Ethical Rule. ABA Model Rule 3.5 provides:

“A lawyer shall not:

e Seek to influence a judge, juror, prospective juror
or other official by means prohibited by law;

e Communicate ex parte with such person during
the proceeding unless authorized to do so by law
or court order.”
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA
IN CONNECTION WITH JURY SELECTION

Ethical Rule.

Courts and bar associations of most jurisdictions
have approved use of social medial to investigate
jurors. E.g., Bar Assoc. of the City of N.Y., Formal

Opinion No. 2012-2
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA
IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media.

e Generally, attorneys may “view” social media
sites belonging to a juror.

e However, in doing so, the attorney may not
contact or communicate with the juror.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA

IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media.
FaceBook

e Depending on the privacy setting, you may need to send a friend request to
view that person’s page.

e If ajuror has his FaceBook setting as “public” it can be viewed without the need
to send a friend request.

e But an attorney may not “friend” a juror through FaceBook, if the juror has a
privacy setting that requires the request to view that person’s page.

e See ABA Standing Committee on Ethics and Professional Responsibility, Formal
Opinion 466; Bar Assoc of the City of N.Y., Formal Opinion No. 2012-2.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA

IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media.
Twitter

e When an individual follows someone’s Tweets or subscribes to
someone’s Tweets, Twitter generates an automated message
alerting the sender that she is now being followed by a specific
person.

e An attorney may not “follow” a juror on Twitter.

e See ABA Standing Committee on Ethics and Professional
Responsibility, Formal Opinion 466; Bar Assoc of the City of N.Y,,
Formal Opinion No. 2012-2.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA

IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media.
Linkedin

e Linkedln does not require an affirmative action by the attorney in
order to view a juror’s publicly available information.

e However, LinkedIn will send a notification to the juror that
someone has looked at their profile an often identifies who that

person is.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA

IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media.
Linkedin

e Arguably this does not constitute a violation since it is
LinkedIn and not the attorney making the contact. The
best practice however is to use the Linkedln setting that

allows the user to be anonymous when viewing others’
profiles.

e ABA Standing Committee on Ethics and Professional
Responsibility, Formal Opinion 466.
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ETHICAL IMPLICATIONS OF USING SOCIAL MEDIA
IN CONNECTION WITH JURY SELECTION

Limitations On Use of Social Media
Final Points

e This prohibition against contacting jurors also applies to
anyone acting on behalf of the attorney.

e Ethical obligation to know how these social media
platforms work. To keep abreast of the “benefits and

risks associated with relevant technology. ABA Model Rule
1.1
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interrogatories, a request for production of documents,
and a notice to take Barrios's deposition on October 20,
2015. She later suspended the deposition because
Moody did not timely respond to her written discovery
requests. On October 21, Moody asked Sweeney for
more time and received an extension to respond to
PNC's discovery requests—though he failed to comply
within the extended deadline.

[*P7] Sweeney rescheduled Barrios's deposition for
November 6, 2015. She served Moody on October 23,
2015, with a notice of deposition, and on November 2,
she reminded him of the deposition. Although Sweeney
traveled from Boston to Cleveland for the deposition,
neither Moody nor Barrios appeared. Unable to contact
Moody, Sweeney adjourned the deposition. Shortly
thereafter, [**4] Moody called Sweeney to advise her—
for the first time—that he had a conflict on the
deposition date and wished to reschedule.

[*P8] Based on Moody's repeated failure to comply
with discovery requests, Sweeney filed a motion to
compel. After a telephone conference with counsel, a
magistrate judge granted the motion, ordering that
Barrios's responses to PNC's interrogatories be
provided no later than November 20, 2015, and that
Barrios appear for a deposition on December 21, 2015.

Moody's Communications with Barrios

[*P9] Moody sent PNC's interrogatories to Barrios for
the first time on the day of the magistrate judge's
telephone conference and asked Barrios to provide his
responses later that day. He submitted Barrios's
responses to Sweeney by the court-ordered deadline,
but they were neither verified nor notarized. Instead,
Moody typed Barrios's name on the signature line under
Barrios's verification statement and typed his own name
on the notary-signature line.

Deposition Preparation

[*P10] Moody did not notify Barrios about his
impending deposition until December 12, 2015—a full
month after the court had scheduled it and just nine
days before it was to occur. He met with Barrios on
December 19 to prepare [**5] him for the deposition.
Barrios surreptitiously recorded their conversation,
although the recording is not in the record. Moody
admitted that during the meeting, he made the following
statements regarding Sweeney's written discovery
requests:

* "In this particular case, what | would do is, because
we're fighting the bank, right, | would fuck with this
person at this stage."

* "She sent me an interrogatory, request for production
of documents, | completely ignored her ass for a few
months. And | made her file a Motion to Compel, and
then | called her and said, oh, yeah, I'll get them to you
in two weeks. And then | completely ignored her ass
again."

« "So we did a telephone conference with the
Magistrate, and | was like, oh, Your Honor, if only | had
known, you know. | said, you know, | moved my office *
* * and | didn't know that she was—she sent those
things to the wrong address. But I'll get them out. And |
said, you know, this wasn't necessary. So, | wanted to
make her seem like an ass."

[*P11] With regard to Sweeney and the failed
depositions, Moody admitted that he told Barrios:
"That's why | did her like | did her. Because | made that
bitch fly into town. And they were calling me and [**6]
shit. | was like, oh, I've been there. And | was in court,
too."

[*P12] In addition, concerning Sweeney's approach to
Barrios's court-ordered deposition, Moody admitted that
he told Barrios:

* "So they're trying to get—you know, trying to play
games, because | played a game with her about not
giving them to her. So, you know, | told you everything.
And obviously, you know, you don't want to discuss that
| played a game with her, you know. But that's basically
it."

* "Yeah. She isn't going to want no part of your ass. And
this might take all day * * *[.] Yeah. Because looks, she's
an arrogant bitch, okay?"

* "Yeah. It might be eight hours. Because we gave them
a ton of documents. Everything that you gave me, you
know, is part of what she asked for, and it was stuff that
helped. There's a lot of shit out there, all, right? And we
didn't send out any discovery. We don't need it. She
might ask you, do you know that your attorney didn't
send any discovery, do you know that you were
supposed to be here on, whatever the—she had one or
two dates. Did your attorney tell you that you were
supposed to be present for those depositions? Yes."

[*P13] At the disciplinary hearing, Moody testified that
he was only [**7] "puffing" in an effort to give Barrios
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indefinitely suspended from the practice of law in Ohio.
Costs are taxed to Moody.

Judgment accordingly.

O'CONNOR, C.J., and O'DONNELL, KENNEDY, FISCHER,
and DEGENARO, JJ., concur.

FRENCH and DEWINE, JJ., dissent, and would suspend
the respondent from the practice of law for two years.

Page 7 of 7

End of Document



81/8/01 a3lvadn 1sv1 )

"3'§ “154Y37 3 LM ‘UBSAIYRE JO 3INPOIH HIOM

JUISUOY BYY DAY ISNW UOTIEIIUNWIWOD B SUlNP 1U3s34d JO Ul PIAJOAUL 30U [ENPIAIPUL Uy

"UOIIEINUNWILIOD |20 JO JIUQIID9|9 UB pJodal 03 Aued 2uo 15e3| 1. Jo &

PaXIIA

"Jeay o} saied syl 4oy pue J3pJodal
2y} uo papnpul s1 daaq ajgipne Ue §| UOIIESI2AUOD B PIOJad 0} je39] 0s[e s 1 ‘91els Aued
| -oM1 € 5| eluloylfes YBnoyyy ‘SJR[[eT |[B WOy JUISUOI DABY JSNL PUB SME| DY) JO Ja1IINS

e spJoJal 31eis Aped-suo e Ul 184l p3anJ sey uno) swaldns elUIoED)

i3 B U

Jluoloa pue [elo 4o Suipiodass 3y3 Sunendas sme| dwdads Alaa sey BIUIOMRD

3yl o1 13[gns st J9jjea ejs Aued-suo 1yl ‘BIUIOHIED Ul BUOILWOS YliMm UOIIBSISAUOD |

3yl 'I2ABMOH °PapJodaJ 3G 01 1USSU0I JIPYl aa8 1snw sajued ||y CSUOIIEJIUNWIWOD |

satueq (iv

eluLo(e)

.u_:obum_m Jo _._o&mn_ Ui st
i 11 JaylayMm ‘U01BSIaAUOD e 0] Aled U0 1582| 1B JO JUISUOD DY) SABY ISNUI [BNPIAIpU Uy

Aued sug

Sesuiiy

: 1183 Y3 03 sarued Aue 01 uoieayiiou Aue 3uinbal Inoyum pue
- uonlesssAU0D syl 01 Aued e Butag 1noyum sjed (1daouajug) adey o3 (jjg ayi uo st aweu
350ym pue aoiaIas auoyd 3yl suaplo oym uosiad ay3) ,Jaquasqns,, auoydaj) e suwlad
OS[E BUOZHY "UONEIUNWWIOI |BJC JO 3U0JIIZD UB pJolal 0) Aled 2uo 1sed} 1B 4O

JU3SUOD 3y 3ARY ISNUI UOHEIIUNWWO? B Suinp Juasaid 10 Ul PRA[OAUL 10U |enplAlpUl Uy |

fueg suQ

BUOZLY

"UOQI}BSIDAU0D

‘e uy sjuedpived 03 Aidde 1lou seop ‘Ajuo suollelunwwod jo uondasur Aped

- -pdiyl Hgyold 01 papusiul sem ainiels Suiddoupsaaea 3yy 1ey3l pjay sey 1nod Isaydiy m,
. S,BYSE|Y "UOIIESI3AUOD 2Yy) 01 Ajied SUO 15B3) 1B JO JUISUOD DYl INOYHM SUDIIESISAUD?D
a1end SpIOJ3L 10 JRAY 01 3IAIP IUOJIIRR UE JO ISN Byl sugiyoud me| exsely

ahmﬁ s_mmms 90TL R d
qom mv_ﬁ ime_ﬁ {1){e)oTe 0Ty § UuY.
Em eisely {(e)00E'0Z'Ty § UUY Ieis exsely

Aued aug

oysely

I

_ ‘uoneaunwWWwol 3y} u padesua suoslad |
3y1 40 3UO 1SED| 1B 0 JUISUOI 3] INOYUM SI3YI0 JO UORBIMNWILLOI 31eAld Byt Jo Hed |
Aue nwsuely Jo Apjdwe ‘piodal ‘Jeaylano, o1 se 3uiddolpsaaes ssulyap 9Inlels eweqey |

mEmn_m_<.

« DIEIS
AUB 10 10 °§'N 3yl JO SME| JO UOIINUISUO) 3yl 4O UOIIBIOIA Ul 1B SNOIHO} JO [BUILILD
Aue ywwod 01 pa1dadcialul S| UOIIEJIUNWIWOD YoNs ssajun uofdaniajul yons 0] JUasU0d
_Lo_hn_ UaAI8 sey uUonedunwwod 3yl 01 s3iyed ayl JO U0 IUBYM JO UOREIIUALLILIO
£ 943 01 Aled e 51 uosiad YIns 2S34m UOIEIIUNIWOD JIU0LLI3[E JO ‘|elo ‘Baim e 1dads)ul
| 01 ME] J0 J0j0D Japun JUlIIE 10U uosIad € Jay hmzn_mr_u SIY} JapuUn |nimeun 3q 10U {|BYs 1,

NOILYIAHOINI TYNQELI QS« NOILYNV1dX3

ALIHOHLINY

AN3ISNCD

"me| |eJapa} Jo salyaads
9Y1 SS2Jppe 10U S30P 1| "SIIBIS (35 |{€ 10} ‘SUOISIIBP 3SBD pue S3IN1e]s IIUE|JIIAINS J1U0.41I9|9/3utddelanim snotiea 3yl yHoy 5395 mojRq Leyd ayl



81/8/0T @3Lvadn Lsv1 9

"3 ‘131431 '3 HINOIM “UISIAYWEIN JO NPO.d HIOM

“SUO[IEI[UNWWOD pies 4o Sulplodal 3y} 0] JUIsU0l
i Jonad uaald sey sapued ayl Jo au0 Ji 1o 0] Aled e aie ASY3 1EY} LOIIEDIUNLILIOD BAIM
- Jo [EJO JIUOIID3|3 UR JO SIUIIU0I 3YY 3S0{ISIp Jo plodal o} WS Y] Sey |Bnpialpul Uy

 (P)(2)z0L9-8T § "uuy 3pod oyep

Aued aug

, *SUDHEIIUNWILIOD pies JO SUIpIod2l Byl 01 JU3suod
Joud uang sey sained ay3 Jo auo J Jo 01 Aled e aue A3yl 1BY] UQIIBDIUNLUILIOT 1M
- 10 |BJO ‘3IUCJII3|D UE JO SIUIIUCD Y1 3SO{ISIP JO PIo3ad 0} S| Y} Sey |ENPIAIpUL Uy

- (v)E)zrs08 § 1eas Aoy me

Aped suQ

*SUOHIEIIUNWILLOD pies JO SUlplodal 2y} 03 JUI5U0D
- Joud uaa@ sey saipHed 2y) Jo auo y 1o 01 Aled e ade Ayl 1BY1 UOIIBIIUNUILIOD DM
10 {BJO ‘JIUQUIIBID UE JO SIUIIUOD Y] IS0[ISIP JO PUOID) 01 WYBL Byl SBY |enpAIpUl uy

Aled 3up

“UOIIEIUNWILIOD 34iMm 1O |BIO “IIUI3|3
! pue jo SIUIIUOD Y} 4O JUNSO[ISIP JO pue Suipiolas Iyl 01 WIsuUACd Isnw saued ||y

sa1ued (1Y

‘sanued 2y JO SUO WOy JUISUOD
Joud paatdal aaey ASU1 1 10 UOIIEUNWWOD ples 03 Anied e aJe Asyl Ji UOREIIUNWWO)
| |BJO 1O OJJUOIIIDD UEB O SIUIIUOD Byl DSO[ISIP JO PIOJad ABW [ENPIAIPUl Uy

Aled aup

*19€ |BujWLD B Jo asodind 3y} 4oy paidasialug s) UOIIBIIUNWILIOD 3} SSI[UN QUISUOD |

| ._O_._Q szm SEY UQpesiunwwad 2yl 01 mm_u.._mn 94} JO SUC 213y JO UOHEIUNUIWOD 2Y]

01 Aled e st uosiad ayy asaym uolIEIIUNWWOD uoslad e 10}  Me| AQ PIZLIOYINE,, 51 3 1BYY |

sapirold ZOPZ UONI9S "MEl AQ PazZLOYINe Se 3dadX@ “UO1IEIIUNW WO JO SUBIW 13Y}0 10

. auoydajal Aq o3essoll 2 01843y} Saied B JO JUSSUOD Y] IN0YLM 1dD2I3IU1 01 AU D |

SSE|d B s1 )1 SAES SEET UOIID9S "SUOIIESISAUOD UMO J13Y1 PJ033J 01 1Yl 3yl sBY jenpialpu)
ue smej Aceapd Byl JOpUN UBAS JByYl SploY adSaA A ‘ST "SUOIIESISAUOD IIUOIIB[D
Jo 1eJo Jo Sulpuodal a2yl O] JU3SUOD Isnw saiued (e jeyl alels sme| Adeaud 21e31S

(v)E)SEEL§TT 3

SL6T) 6SET ddns 4 68€ ‘adsap 4 s

sarued ||v

-19ddolpsaaea 3y} wWoly s33) ,SADUI01IE 135 osje ued noy ‘{Jahojdwsa |

ANOA 01 3 SPUAS JO 13USAlUL Byl Uo {|B3 3uoyd MnoA sind oym SUOIWOS uUIYM SE
yans ‘saSewep Aue aJe 33yl J ‘sl 3eyl) ssFewep Joy J9pI0da4 Y] aNs UBD NOA -Aujiqe
‘JEURLIID 10U “JIAID S,9.43Y1 Sulueaw “Ixa]uod [IAD e Ul 3|qissiwiadwy s 11 ‘0S *UO|IBSI2AUOD
- ayy o1 sonued e WOJ) IUBSUQd INOYUM UOl1ESIsAucd aucydspa] aieaud [eio ue
pJ023J 0} pPAMO||B 10U 3Je NOA ‘pO/S-25 § "¥'$ D) 01 JUBNSINg "9)e]S 1Uasuad Ayed-auo
| 30U 51 ] “I9AMOY ‘SISED IAID 104 "JDAIST34 10 ISPUIS 3YL JIYLID JO UASUOD BYL INOYLIM
‘J9A1929J 10 JOPUDS B UeYY JaYlo U0siad B AQ IpBW UOREIIUNWILIOD & 10 UOHEIIUNWLIOID
suoydsjal e piodal o1 me| syl isulede S| 3 3115 JUISUCD ALED-3UO B S /8T

NOILVNHOIN] ,m<29._._n_ﬂ<\20_._.<z<._m5

-BES § SOINIBIS [RIDUDD INDDDUNOY) JIpUn ‘AjfRUIWLID 3SNeIaq ,paxiwl, S| IN3303uUuo)

INISNOD

emey

ei121020

BIqWn|e)
jo0 PLISIA

aLeme|ag

. 3nopasuuc)




(aul} 000'SZ S pUe SIBA /-§ WNWXew) AUo|9) Z SSB|D) € 51 2sUR)0 Juanbasgns

e pue {sul} OOO'STS pue siesA g-7 wnuwixew) AUQIB) £ SSE|D B S$I SSUIHO ISI ¥

"JUS5U02 J[3Y} SUIUIEIqO 10 |3 2T 01 AHed Jaylo AUe SUiAIoU IN0GTIM €3 a4l

p1032J AJ|eJIUDI133]2 0] 20U=2IajU0d GapIA B 10 Suoydajay B O] AlJJed e S| OUM 3Uo3Wos

- snonndasins e ul

. JuIad o1 sieadde 21n1els pasiAal o4l 'UONeIHEWN SANRedau AQ "2J0j2J2y] ,,'uoneladxs
; 18y BuiAgasnl Ajgeuoseas ssouelsWwNOID  Japun dleaud 3q 01 UOHEJMUNWILWIOD

ueJ1a93 2yl spudiul Aued Sulalesad Jo Buipuas Byl uaym “welsAs |expdo Jo
oloyd anaudewondd Jandwlos Jafed ‘oipel ‘auim e AQ Lied JO 310UyM Ul pRIIILISUR]
* ot 3ouasiyjaiul 10 ‘elep ‘spunos ‘seSew) ‘Buium ‘sjeusis ‘suSis Jo Jsjsuesi Aue, s

i pauap S| UODIUNUILIOD JU0432319 a10Ald W ~(*218 ‘@0uaIaju0) oapiA ‘suoydeel “89)
- UOIIEJUNLUWOD & YINns agLiasuel) 10 p1o3al ‘1deasaiug 0] adiaep Suiddospsanea ue Suisn

Alsnonndasaans woly UOIESIOAUDT € 03 AHEd € JOU S OUM 2U09W0S AUD BUiqigo]
Ag ‘sucilEjlunwwod 2ijUoJoeie aleald 10) @i jussuod Aped-suo, e ysjgeise
01 sieadde osje 23n3e)s papuawe 2y} ‘uoieddw) aageSau AQ ‘puey Jayio Yl ug
*[NyME| 3 O} 2SN JBY3 JOJ 321A3p SuiddoIpsSaAER UE JO 35N 3y} 03 JUISUOD UOIIRIIUNWILIOD
fedo ue o1 S37PRd |8 1Byl saJiinbas 9yniels papuswe ay| ‘salels uasuod  Aued-je,

10 Aluourw 3yl ulyum Ajludy SUleWad SI0ULH| 1BYY 1gNOP OU SBAEI| 31N1RIS MaU 3yl 1ey) i

3n3.e aL0s ‘MB[ PasIA3L 23 JO malaind ay3 ulylm s|jey ,Uo11RSI3AUCD 31eALd , Jejnaued

| e Jaylaym ajeqap o1 uado SaAB3| 21N1R1S BY1 IYM "3|qeuoseal s| Aseand Jo uoneadxe
| ue uaym 01 pJedal Yum sJo1oe) 10 sauldping ou sapiaodd 21n1els By 515949141 AceAld

S1ewWlSaf OuU SI2M 2JBYL 2USYM SIIUBISWINIIID JO J2GWINU B PassaIppe 3| ,Jauuew
Buipsodal 2q 1shw uosiad e ‘2SUBHO {BUIWLD B IO 01 JIpPJO

| ur jeyy Sunesipui a9enSue] sapN|oUl 9IN1EIS MIU Y] “SUOREDIUNWWOI dygnd Jaylo
| pue uoRESIAAUOD ,B3pAld,, B USDMIDG UOIIDUIISIP B SMEIP 81niels mau ay] -a3ealsd aq
i 011 10adxa pjnom Ajqeuoseal uosiad ou 2Jaym ‘SWOOJINGI Ul se yans ‘saaeid agnd ui

SUOIIESIDAUOI JO Suiplodal Jwlad 01 PapuaWe sem 1In1els ayl ‘pToz ‘0f Joqualag up

‘[euonninsuodun 1 Suliejaap ‘a2e) s)i U0 peOIGISAO AjjBUOIINIISUOIUN
Sem JBpJ0 N0 AQ PRZUOYINE JO UOIIESI2AUOD 0] Salued {|B JO JUBSUOd Yim 2uop

;; §53|Un ‘uoiEsIaAUCI Aue Jo Led Aue o (| pJ0d3J 10 Jeay 03 $301A9p Suiddoipsaaea ash
" Ajleuonjuaiul pue AjSumouy 03 SWLID B U Jpew Z-pT/S § 1Byl pjey mno) awsaudng
L9yl (¢TOT "W1) OZT PEAN 9 ‘obuojay A ajdoad pue (¥T0Z “III) ¥ST PEAIN 9 Yo
LA apdoad up anljod padel-capia aaey oym ojdoad isadle 03 pasn UG AjjeISIaA0JIUOD
. pue Ajpaleadal pey 21nlels 9y "ME[ 3yl JI9AC 21BCQIP PUB UOISNUOI 3q 01 sieadde
C 1S 218yl ‘JeAIMOH “91B]1S Juesuod Aued-auo e 1 Bupew Ajpaipdaye Agaiayl ‘leay

0} 3jge UG ARY J0U pinom IsuRYlo Aled ayl 1eyl suollesiaauod o} paijdde Ajuo
LAuiddoipsanea,, 1oyl pa|ni peYy SHNOD SIOULL|[ "UCLIBSIDALOI (€10 uosiad ut Jo D1uonds)s
‘Juoydafay Jo Buipiodaa 3yl 01 JuIsuod o) pey satued |y Aceapd o uoneedxe

- ue pey saiped Y3 JaylByM Jo S53(pIeSal “UoI1esIaAu0d 2y} 03 SITHET [[B JO Juasuod ay)
{ INOYNUM UOHESIZAUCD JO |{ed suoyd e pIodas 1o Jeaylaao 01 ,221A8p Suiddospsanes, u

asn 03 swpd B ) apew {e)Z-+T/S § ‘sdeah Jo4 "xnjy u] pue Buisnjuos si sjoul)]| Ui Me| YL

NOILVIAIOINE ._<ZO_._._DD<\ZOM._.<Z<._n_Xm

LSUOI
1BJUNWLIOD
Ju0.1123)9
eaud,, 10}
Aued-au()

SoiHed |y




8T/8/0T Q31vadn 15V 8

*3'§ ‘131437 °3 LN “UISDIYREA 10 1INPOId NI0M

JUasU0D Joud uaAIS aABY UOIIEDIUNLILIOD
3yl o1 saiued 2yl Jo [[B U9ym puE UOMIBdIUNWWOD 3yl 03 Aped e sI uosiad
941 3JaYM UOIEBIIUNLILICD 2]U0J1I3[2 JO ‘|BJ0 Baim B 1d20J3jul 01 [njme| 51 31 “JSABMOH

?gns

© SIY1 4O UOIIBIOIA UY UOIIEIIUNWILLIOS JIUCJI33]2 J0 ‘|elo ‘@iim e Jo uoiidasiajul 2yl ySnouys

pauielqo Sem UOIIBWIOUE 3yl 184l MOUY 0} UoSeal Suiey Jo Suimouy ‘UOREIIUNWILWIOD
JIU0J1I3|3 10 ‘[BJO ‘Bim Aue JO SIUIU0D 3yl ‘Bsn 0} JoABapUa Io ‘asn Apnyim (€)
10 {3[31319NS SIY} JO UOIIBICIA Ul UOHEI|UNWILIOS

2iU0J1239 JO ‘jelo ‘altm B JO uolldadialul Ayl ysnolyl paulelqo SEM UOIBLLIOL

: 8yl 1Byl mouy 01 uoseal Buiaey JO SulMOUY ‘UOIEAUNWIWCY JIU0IIZRIR JO [RIC ‘Alm
¢ Aue Jo s3us3u0D Y1 Uosiad Jaylo AUe 0] ‘3SOJISIP 01 JOABIPUS 10 *3S0(IsIp AjInYfiim {2)

{UOIIEMNUNWILIOD J1U0J12913 JO ‘jelo “auim Aue 1d23191u1 01 JOABIPUD 1O

yd=oiaju 03 uosiad Jayyo Aue aunacud Jo “1da2121ui 0} Joaeapua ydansaul Agnyia (T}

0] [NIMBJUN SE 1 1BY] SPIOY 19y 33UBIIBAING 2IU01333|3 pue Juiddelalip auL

No?oﬁ m-uok_ u:?m ﬂu ..csq mnou u_z

sanued v puejiiep

“Uonedunwiwed ples oy Alled e ale Ayl J Jo Aued suo 1ses|1e |
JO JUISU0D BY) INOYUM 33IA3P FuipI0Ial JIUOIDI[E UE JO SUBIL 3yl AQ UCHIIEIIUNWILLOD |
J ojuoydadl Jo [eao Aue jo aInsopIsip Jo pue 3Ulpiodas ‘uondaalul 3y) sieq Me| Aulely

- 0T §°ST 70 "uuy 1815 A%y

Aned auQ

“uoREdUNWWOD pies 03 Aued e ate A3y} Ji Jo Aled 2Uo 1SB2| 18 JO JUISUOD |
3yl 1noyHm a3Aap Sulplodal JIU0JIIID UE JO SUBSW 3y) AG UOIIEUNLWIWAY Jjuoydaas |
| 10 {BJO pUB ]O 2INSO|ISIP JO Fuiplodal ‘Uondadul ayl sieq 1Y IUB[IDAING SLI1ID(TF aYy)

Aued auQ

“UOEIIUNLIWOY ples o1 Aued e ale Aayl y 1o Aped auo 1se2| 1B JO JUasu0d

8yl INOYHM 23]A3p SUIpPIOIa1 U032 UE JO SUBAW 3y} AQ UOHEIIUNWIWOI Juoydaa) |
HLo _Eo Aue Jo aunsojosip Jo pue 3uipiodal

‘uondaziaul 2y1 sleq Bm_ >v_u3:mv_

| 2luoydayey Jo [elo Aue 40 aunsopsip O pue Suipiodal ‘uoildadlaiul By sieq Me] sesuey

‘uoeNuUNWWOod ples o1 Aued e are Asyl i Jo Aued auo jses) e |

JO JU3SUOT 3y} INoyUM a3iasp SUIpJodal JUOIIIB[S UB JO SUBSW 3yl AQ UOIIEIIUNWILOI

o __.____E.BG-Hmm Ul Jess “uey.

. : SGANW. uuy aers. :8_

Aved aup

‘SUOlIEIUNWLWIOD pies jo SuipJo2a4 3y} 0} Juasuod Joud
uan3 sey saided 2yl Jo auo 41 10 01 Aued e ale Ayl 1eyl UoiRIIUNWWOD Juoydalal

10 21UCA23[3 ‘[BIO UB JO SIUINUGD DY ASOPSIP 10 piodal 01 I Byl SEY [ENPIAPUL UY |

w \.N\. §: « apod Eso
EE N mmom w. Uy %8 sso_

Auegd auQ

"SUOLIEIUNWLIOS pies Jo SulpJosas 3y} 0} Juasuod Joud |

uand sey sajued ayy Jo suo Ji Jo o1 Aued e ase A9yl 1BYl UOIIEIIUNWWOD Jjuoydalal
10 u_cobuﬂm ue u5 SIU2IU0Y Y} omomumﬁ 1o piozal o1 WU 3yl Sey [BNpIAIpUl Uy

. 9LT-TSTESE§ UV 3poD U

NOLLYIWHO4NI ._<ZQ.:n_n_¢<ZO_.r<Z¢.EXm

ALMOHLAY

EUEIpU]




8T/8/0T Q31vadn 1sv1 6

*3°§ ‘131427 1@ LIRYIIM ‘USSIYREA JO 19Npoid YIOM

-Bulpioda ay3 01 Sulluasuod
10 Jo Suiutem uanid sienpiaipug pue ‘sEuiieaw oipgnd 1e Supyeads s|enpialpul ‘AInp epjo

ue JO JuewWIOMad 2yl Ul sJn220 Fulplodal 2yl uaym sadhopdws gqnd Jo sepigo |

aignd pauiodde Jo padaje AjBLUeU S3OURISWNIND UIBMAD Japun 1deoxe seiyed (e jo
JU35U0D 3yl INOYUM UOIEIUNWIWOD JIU0JI03[2 JO uosiad uj Ue pJodas o) {NpMejun sty

£12:8-57.§ "UUY 9p0) 0N -

safLed iy

*SUQIIRIIUNWWOI ples o Sujpiodal ay3 0}
1uzsuod Joud uaaid sey saped ayl Jo auo i Jo 01 Aued e ase A3yl 1Byl uoNEIUNWUIOD
21U0J303[3 JO [BJO UB JO SIU3UOD 3y} 350{ISHp JO pJodad 01 yJu 3yl sey |eEnpIaipul Uy

 (e)@)corTys § veis Uy o

Aued aup

"SUOIIEI{UNLILIOD pies Jo Sulplodal 3yl 01 Juasuod
Joud uand sey saiped ay3 Jo auo i Jo 03 Aped e aue A3yl 1BYL UOHIEDIUNWIWOD JBYI0
10 “3uoydajal ‘|RJ0 UR JO SIUIIUOT 2U] 50[ISIP IO pI0dal 01 1YFU 3yl Sey [BnplAIpUl Uy

?ﬁmm.m..wmﬁ.% § uuy ...m.rou SSIAL

Auegd augp

"SUDIIEDIUNWLUOY pies Jo uiplodal 3y} o) Juasuod Joud
uang sey sajued ay) 4o auo §l Jo 03 Aued e ase Asyl Jeyl uoledunwWwod aluoyda sy

1o 21uoJ30a(2 ‘jeJO UE JO SIUSIUOD Y} ISOJISIp JO PI0I3J 03 I 3l SBY [enplalpul Uy |

"U011eSJ2AUOD B 01 saiued j{e Jo Judsuod 3yl Suinbal se pajaudiajuisiw uayo
s1 me] ueSiyolN "2WES Y3 pJodad 01 S 2yl aABY SSOP UolesuNWIWe? B Ut uedniyed

. € fuopesiaauod e Jo uondeour Aued-payl o1 pandde Auo simeys 3uiddospsases
9yl 1eyl paiaudisjui sieaddy Jo UNO) UESiYIW Syl "SISYIO JO  SUOHESISAUOD

a1eaud ayy Juipaodal Jo Fupeaylaao oy Ajuo siajed ,dolpsases, Wil AJ0INiels ayl
asnenaq ainiels ayl Suijejoia INoYNM H pIodaJ ABLU UOIIESIaAUOD 21eAld e ul uedpiled
e 1Bl pajnt sey Wnod uediyoily auo Ing ‘mey uasuod Aued e, ue a3l SH00} SIUL,.

‘pangyold
st samded ayl jje Jo JUSSUOD 9yl oYUM ‘WalsAs paseq-laindwod JO U043

10 uosiad uj J2y1aym ‘UOIESIFAUDD AUR JO 2JNSOISIp JO ash ‘uolldadlalul ‘Buiplodal ayl

wxAHEd 2UQ

ueBignN

‘SRAADP

uoRdalialul [NME[UN JO UORIULSP Y1 WO, PIPN[IX2 S| /SSauUisng Jo 9sinod Aleulplo 8yl ;

Ul pasn SWa15As UOIIEIUNWWOIIAIUE IO SE [[2M SE '$SaUISNg JO 25.n0d AlRuipio ay)
Ul pasn pue Jaguasgns Auedwod suoyd e o3 paysiuiny si yaym uawdinbs suoydsia

I 1anamoH paugqiyoud si sanded ay [je Jo JUISUOD By} INOYNM ‘Buoydajal 10 aAm ElA |
¢ 10 uosiad w ._mﬁmsa UOIBS513AUDD AuE 10 2UNSO[Isip JO asn ‘uoiidanialul ﬁEESE ayl

ﬁ:uvmmm LT W, &sm._ "uuy :mw mmms_

NOILYINYOANI ._429._.5&4\20_._.4_23&5

sanJed ||

SIIOSNYIESSEIN




81/8/0T AILvadn 1SVl ot

*3'§ 12437 '3 LI ‘USSIIYNEAI JO 10NPOId HI0M

. “19B [BUIWHD IO
- SNOJJO0} B SURIWWO? 4o 3sodind ay3 104 0s Sulop s| UosIad 3Y3 SSI|UN UOHEIUNWWOD
| ples JO JUSIUCD DY) ISOPISIP JO PUE PJOI3L 0} UCHIEDIUNWIWOD DUCIIISIS IO uossad
- -u1 ue 4o Aued e WOJy JUSSUOD SBY JO 03 ALIRd B ST OYM [ENPIAIPUL UE 10} [NJME]UN 30U St 1|

Aped aup

*UOMIEIUNWILICD
ples 10 1U81U03 3yl ISOPSIP 10 PUB pJodal 01 UOREDUNWWOY 3IU0ND3|2 Jo uosiad
-ul ue Jo AJed B WOy JUSSUDD SBY J0 03 Alied e 5| Oym |ENPIAIPU] UB JOJ [NIMEIUN 10U Si Y|

(e)£87-ST § “Uu 18IS U39 TN

Aued aug

“UOIIBIUNWILLIOD
| pies JO 1U31U0I 2y} JSOPSIP JO PUB PIO33J OF UCHEIUNWWOD JUOIPI[3 10 uosiad
¢ -u1 ue Jo Aued e woly JU3sUod sey Jo 01 ALed e S| UM [BNPIAIPU] UB 10} [NJME[UN 10U ST 3|

‘5o omm w. 33 Hmcmm KN
‘38 omm m sm._ _mcmn_ A

Aued 2U0

s1 podal 1o uoiedunwwod ‘a8essaw Aue jo SuiAdoo Jo Supje; ‘Sundnuiaui ‘Bulpess ayy

“UOREHUNWIWO pIes 0] salued 3Y] JO SUO JO JUSSUOY BY] INOYILM [NIMBJUN |

Aued aup

: 211qnd [eJauad ay3 01 3|qISS32IE 2Ue 1By}
' SUOIIEDIUNWIWOY J(UDJ1ID[@ PJ0I31 01 |BNPIAIPUL UB IO [NJME| OS|E SI }] "1J€ [BUWLD IO
i/ snoruol e Suniwwues 1o ssodind 3yl soy 0s BUlop ) uosiad 341 SSS|UN UOHEIIUNWWOGD
! pIBS 4O USIUOT SY} SSO[ISIP JO PUE PIOJAS O} UOKEIURWLWIOD JIUOIIIRR 4O uosiad
-u] ue jo Aued e woJly JUISUOD SEY JO 0 Aled B SE oYM [ENPIAIPUL UE JOJ {NJMEJURN 10U S[ Y|

N&wﬁ <N@ 5& 185, ‘TN
AE«&mm <~m “uuy -u.ﬂm TN

Aned aup

"papJo3a1 Su[3q SEM UOIIEIUNWWOI PIES M3BUY ADY]L
12Y] 21EJ1SUOWIAP $3TJURLSWINID Fuipunolins uaym ucielunwwod e jo Suipiodal ayy
0] PAIUISUOD A|SNOIFRIILD [ENPIAIPUL U 1Byl PjaY Uno) swaidng anysduiey maN ayl

'saryed || Jo JU3SUOI Y1 INOYYM UOIIEIIUNILIOD
uosiad-ul 10 JU0J1IDR Aue k5 SIUIUOT Y] ISO[ISIP JO pIOIBI ©OF [Ngmejun st 1

b _._ zv m:.m nm v ﬁm:. 207N EE&EU_:
re <;Em § uuy a1 .>mm

saMed {Iv

"UOIEIIUNWWOD pies 03 Aued e aue
- A3Y1 J1 USAS UOHEDIUNWWOI Djuoyda[a} B PJOdal |NME| 01 J2pJo U) sarued |[e Jo JUasuod
. 3Yl SABY ISNW {ENPIAIPU] UR 1BY} 3IDISHY A JUDT Ul P|2yY HNo) 3walidng epeaaN ayy

*UOREIIUNWIWOD J|uoydaia} B 4O JUIJUCI 341 BSOJISIP 1O pIOI3L 01
. paxnbai si sajued || Jo JUBSUOD 34| "UOESIAAUGD Ul 0] saiyed aul JO 2UO JO JUISUOD
¢ 3Y1 INOYLIM UONEIIUNWIWOD uosiad-ul a1eald Aue pJolal Ajsnoiiindalins ol [ngme|un sty

(866T) 856 pzd mmm 91T
AN PTT 07 "SUt 210351/ °A 2UD7 1059°00
§ 1235 "A3Y “ABN {079°00Z § 1835 ARy A8

-ojjqnd jeJausd 3yl 01 3|qiss3IIe 3dE 1ey)
© SUOIIEIIUNWIWED JIUCJIII]D PICI2) 01 [ENPIAIPUL UB 1O [NIME| OS[R SI 1] "I98 Jeujwid 1o
- snouol e Suniiwiwes o asodind ayl Jo) o5 Bulop 1 Uosiad BYI SSIIUN LORRIILNWILWOD
| PIES JO JUDIUOD Y] SSOPSIP JO PUE PIO3L O] UOHEJIUNWIWOGD J(UOLIIB[3 10 uoslad
L —up ue Jo Aued e WOl JU3SUOI Sey JO 0} Aued B S| OUM [ENPIAIPU] U JOJ INIME|UN 10U Si 3|

: wR-mwm 1815 A3 Q3
. _xuxaomm-mmm .Em A9y 'GaN

ZO_._.d.EM_Ou_Zm ..«zO_hmn_n_{\zQ.EZSn_Xm

ALHMOHLINY

Aued sup

2103EQ YHION

Aasiap manN

alysdwiegy

EpEASN

ejsesgan




BL/8/01 A3LVAdN 15V1 1T

*3°S ‘4RIYDT 3 WM ‘UBS3IYNIEA JO WNPOoId JIoMm

-21qnd |eiaua8 ayl 03 3fqIsSaIIe AlpeaJ Si 1EL] UOIIEI|UNWILIOID
JIUOII3|3 AuE JO 1USIU0D Byl SS0[SIP 0SB ABWL |BNPIAIPUL Uy 0B [BURLLD IO
snoiU0} e Juiiwwod jo asodind oyl 10y 05 Bulop s1 vostad YT SSIIUN UOIIEI|UNUILIOD
ples JO JUIUOI 2yl ISOPISIP JO PUE PIoda) 0} UOIEIIUNWUIOD 2iu0Jids|e o uosiad
-uj ue o Aued e w0y JU3SUOI SeY 10 0} Alled e 5| OYMm [ENPIAIPU] UB 0§ [NME|UN 10U SE1

*UOMIEIIUNWIWOD
PIES JO JUBIUO3 3y} 3SOPSIP 40 pue u._oumh 0] UONEJIUNLWIWOD J|UoJaa Jo uosiad
-uf ue yo Ajied e WwoJf JUBsUOI SeY 10 01 AUEd € 51 OYM [BNPIAIPUL UB J0J [NJMB[UN 10U §1 )

Axed aud)

DISSAUUD |

e03eq Yanos

‘UDIIEUNWILIOD
PIES JO 1UIIUQD BY} DSO[ISIP JO PUE PIOIJ O} UCHEIUNWWOD IU0IB|E 10 uosiad
-U1 ue Jo ALled B WoJy JUBsUOD Sey 10 03 ALEd E S1 OYM JENPIAIPUL UE JO) jJAyME[UN TOU S| Y

Apeqd auoQ

"UOREBWIOMI 2jqnd Jo 33pajMmouy UCLWILIOD St JBY] UOIEIUNWWOI uosiad
-Uj JO 2IU0J1I3[S Aue JO JUDIU0I BUY) DSOISIP OS|e ABLU [ENPIAIPUL UY "JOB {eUIWD 10
snoiuo} e Jupuwwoed Jo asodind ayl 4o} 05 Suiop S| UOSsIad Y] SSBfUN UOIEIIUNWWARD
PIBS JO JU3)UOI 3Y} ISOPISIP JO PUB PIOISJ 0] UOHEBIUNWLIOD JIU0I1I9R o uosiad
-uj ue jo Aled e WOl JUISUOD seY 10 01 Alled e S| Oym [BNPIAIPUE U JOJ [NJME|UN 10U 513

Aned auQ

aq pinom uoneddde ,owaw aolon, suoyd 20 e Buisn ‘suoydaey B apnpul
10U S30p ,32/ARP J9Y10 JO [BJJUBYIDW ‘HUOJID3[3, WII] By Isnedaq pauqiyosd jou s
auoydayal e Susn jjed € 03 Ui Fulualsy aJ4awW Jo Jo uofdansaiul, UsAIMOH ‘satued je jo

m JUuasu0d syl Inoyiim UONEIUNWILIOD uostad-ui Jo JIUOJ1I9(2 Ue plodod O] {Nymefun st 3|

o

‘pauqiyo.d g p|NOM pUR ,B21A3P,, B PAI3PISUOD

SRIUEY IV

' puejsi apoyy

; _elueajAsuuad

*panjoAUl
_ safed |je JO JUSSUOI SY] INOYLM UOHIEJUNWIWOS Uosiad-ul ue pIodal o1 [nymejun si
1] "UOHEINLWILLOY PIeS 4O SIUSIUO0 DY} ISO(ISIP 1O pJOI2 01 UOIEIIUNWLIOD JIUOIII}D
. ue Jo Aped e woly JUISUOD sey Jo 03 Aped B S1 oym [BNPIAIPU] Ue JOJ MME|UN 10U SE Y

*13€ [BUILLD 10 sNOJO0] B Sullliwwod jo asodind ayl1 Joy
0s Sujop s1 uosaad Byl sSajUN UONEJUNLWILLIOD Ples $0 JUSIU0D 3y} 350[IsIp 10 pUB pJoal
03 UD[31EIIUNWLUOD DU0J333|3 J0 uostad-ul ue Jo Aued e wolj uasuod sey jo ol Aled e s
OUM [ENPIAIPUL UR JOJ {NIMBIUN JOU S| Y 19y SUOHESILUNLWWOY 0 AUINISS 341 01 JUensing

S Nmﬁm ‘€1 U ‘uuy 1818 epio
fe .emﬁm €M Eq.ﬁm B o..

_ mc__ohwu. .ﬂ._u.._.._om

BWOYEPIO

“JOE |BUIWLID IO
snoiuo} e Sumwwod Jo asodind 3yl Joy 0s Suop s1 Uosiad Byl SSIIUN UOIIEIIUNWILIOY
pies JO JU2IU0D 3yl ISOPSIP JO PUE PIOIa) 0} UOIENUNWWOD 2jUei1da)s Jo uosiad
-Ui ue Jo ALled B WoJly JUISUO0D seY J10.0] AUed B St OUM [ENPIAIPUL UE JOJ [TYME|UN 30U S 1f

;

ZOE.G.SEOH_Z_ .‘Gzo_._._andq\zo_._.dzﬂn_xm_

ALRHOHLNY:

Aued auQ

INISNOD




81/8/01 a3lvadn 1sv1 4"

3§ ‘121427 12 HIY2IA ‘USSSIYHEIA JO 19NPOJd HI0M

"MB[ O UNO3 € Ul pasn 29 Ael SUIPJ0I3. PIBS LWIOJ) 30USPIAR 1841 PUB papJodal Sulaq |

. 51 UDIIBSIaAUOI 243} 1Yl pauliogul st Aued oyl uaym 1daaxa ‘595D |IAID U], R[qiSSIWpeU]
Ajje103, S| uofledlunwiwiod B Suiplolal 3yl JO }NS34 BYl SB PAUIRIGO IIUIPIAT,,

“1OB |BUIWMD 4O |
sNopJol B Sunuwwod Jo asodind ay3 4oy 0s Sulop s uossad aYl $53(UN LOIIEIIUNLILIOD |
ples JO JUIUCI Y} ISOPSIP IO PUB PIoIBL 0) UOIEIIUNLIWOD IU0IIR[R JO uosiad |
-ut ue jo Aued e woJy JUasuod sey Ja 0} Aled B sj oym [BAPIAIPUL UB 10} fngmejun Jou st

- (1)§9588 § Uuy 1ES TSI
6§ ULV IBIS TSI

s HBd U m

WSUOISIM

*J9B |[BUIWILID 1O
snoflo] e Juniuwod jo asodind 3yl 1oy os Suiop st uosiad 3y3 SS3|UN UOIIEJIUNLWILLICT
! ples JO 1U3IUO3 3yl ISOPISIP 1O PUB PJOJ3 01 UOIIEIIUNUWIWOD U038 1o uosiad
| -ul ue jo Aled e WUy 1USSUOD SBY 1O 01 AlJed B S| oM [ENPIAIPU] UB 10) [NJMBIUN J0U 51 )

Aued aup

eILEIA 159N

! -sarued ||e 4O 1UISUO0I 3Y1 INOYUM UOHEIUNWWOI Uostad-ul
! J0 21U0J3I3[3 AU JO JUSIUOI 31 BSO[ISIP 10 PUB PIOIBI O) [ENPIAIPUL UB JOJ [NIME[UR 51 3

SolHed jiv

"UDIIEIUNWILIOD
PIES JO 3US3UQI Y} 2S0JISIP JO PpUB PJ023J 03 UOHEIIUNWIWOD JUCJIIRIE JO uosiad
-uj ue jo Alted e woly UsUD sey Jo o) Aled B S| OUm [ENPIAIPUL UB 10§ JniMe[UN 10U SE1|

Aued U0

{166T IA) £96 PT'V 109 S¥004g A JU0ULIaA |, Agsiassed Jo sied pue s9A9
2y} 03 122Igns, SBM UOIIBSIIAUDD 1BY] B5NEJ2g [nyme[un 10] Bupjled e u] uonEsISAU0D
g jo SupesyisAo Byl puy 01 pasnias SeY Osje WN0Y 1saydy s,81e1S Iyl ‘puey
Jay10 3Y1 UuQ {2007 IA) 6TZT PT'V 964 ‘MDI3D A Juouiiap ‘Adealld JO UOISBAUL (NJMEIUN
ue si awoy suosiad B Ul SuonEJUNWWOI Jo SuloluOW JIUOIPIR snonidaelns
184yl p[2y Sey 1noa Isaydy $,8121S 2yl ‘9IRS JUdsuod Aued-jje Jo Aued-suo e s
JUOWIIBA JI 03 SE UD[IRIIPU] IES|S B BPBLU SBY PUEB B3IR S|} Ul SUP{DE| OS|E S| MB| 3582 3L
[ "SUOIBSIZAU0) BUOYU3IR) JO UO[IdR2Ia1UI SYL S3IB(NEaJ 1RY) SIN1BIS 3RS OU S| 3Jayl

{T66T W) £96 PZY 109 ‘Djo0sg A Juowisd
(20073} 6TTT PT'V.S6L MO39 A JUOULID/

Me] 2sen
aAURQ J0
s1n3eIs ON

IUouLIap

-a1/qnd je1zua8 ay3 03 3|qisssa3e Ajlpead si 1Y UOIIEDIUNWUIOD

J[U0JIIRJ3 AUB JO JUBWOI BUL ISOPSIP Os[e ABW [BNPIAIPUl UY "10R [BUILILD JO
snojHo7 B.Sulitiwwoed jo asodind 2y) 104 05 Sulop st UosJad QY3 SSBJUN UOHIEIUNWILIOD
pies JO JU3U0I 3yl ISOPSIpP JO PUE PJOJDI 03 UOIEBIUNWWOI UCt)ddjd Jo uosiad
-uj Ue jo Alled e woJy Jusuod sey 1o 03 Aled B s; oym [ENPIAIPUL UB JOJ [NJME|UN 10U 51 1

Aued aup

-2jgnd |eJauad 24yl 01 2|qIssaIoe A[Ipeal St 1eY] UCIIEIIUNLILWIOD
JuoIPRR Aue Jo 1USIU0D DYl ISO|ISIP OSie ABW [ENpPIApUl Uy "10R [BUWLY 10

- snojuo} e Supywiwod yo asodind ayy Joy os Buiop s) uosiad 33 $33(UN UOREIIUNWLWOD |

ples jOo JU3ju0d =2y} [50{I5ip JO pue pJolad 01 UONIEJIUNLWILICD J]Uol)3aja Jo uosiad

-ur ue o Aued e Lol JUasUED sey 10 01 Aued e S| oym [BNPIAIPU] UB J0) [NyMe[UN 10U ST 3

NOILYIWHO4NI ._420_._._m.n_.4\._20:.<2<._n_xM

| LNISNOD




RT/2/0T d3Lvadn LSy £T "3°G UB4UT R WA ‘USS3IYNE A J0 3ONpoLd YJOM

S : A AALE UL JODI2U) N3Y Ui PAsh 9G 30U PjRoYS S[elJaiew
asayy -diysucnie|as JU3IP\ABLI0IIR DL UIYIIM PISOPSIP 51084 IIads Uo "D°S JAIYDT 3 LUADIM ‘URsBIylIelN AG s[Enpialpul Jo\pue s3iuedwod siuelnsul jo uoneuasaldal pue uolienys
|enaey Aue Sujusasuod asiape [eda| se PINIISUCT 3G 10U PNOYS UCHBLUOUI SIY] *)'S “I2uya] 1§ Ha3I1AA ‘USSIIYIIBIAl JO SPUDL) pUE SIUSND ayl Joj papuaiul s uonen|qnd siyl ‘Tuorme|

I @IIS0IME 38 twnxu_,.s Areg Pejuod asea|d )¢ U447 R WoNM ‘UasaIyney Ag painguisip suonesgnd 3yl Jo Aue o uogedjignd sy ul pauieiuod sodol Aue jo Aupgendde Juaaind
ay) Suipzedal suonsanb aaey pinoys nok i “Ag s803 2w se papasiadas 10 palepIn0 SWodRq Azw S I8IYST B ORI ‘Uasaiyliey Aq paleSinwosd S|ELIDIRLS JOYL0 PUR S{EUSIRW aSaY]

. "198 |BUIWLD JO
$NOJHO0] B Sumwwes Jo asodind ayl o) os Suiop s1 Uostad 341 $S3|UN UOKEIIUNWILIOD
| plES JO JUSIUOD JY] ISOPISIP JO PUE PJOISS 01 UOIIEIMUNWILIOD DU 40 uostad
. -Uj ue Jo Aled e WwoJj JUSUOD sey 40 0] Alled e 5| UM [ENPIAIPUL UB 10} [Ngme{un 10U i |

NOILYINYOINI TYNOLLIAQY/NOLLYNYdX3 - - L IN3SNOD | 3Lvis




81/8/0T d3iLvadn 1sv1 1 3§ 14T %2 WM ‘USSIYPE JO 39NPO.d YIOM

‘mej Juasuod Aued-||e ue se 31 pa3asdialul sey 1No) awaludng s BpeASN 1Nq ‘Me] JU3SU0d
Aued-auo e sey epeadn Juawalinbas juasuod ,Aued-auc, e pajdope aaey eiquinjo) jo 114ISIQ Yl pue saiels (g€) wySie-Anyy ‘ainlels
|eJ2pa4 SIY] 03 UCIMpPE U "Juasuod aAl3 Aued auo jeyl Ajuo sauinbal (p)(Z)TTSZ § *D°S'N 8T ‘Mej jedapo4 JOpUN "PIPJOIaL 3q [|IM UOIJESIDAUOD
ay3 1ey1 22110uU pue aSpajmouy [[n4 Suiaey Jage 1 03 sjudsuod Aped suo papiaold [jed suoyd Jo UOIIBSISAUOD B PIOIRL URD NOA ‘UOIJBSISAUOD
21 01 Aled e jou 21 N0A J| "UOHIESI2ALOD JY} 03 AHed B 31,N0A JI UOIIESISAUOD B PJOd3s ued noA ‘pasinbal st Aued auo jo jussuod 3y

JuUasuU0) Aued-aup

"JU3suU0d 3 0} s3red aYy ||e 34aym
co;mﬂméou e p1022l 0} |eS9i z_m._wcwm s1 3] "samed jje Jo uIsuod 3y} 199 Jo Ajdde Aew 1ey] sme| 159100115 aY) yum Aldwod 03 15aq S|} ‘$31E1S
ajdiynw ul sanJded yym [jea e Suipiodal uaym ‘3104a13Y) "PIIeI0] St papiodal Suiaq uossad Iyl yoym ul 91e3s aysl Jo me| ayl Ajdde pue anssi
siy1 Suissaippe uaym Yoeoidde Juziaylp e 2)e} JaAamoy ‘suonaipsun( awos "Aidde |im pailedao| si 32jA9p SulpJodal Ayl Yyaym ul uonaipsunl
2y31 40 me[ 241 183 S1 quINY] JO 3NJ poos y "S|0JIU0I SME] D1B1S JUBAS|DJ (2J0W 10} om] 3yl JO Yaiym saijdde mej aiels 41 pue ‘saijdde mej 31eis 1o
|eJapay Jaylaym Jeapd shemje jou s1 3} "ALied 2u0 Jo JUASUOD Y3 AJUO a1INDaU SIaY10 BjIYm ‘UOHESISAUOD 3Y] 0] S2ILIed jie Jo 1uUasu0d 3y} aJnbal
$21B1S 3WOS "31.)5 Jayjoue ui uosiad e 01 Supj|e} B1e NOA udym suIaA0F uoIRIpsUNf Yarym Jo uonsanb ayl sdaq siy) ‘paptodal Buiaq suosiad
10 uosJad ayy jo 1u3asuod ayl 198 noA jey) saiinbal ur a1e noA uondIpsLINf 3y} Jaylaym si auodwos Buipiodal 0] SaWOI I usym anssi 3iq 3yl

-suonoe pauqiyosd Suimaiaal Aq 3uipaodal (|ed
auoydajal sywiad 91e1S B S3IURISWINIILD JBYM JIPUN PUB UIYM J3Ju] 0} Paau Aew j3s5unod ‘Aj3uipioddy "suoniuljap [e31uydal asay) Jo asnedaq
SuipJodals ||ea Buoydaal uonuaw ApRNdxa jJou Aew sme| 31e1S “uoiDUNWIWO) pa3dadiaius 1o adAl e se o ‘Buiddolonm ‘Buiddoipsanva se
FuipJol2J [[e2 2WERI) SIIES ISOW ISNEIFQ SIPOI PUB SIINIEIS jRUILLLID 31BIS UIyHMm punoy AjjeaidA) ale Suiplodal g2 auoyds|al Buluianod smel

‘Buiplodal
0] JUISUO {jed e 03 salled ||e 1ey) 241nb3l SIS JWOS IBAIMOH j|ed 3y} uo juasald y 3uipi03al uosiad Y] WOoJ) 3WO0I UBI YIIYym quUasuod
Aued-auo auinbau sa1e1s 15O "0s Suiop 2J049q JUISUOI UIEIGO pue 22130U piaosd 0} UONESISAUOD Y] PJo3aJ 0] Sunuem uosiad ay) aJinbau
Aew 1eyy suonejnSas pue sainiels uipiolal el suoydaial passed aaey sainie|sida) ,$9181S 150W pue SSUFUO) "§) YL "sBujjeap ssauisng
1o ‘SI3W03ISNJ ‘SSBUISNG JI3Y) 01 31B]3J 1BY] SUOIIESIDAUOI Suoyda|a) pJoda 0] paau B 3ABY US1J0 JUaWUIAA0E BY) PUE ‘Sassauisng ‘s|enpialpul

S31V1S 05 17V NI SNOILVSHIANOD DNIGH0I3d NO SMY]

S —  MVT 1V SAINYOLLY —
Lo ME MU MMM "y§ ATAHIT N TADIDIM ‘NISTTHLIVW

W02 ME}-|MLU @) 2 DM
9£16-L£9 (008) :2uoyd
EIUIOJ[ED % BUBISINOT % UISUOISIAA
*2°S “YIYHIAT B LYDIDIM ‘NISTIHLLYIN




81/8/0T gilvadn LSV , r4 "3'S 121y 3 HBYIIM ‘USSIIYNEIA JO 3Npeid HIOM

Juswalels
Ssaupm e jo 3upel auy Suunp se yans — uaald Suidg Auowilsa) Y] 91BJOWIWWIOD Pue {jedal A[21eINIde 0} UOIIeSISAUOY 3U) Suipiodal
aJe A3y} MOUY SSaULIM 33 13| 01 siauoiyreld Joj 3andeld poos e Ajlensn s 3|, sasodind buiupi] 10 33upinsso Ayjonk 10f papJola. aq Aowi jjod
siyg,, ‘Sujuiem 3310A paplodal e Jeay 0} Ajuo Juawpedap 931A19S Jawolsnd e Suljjed padualsedxa |je aaey am ‘ajdwexa 1o ‘paljdul st JUISU0D
119Y| "AemAue uoI1eSI2AU0I BY) ui 38e3ua AaYl pue ‘paplodal 3 ||IM UOIIBSIIAUOD BY] 1BYL paljilou AlJea|d Je j|ed 3y} 0} saiued syl y1 uanid
S| ,JU3sU0l, ‘SDIEIS SWOS Uj "UOIIesISAU0D B 3uiplodal ulapisuod aJe NoA usym UOJUIIUOD JO INSS| U OS{e S| ,JUasu0d,, SIINYISUOI JeYMm

UIsUC)

"931A3p J3UL0 JO ‘|BIIUBYI3W I1UsI1Is|e Aue JO ash 3yl
YSNnoJy} UOIIEJIUNWIWIOD [BIO 1O “IIUOIIIDNR ‘AJIM AUe JO SIUIU0I 2Y] jo uomisinhe jeine ay) sueaw Aj[elauas ,uoljesunuwod paydasaul,

_ EIL:ET
Of J0J POO1s UOISIIBP SIYL (8T6T) €F 'S'N LT ‘SIS pajun A ppajswio “Auadoud aeaud oluo ssedsaly e 1noyym paysijdwosse Suiddelanm
JUBWUISA0S 0} Aidde 10U pIp SpPUBWIWIO) 3JNZI3S PUB YIJEIS S IUSWPUIWY YUNOo4 9Y3 1Byl P|3y HNO0I Y] ‘UOISII3p $31035 P3jUn ‘A pD3SWHO
SNOWERJUI Y] Uj "3UIf UOISSILISURI]) DY} O} Pa3I3uuod 32iAap Buiuals)| Jo Suipiodal pajeaduod B JO suesw AQ Suonedunwwod Sulleaylano
10 Sui219s Aq paysidwodde Suiddoipsanea 21u04193]9 Jo wuoy e si Suiddelanp "oe(d uayel sey ,uoildadsaiug, |e33)) ue jey) Jel|d ssaf st Y
“W21SAS UOIIEZIUNWWOI 3Y1 Jo A1LISa1ul [edsAYd 3y} JO 92URQINISIP OU UG SBY 3J3Y) pue uoissiwsuel] s) Sunp uosiad piyl e AQ pieaysano
st 99essow B 219yMm ‘19AamOH 23esSaW B JO JDAIII3] PUB J3PUIS Y} UIIMIS] Jutod B 1B WIISAS UOHEIIUNWLWIOD B YUM uo13I3uuod (edisAyd
P9ZLIOYINBUN UE St }| ‘S{ENPIAIPUI JO SUOIIESI3AUO0I duoyda|a) piodal pue ‘Joliuow 1ds21a1ul 0} SUBIW HLIBA0D JO 35N AY} SAAjoAul  Sulddelaaim,

(69LT1)
69T ‘pupjbul fo SMDT ay] UO S3LIDIUAWIWIO) ‘AuoIHeld ¥ ,Joineyaq pood [11ayl] Joy sailauns Jo Sulpuly pue auly Ag jgeysiund pue ‘Suolssas
3U1 1B 3|qEIpUl 218 JO {133]-HN0I 3y} Je J|qeludsasd pue IJuesinu UOWWOD B 3Je ‘S3jel SNOAIYISIW Pue SNoI3pueis awely o} uodnalayl
pUE ‘9S.N0JSIp J3YE UINIE3Y 0} ‘ISNOY € JO SIABS Y] JO ‘SMOPUIM JO S|{em Japun ualsi| se Yans Jo ‘s1oddoipsanes, ‘Mej UoWWOd 1y "J0YsIed
S,JUBWIOJUI 3Y} UIYPM 1NII0 1BY] SUOIIBSISAUOD PJ0Ial 0] JUBLLIOJUI JUSWIUIBA0S ,PaJIM, B JO 3SN 3y} JO ‘SUOIIBSIIAUOD PO Ap2aass
03 sasiwa.d areaud apisuy ,8nq, e Jo Juswade|d 3y} AjoAUl ABW 3] "UOIIEIIUNWIWIOD 3y} ul pagedua suostad a3yl JO U0 1SET| 18 JO JUISU0d
aY31 INOYUM 519410 JO UoHEedunwwod ajeadd 3yl jo Hed Aue jwsuel) Jo ‘Ajjjdwe ‘piodas ‘Jeaylaro o} sueaw  Suiddoipsaned, d[U041I3|3

Suiddoapssaae] “sa Suiddelaaipn

‘papJo23l 3Q UBRI UOJIESIIAUOI 3Y] 210J3q
1U3sU0I 3IAIT 1SNW UOIIESIZAUOD e 0] salped jje jey) alinbal ‘Ajjeajuyaal ‘ing sme| Juasu0d Aued-oml, SB 0] P3.LI9J3J SIUIIBUIOS DIE SME| 3S3aY |
-u03SuIyseAn pPUB BIUBAJASUUR ‘BliysdweH MIN ‘epeAsN ‘BUBlUOy ‘SHasnydesseln ‘puejhueln ‘sioulf|] ‘epuol{ ‘aiemeaq ‘Blulojije]) :aJe salels
350U "PapJ03a] 3Q UBI UOIIBSIDAUOD 3V} 210494 {2 2uoyd JO UOIIESISAUOI B Ul panjoaul ApogqAIaAs Jo Juasuod ay) alinbaa sajels (TT) UsA3|3

wasuo) Aued-|ivy



81/8/01 A31lvAdn LSy £ 3§ “Ja1ya '3 HANIIM ‘UISAIYREA SO 3NPOId YJOM

20w Jou 10} Judwuosidwi ul 3 nsal ued suonejoip ‘suiddoipsaned d1u01109)3 10 Buiddelasm |eSa||l AQ padinbae uonewioul Aue 3SOISIp 10
asn 0] 2L |eJapa) B 3SIMIYI] S1 )| Judsuod Joud oyl uanid sey sanued ayi Jo SUO ssajun ‘|eaosdde LNOI INOYIM SJ9YI0 JO SUOIIEIIUNLILIOD
9y3 ainyded o0} dulydew e 3sn 03 JO del3im 0] WD (e3P B S 1 "3I10 S, A3UI0NY "S'N PUB |94 Yl AQ padiojua ae sme| Suiddelanm [eiapay
"931440 A3uJolle S, 21€1s Ayl pue Juawyedap s31jod [e20] JNoA AQ padiojua aie sme| 3els “Ajdde Aew smej [eJapay pue alels Ylog ‘sased 1sow Uuj

MET |ei2pa
"Ajdde 1ySiw me| jesapa) 18yl 9IUBYD Y] SISE3IIU] OS|E J ‘SD1EYS JUIIIIP Ui 2JE OYM SaILed UIIMI3Q S UOIIBSISAUOD 3uoyda|al e UBYM

« BI310305) JO 93e1S DY) JO 1534311 Aue Jledw) pjnom me| eluiojijed Jo uoneaijdde ay3 ueyl Aj219A3S 210W Mme| BlUIOyIe)
Aq ﬂcmu_mm: elulojlye) 8 paploje Aleald jo sa13sp ay) Sundslosd ul isausul selusopier Jiedwy, pjnom me| ejuioyjed Ajdde o1 ainjey
9y3 1241 pauoseas UNoY Yl ‘s3|nt Me|-J0-a310y) ejuiojie) Sulf|ddy -Juasuod Aped-suo Ajuo salinbaa me| e(Si09g) 3pym ‘s|jed suoyda|ar Aue
PJ0234 0] JUIsU0D Apled [je sauinbas me| BIUIO}I{ED "BIUIOHIED UI SIUBID ST YpMm Sj|ed duoyd ssauisng paplodald Ajauiinod eyl eifloan ul pajeio|
Auedwod e 03 me| dejasim ejulopifed paijdde Lino) awaldng elusoyed 3y3 (9007 18D) ¥16 PE'd LET “"2Uf A3UIDG YUWS LOWODS A ASUIDIY U]

‘papJodal
uol1esJanu0d auoyd ay) Suirey 0} pajussuod 3In}Isoid 3yl IsneIBq ME| YIOA MIN JIpuUn WIRD B 3ABY JOU pip SSnedy 1eyy punoj pnod
9y} ‘210j243Y] "JJOA M3N Ul Pa1IN230 ssnedy Ag pasayns sem eyl Aunfur Aue asnedaq ‘Ajdde pjnoys me| QSE__S NIOA MBN Y] Sa3UBISWNID
Yans Japun leyy piay uno) syl ‘pasindzo Ainfur ayy susym adeid ayy ‘Ajjesyinads siow 10 ‘oY 3yl jo de|d 2yl Jo me| ayl Ajdde Ajjensn
SHNO0D JI0A MIN ‘SIIEIS ISYIO JO SME| DY YIIM JIJUOD UI S| ME| HIOA MIN 313YM $3SEI Ul 1BY] PalouU HNoI 34| "Judsuod Aped-auo Ajuo sauinbal
ME| JI0A MIN 3[Iym ‘uoilesIanuol auoydsdl e pJoIar 0} JUasuod Aped-om) sauinbal me| elUBAJASULSH "JJOA MBN Ul SEM OUm ‘Uspuni ueor
All[eUOSIad UOISIADID) JO pUBQSNY J3WLIOY 3Y] ‘SShely pue elweAlAsuuag uj 91n1Isosd B UIIMIRG UOIIBSISAUOD 3uoyds|dl B papodal 3gofD ay |
Joy s1op0dal ‘(GEET ‘TT "31daS 1D "dnS "A'N) Z6-8008T "ON "2uj JOUOLUIIIU[ 3GOJD A SSNDLY jIDY3IY JO 35D UNOT) 3Waidng YJOA MON aY1 Ul

YUm padey Ajauiinol a4e ||ea e 01 sailed suonsanb
2Je 0] paJaype aq }snw aiels Yyaes Jo me| ay} Jayiaym Jo/pue Aldde sme| $,91B1S YIIYM ‘SI1EIS Y10q JO SME| 3] SIAJOAUI HJOA MIN Ul uosiad
B 0] BIUBAJASUUDY WO} |[BD ¥ "PapJ0daJ 3q AljeS3] Aew [|ed e Jaylaym aienjead 0} SulAs) uaym solieuads |edaf SuiSuayjeys 1ayiel awos sjuasaid
SIYy1 "f{led oy} 03 saiped 3uow 10 duo Aq papJ0o3al Bulag 01 122igns i yaiym jjea auoydaj) e ur Sunnediziued a9 pino3 (SALIIUNOI U3AS pue) sa1els
adinw ‘s3uU1I9S ||BI 3IU3JIBJUOI Uj "3RS JAYIOUE JO SIU3PISAI AQ Ul paredidiped pue aleis auo ul pajeuiSuo Ajauinod aJe sjjed auoydsia)

s[je) auoyd 91e15-13|nIAl/21e1SI91U|

"dopsaaea 01 $31lljige UIead 3aey
SOIAIIIR DAIBFIISAUL [BUILULD JO 33UBJIIYIINS Y] Ul JUSWIIIOUD ME| pue (1] ay) pue saluedwod auoydaja) ~6°3) ,2I1AI9S UOIENUNWIWOD
JIUOJIIDIR JO AliM Jo Ssiapinoud, p3|(ed-os ‘s|dwexs 404 DIue||IdAINS (U0 IsuleSe uoiqiyosd [esauad oyl o1 suondadxa papwiy
LHELIS) BB 319Y] "UOKEJIUNWIWOI 3y} JO uondadialul ay) 0] JUISUOI pUE IBME JIE UOIIESIIAUOD 3L 01 Saiued [|B JI SUOIIBSIIAUOD PIOI3
03 3[qIssiwtad st } ‘Ajjeiauad) 312 ‘S321AI3S AJuaBIawa ‘suapiacid 33AIIS UOITEIILNWWOID “J3PJo HNOJ ‘@dijod Aq painided sSuiplodal apnjpul
SME| S9]E]S JO AJIOfRW B Ul pUNO) SUO1IdaIXa UOWWOY) "SIUBWAIINbAI JUasSUO3 113y} 01 SUOIIAIIX3 JO ISI| DAISUIIXS UE BPNIUI S31]S ||e AlJeaN

suoidoixg



81/8/0T Q31vddn 1Sv1 ¥ *2°S “IB4Y7 5Z HayIIM ‘Uasayne Jo Npoid J4oMm

*I9pJo UNo) .
4o uawdinba 21u04329§3 4o $||€2 3Uuoydaial
(NIME] YUM 30UDJ3LI31U1 21U0J19313 J3Yy10 10 OIPR. |NJLLIBY JO 331n0S 3yl AJ3uspl 0) s|ied auoydsa(al p4o2as A3yl JI ‘sjenpialpu] .
‘(ETSTO1 TOST §§ "2'S'N 0S) 10V 2ue|PAING 22uasi)|ajul uSiaio4 Y1 43pUn S311JAI1IE IUB[{IBAING .
‘sasodind Juawadiogua 1oy jpuuosiad (224) uoissiwWo) suoledIUNWIWOY [RI3pay .
's1y8u1 10 Apadoad 3129304d 10 ‘33103s Jaaiap 03 Alessaoau si Bulpaodal ayy Ji ‘s1apiaoad adialas uoIEDIUNWILLIOD) .
UBWIBIIOUS ME] .

‘Aq painided s3uipi02al [[ea apnjaul Juswa.Inbal uasuol Aned-auo 5,10y dejanipn |esapa4 3yl 03 suoidaixg

198 SNOJLI03 40 [EUIWLII B 11w o) 0} SUIPI022al 3Y] 3Sh 03 Jualul 343 Y1IMm S1uasuod Aved 243 JI [nymejun s1 3uipioaal
|{e2 “J9ASMOH *$IUdsU0d Aued-auo ises) 1e ji Suipiodal 1ed auoydala) sywiiad Ajuo me| siyy aaAojdwa ayy Jou ‘18Aojdwa 33 03 Ajuo saydde
uondaoxa SIY31 “JanamOH "paje|as-qof 4o [euosiad st ||ed e i 3p123p 0] SaINUIW M2} B s3)e1 1l 1ey] pandie aq ued )1 IJUIS ‘UoIesIaAu0d auoyd Aue
03 U9151] 01 Wopaaly |e10] 1soulle sidAoidwa saAIB ydD3 2yl (ZZSZ 01 0TSZ §§ SN 8T) suOl1esIaAU0I Buoydalal Sulpnjaul SUOHEIILNWLIOD
AlUou1d3[3 pue ‘jeio ‘aim Jo Adeaud ay) s39304d 1| “SUOIIESIBAUOI «PR1B[RI-qO[, 03 U31si| 0} ssaAojdwa SMOJ|e YdIT AY] , UOIIEIIUNWILIOD

JlUoJ1IR|2 Jo ‘jelo ‘Buim Aue 1dadsaiul 01 Joaeapua 1o 1da2u9jur 01 uosiad Jaylo Aue [jo] fiusw]aindoud, Jo ‘ainsopsip ‘asn ‘uondadiaiul
pa1dwsaiie Jo |enjIe [euoiuIUl BY) sHqIYoLd Y -bas 19 oTST § °2°S'N 8 18 punoy si (VdI3) 986T J0 1PV AIDALY SUODIIUNWILIOY J1U0J3I3[F ayl

"(19u1a1U] BY] BIA JUSS SaFeSSaW JAYI0 10 S|lewS “6°3) ||am SE SUOIIRIIUNLILUDD IU0IIIB[D 19A0I 0} 98T Ui papuawe sem 1 ‘{SUOI1BSI3AL O
auoyds|ay uo u ualsy 03 3ALp e Juisn “H°'9) SUDIIBSIBAUO) [BJO PUB B.IM Ajuo paianod Ajjeuiduo 1oy deauipn |edapad a3yl ySnoyyy -a1mels
31 Ul SUONd3IxX3 91 JO U0 UIYNM S|} UOoI1dD2Ia3UI JBY] SSajUN ‘1a3p B uisn suoiedunwwod Sundsalayug Ajjeuonuajul Joy Alljige| jeuiwigd
pue |iA1 Suisodwi Aq sjdoad Jay3o ylim SuoieIIUNWWOI ul Aseaud |enpialput s39930ud ‘0757 § *Y'SN ST 1B punoy} ‘v dojanm [piapa4 ayl

'G0Q § JO UOIIE|OlA B 3q 213U PJNOM ‘3IUSPIAZ OJUI JI Junposiul Aq se ‘uoieIUNWWOI 3y}
Jo 3uiBinaip 3y1 Aq pamojjoy st uondasialul ay3 auaym AlUQ “SQ9 § J0 uolie|olA B 31IN}1ISUOI J(3SH JO PUR Ul 10U SIOP UOSIad PazZLIOYINEUN UE Aq
uoheiuniuwod suoyda|al e Jo uondadualul 313w Y] (896T) 8/E SN Z6E “b/4 JO 10IS A 257 "S09 § 'V D'S'N £ JO UONEIOIA B 31N}ISU0I OS|e
PINOM SIUSPIAS Ul UOISSILIPE SH 3sNeJ3q A|3]0S LINO3 91€1S B Ul 3|qiSSILUPRU| PRI3PUSI SI 'S09 § JO UOILIR[OIA U Suiddejaum Aq pauteiqo 9auapIAg

"(auoop 2311 snouosiod ayy jo synyy,,
ay1) suonnassousd yans ur pauieiqo snyj uonew.ojul Jo asn ay3 syqiyo.sd pue suoINIasoud {BUIWIID [BIBP3) Ul SUOIIEIIUNWIW 0D yons Suidnalp
sHqiyoud uo[103s syl 18yl pay sem 1 {6£61) 8EE SN 80€ '521D1S payun A 3UOpIDN U] "S09 § 'V''S'N /¥ , uosiad Aue 03 uoneunNwL oo
pa1dadiaiul yans jo Buuesw Jo 1ay3 ‘podind ‘BIueISqNS ‘S1UBIU0I ‘9IUBISIX3 AYY Ysignd 1o IFnaip pue uoliedlunwwiodr Aue jdaosajug
lieys J3puss ayl Aq paziioyine 3uiaq jou, uosiad ou jeyy sapiaoud {"bas 12 ‘IST §§ 'V'D'S'N LT) PE6T Jo v SUOIIDIIINWIWIOD [D13pa4 Ay

'5321A9p 22e4] pue deJs] pue siajsidad uad se
yons sadi1oesd Fuuojuow jea suoyda)ay jo asn snomdaains 2U1 1suiede pue (jlew-a) Jlew J1U0JI03|2 10} S3WAYIS JAI}IFI0Id ‘a)qesedwod 1nq
‘91esedas pajeatd sey ssasfuory "90USBPIAI dA1BALIBP Aue jo uojssaiddns ut pue {panjoaul sA3ul0lle Aue sutede uonoe Aseuldiasip ui ‘safewep
aanund Ajqissod pue 523 5,A3ul033@ ‘safewep Joy Ayjiqey| im0 ur {suolieziuesio 1oy 000°005$ 01 dn) 000'05Z$ ©3 dn sauy ‘s1eaA BAl Uey)



ORC Ann. 2933.52

Current with Legislation passed by the 132nd General Assembly and filed with the Secretary of State through file

107 (HB 405).

Page’s Ohio Revised Code Annotated > Title 29: Crimes — Procedure (Chs. 2901 — 2981) >
Chapter 2933: Peace Warrants; Search Warrants (88 2933.01 — 2933.831) > Wiretapping,
Electronic Surveillance (88 2933.51 — 2933.66)

§ 2933.52 Interception of wire, oral or electronic communications.

(A)No person purposely shall do any of the following:

(B)This

(1)Intercept, attempt to intercept, or procure another person to intercept or attempt to intercept a wire,
oral, or electronic communication;

(2)Use, attempt to use, or procure another person to use or attempt to use an interception device to
intercept a wire, oral, or electronic communication, if either of the following applies:

(a)The interception device is affixed to, or otherwise transmits a signal through, a wire, cable,
satellite, microwave, or other similar method of connection used in wire communications;

(b)The interception device transmits communications by radio, or interferes with the transmission of
communications by radio.

(3)Use, or attempt to use, the contents of a wire, oral, or electronic communication, knowing or having
reason to know that the contents were obtained through the interception of a wire, oral, or electronic
communication in violation of sections 2933.51 to 2933.66 of the Revised Code.

section does not apply to any of the following:

(1)The interception, disclosure, or use of the contents, or evidence derived from the contents, of an
oral, wire, or electronic communication that is obtained through the use of an interception warrant
issued pursuant to sections 2933.53 to 2933.56 of the Revised Code, that is obtained pursuant to an
oral approval for an interception granted pursuant to section 2933.57 of the Revised Code, or that is
obtained pursuant to an order that is issued or an interception that is made in accordance with section
802 of the “Omnibus Crime Control and Safe Streets Act of 1968,” 82 Stat. 237, 254, 18 U.S.C. 2510 to
2520 (1968), as amended, the “Electronic Communications Privacy Act of 1986,” 100 Stat. 1848-1857,
18 U.S.C. 2510-2521 (1986), as amended, or the “Foreign Intelligence Surveillance Act,” 92 Stat. 1783,
50 U.S.C. 1801.11 (1978), as amended;

(2)An operator of a switchboard, or an officer, employee, or agent of a provider of wire or electronic
communication service, whose facilities are used in the transmission of a wire or electronic
communication to intercept, disclose, or use that communication in the normal course of employment
while engaged in an activity that is necessary to the rendition of service or to the protection of the rights
or property of the provider of that service, except that a provider of wire or electronic communication
service to the public shall not utilize service observing or random monitoring except for mechanical or
service quality control checks;

(3)A law enforcement officer who intercepts a wire, oral, or electronic communication, if the officer is a
party to the communication or if one of the parties to the communication has given prior consent to the
interception by the officer;

(4)A person who is not a law enforcement officer and who intercepts a wire, oral, or electronic
communication, if the person is a party to the communication or if one of the parties to the


https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4CJ-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4CH-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4D6-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4CN-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4CS-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5D47-89N1-6VDH-R4CT-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5CCB-R210-01XN-S2RS-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:4YF7-GTJ1-NRF4-430H-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:4YF7-GW61-NRF4-43R8-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5CDM-HXS0-01XN-S0PM-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:4YF7-GTJ1-NRF4-430H-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:4YF7-GTF1-NRF4-420D-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:5CD7-HSJ0-01XN-S0WB-00000-00&context=
https://advance.lexis.com/api/document?collection=statutes-legislation&id=urn:contentItem:4YF7-GNS1-NRF4-4213-00000-00&context=

Page 2 of 10
ORC Ann. 2933.52

communication has given the person prior consent to the interception, and if the communication is not
intercepted for the purpose of committing a criminal offense or tortious act in violation of the laws or
Constitution of the United States or this state or for the purpose of committing any other injurious act;

(5)An officer, employee, or agent of a communications common carrier providing information, facilities,
or technical assistance to an investigative officer who is authorized to intercept a wire, oral, or
electronic communication pursuant to sections 2933.51 to 2933.66 of the Revised Code;

(6)The use of a pen register in accordance with federal or state law;
(7)The use of a trap and trace device in accordance with federal or state law;

(8)A police, fire, or emergency communications system to intercept wire communications coming into
and going out of the communications system of a police department, fire department, or emergency
center, if both of the following apply:

(a)The telephone, instrument, equipment, or facility is limited to the exclusive use of the
communication system for administrative purposes;

(b)At least one telephone, instrument, equipment, or facility that is not subject to interception is
made available for public use at each police department, fire department, or emergency center.

(9)The interception or accessing of an electronic communication made through an electronic
communication system that is configured so that the electronic communication is readily accessible to
the general public.

(10)The interception of a radio communication that is transmitted by any of the following:
(a)A station for the use of the general public;

(b)A governmental, law enforcement, civil defense, private land mobile, or public safety
communications system, including a police or fire system, that is readily accessible to the general
public;

(c)A station operating on an authorized frequency within the bands allocated to the amateur,
citizens band, or general mobile radio services;
(d)A marine or aeronautical communications system.

(11)The interception of a radio communication that relates to a ship, aircraft, vehicle, or person in
distress.

(12)The interception of a wire or electronic communication the transmission of which is causing harmful
interference to a lawfully operating station or consumer electronic equipment, to the extent necessary
to identify the source of that interference.

(13)Other users of the same frequency to intercept a radio communication made through a system that
utilizes frequencies monitored by individuals engaged in the provision or the use of that system, if the
communication is not scrambled or encrypted.

(C)Whoever violates this section is guilty of interception of wire, oral, or electronic communications, a felony of
the fourth degree.

History

141 v S 222 (Eff 3-25-87); 142 v H 231 (Eff 10-5-87); 146 v S 2 (Eff 7-1-96); 146 v H 181, § 3. Eff 7-1-96.

Annotations

Notes
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Publisher’s Note:

The amendments made by SB 2 (146 v —) and HB 181 (146 v —) have been combined. Please see provisions of
RC § 1.52.

Notes to Decisions

Generally

Admission proper

Applicability

Burden of proof

Cellular telephone communications
Consent

Cordless telephone communications
Evidence not derived from illegal tap
Exceptions

Jail recordings

Party to communication

Spouses

Suppression

—Denied

Tapes made by defendant

Tapes made by plaintiff

Generally

Where defendant admitted to several persons that he was involved in a murder and that he had property belonging
to the victim for sale, those conversations that were taped by police after they became aware of defendant's
involvement did not have to be suppressed, as they were not obtained in violation of R.C. 2933.52(B)(3). State v.
Schaar, 2003-Ohio-4774, 2003 Ohio App. LEXIS 4304 (Ohio Ct. App., Stark County 2003).

Ohio wiretap law outlaws the use and disclosure of the contents of intercepted communications when a person acts
knowing or having reason to know that the information was obtained illegally. The protection of privacy requires
strict controls on repetition of the contents of illegally intercepted communications: Nix v. O'Malley, 160 F.3d 343,
1998 FED App. 0337P, 1998 U.S. App. LEXIS 28599 (6th Cir. Ohio), modified, 160 F.3d 343, 1998 FED App.
0337P, 1998 U.S. App. LEXIS 37797 (6th Cir. Ohio 1998).
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Admission proper

Recordings made in violation of Cal. Penal Code § 632 were admissible because the detective's conduct violated
neither this section nor federal law. State v. Knoefel, 2015-Ohio-5207, 2015 Ohio App. LEXIS 5043 (Ohio Ct. App.,
Lake County 2015).

Trial court did not commit plain error in failing to exclude a recorded telephone conversation into evidence on the
basis that it was intercepted in violation of the statute because it could not be discerned how the categorization of
the victim as a government agent would result in a violation; consequently, had a detective’s notes pertaining to the
conversation been supplied with the State’s response to discovery, the evidence of the telephone call would not
necessarily have been suppressed. State v. Payne, 2013-0Ohio-5230, 2013 Ohio App. LEXIS 5440 (Ohio Ct. App.,
Summit County 2013).

Trial court did not err in overruling defendant’s motion to suppress a telephone recording between defendant and a
rape victim because a police detective testified that the detective had obtained the victim’'s consent, and the
detective stated the detective’'s name on the recording before the victim placed the call to defendant. Moreover,
nothing in the record indicated that the victim was coerced into recording defendant, and the victim testified in the
victim's deposition that no coercion occurred. State v. Brumbach, 2011-Ohio-6635, 2011 Ohio App. LEXIS 5499
(Ohio Ct. App., Hamilton County 2011).

Defendant’s recorded telephone conversations with the mother of his victim were properly admitted in his criminal
trial involving sexual offenses against the victim, as the mother was not prohibited from recording her conversations
without a warrant because she was a party to them and was not acting as a state agent pursuant to R.C.
2933.52(B)(3) and (4). State v. Hauptstueck, 2011-Ohio-3502, 2011 Ohio App. LEXIS 2972 (Ohio Ct. App.,
Montgomery County 2011).

Applicability

User adequately pled a manufacturer violated 18 U.S.C.S. § 2511(1)(a) and Ohio Rev. Code Ann. § 2933.52(A)(1)
because (1) the user said the manufacturer contemporaneously intercepted the user's electronic communications,
and (2) the manufacturer's contrary affidavit could not be considered on a motion to dismiss and did not foreclose
the possibility of a contemporaneous interception. Luis v. Zang, 833 F.3d 619, 2016 FED App. 0196P, 2016 U.S.
App. LEXIS 15003 (6th Cir. Ohio 2016).

User adequately pled a manufacturer violated Ohio Rev. Code Ann. § 2933.52(A)(3) because the user alleged the
manufacturer (1) stored and disclosed the user's electronic communications to a third party, (2) intercepted the
communications in violation of the Ohio Wiretap Act, and (3) expected the manufacturer's device would be so used.
Luis v. Zang, 833 F.3d 619, 2016 FED App. 0196P, 2016 U.S. App. LEXIS 15003 (6th Cir. Ohio 2016).

Defendant’'s motion to suppress tape recorded statements defendant made to his passenger and in a cell phone
call to his mother while inside a police cruiser prior to his arrest was properly denied as defendant did not have a
reasonable expectation of privacy when making the statements; thus, R.C. 2933.51 and 2933.52, relating to
wiretapping, did not apply. State v. Ingram, 2010-Ohio-3546, 2010 Ohio App. LEXIS 3014 (Ohio Ct. App., Medina
County 2010).

Burden of proof
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The party seeking to suppress evidence allegedly obtained in violation of R.C. 2933.52(A)(1) bears the burden of
proof on that issue: State v. Childs, 2000-Ohio-425, 88 Ohio St. 3d 558, 728 N.E.2d 379, 2000 Ohio LEXIS 1325

(Ohio 2000).

Cellular telephone communications

Court did not commit plain error by admitting into evidence several text messages that she and her accomplice
exchanged around the time of the victim's murder because defendant pointed to no law that prohibited her
accomplice, a party to the communications with defendant, from divulging the content of their communications.
State v. Raber, 2010-Ohio-4066, 189 Ohio App. 3d 396, 938 N.E.2d 1060, 2010 Ohio App. LEXIS 3456 (Ohio Ct.
App., Wayne County 2010).

The trial court did not err in finding that listening to cellular telephone communications on public airways did not
constitute a violation of R.C. 2933.52 or related provisions: State v. Larabee, 1994 Ohio App. LEXIS 5312 (Ohio Ct.
App., Fairfield County Nov. 3, 1994).

Consent

Admission of a taped telephone conversation between defendant and a victim of his sexual conduct was proper
where the police had obtained the consent of the victim prior to the time that the call was made, such that there was
no violation of defendant’s rights under U.S. Const. amend. IV or R.C. 2933.52(B). State v. Bell, 2009-Ohio-2335,
2009 Ohio App. LEXIS 2112 (Ohio Ct. App., Clermont County 2009).

It was not plain error, under Crim.R. 52(B), to admit a surveillance recording of defendant’s conversation with a
confidential informant, in defendant’s trial on drug charges, because, while the informant’s conversation was not
with the person the informant thought the informant would be talking to when the informant consented to the
recording of the conversation, R.C. 2933.52(B)(3), allowing a law enforcement officer to intercept a conversation
with the consent of one of the parties, was still satisfied because the informant impliedly consented to the recording,
as (1) defendant was the supplier for the person from whom the informant thought the informant would be buying
drugs, so defendant simply eliminated an unnecessary intermediate step by dealing directly with the informant, and
(2) the informant, knowing officers had wired the informant, voluntarily left the person the informant thought the
informant would be buying drugs from and went with defendant. State v. Givens, 2008-Ohio-1202, 2008 Ohio App.
LEXIS 1048 (Ohio Ct. App., Washington County 2008).

Defendant’s entry of a guilty plea pursuant to a negotiated plea agreement, wherein the State dismissed other
charges, waived all appealable issues with respect to defendant’s claim that suppression of taped phone
conversations should have been granted because the taping was in violation of the wiretapping statute; the police
had obtained permission from the other party to the phone call, such that it was within the exception under R.C.
2933.52(B)(3). State v. Perez-Diaz, 2008-Ohio-2722, 2008 Ohio App. LEXIS 2283 (Ohio Ct. App., Clark County

2008).

It was not plain error, under CrimR 52(B), to admit a surveillance recording of defendant’s conversation with a
confidential informant, in defendant’s trial on drug charges, because, while the informant’s conversation was not
with the person the informant thought the informant would be talking to when the informant consented to the
recording of the conversation, R.C. 2933.52(B)(3), allowing a law enforcement officer to intercept a conversation
with the consent of one of the parties, was still satisfied because the informant impliedly consented to the recording,
as (1) defendant was the supplier for the person from whom the informant thought the informant would be buying
drugs, so defendant simply eliminated an unnecessary intermediate step by dealing directly with the informant, and
(2) the informant, knowing officers had wired the informant, voluntarily left the person the informant thought the
informant would be buying drugs from and went with defendant. State v. Givens, 2008-Ohio-1202, 2008 Ohio App.
LEXIS 1048 (Ohio Ct. App., Washington County 2008).
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Suppression of evidence obtained as the result of information gathered from telephone calls made by a prison
inmate to defendant was properly denied because the inmate, if not defendant, implicitly consented to the
interception of his outgoing telephone calls, as provided in R.C. 2933.52(B)(3), because he made those calls after
having been advised that they were subject to monitoring and recording. State v. Dickey, 2007-Ohio-1180, 2007
Ohio App. LEXIS 1092 (Ohio Ct. App., Darke County 2007).

Trial court did not base its decision upon vicarious consent but upon the victim’s actual, voluntary consent. Because
the testimony provided at the suppression hearing established that the victim consented to the phone call and that
such consent was not coerced, the controlled call did not violate R.C. 2933.52 as it was predicated upon the
consent exception of R.C. 2933.53(B)(3). State v. Stalnaker, 2005-Ohio-7042, 2005 Ohio App. LEXIS 6356 (Ohio
Ct. App., Lake County 2005).

Neither the federal constitution nor state law requires the suppression of evidence obtained by the warrantless
recording of a telephone conversation between a consenting police informant and a nonconsenting defendant
(United States v. White, 401 U.S. 745,91 S. Ct. 1122, 28 L. Ed. 2d 453, 1971 U.S. LEXIS 132 (U.S. 1971).

Cordless telephone communications

The provisions of R.C. 2933.52(A), prohibiting the purposeful interception of wire or oral communications through
the use of an interception device, apply to cordless telephone communications that are intentionally intercepted and
recorded: State v. Bidinost, 1994-Ohio-465, 71 Ohio St. 3d 449, 644 N.E.2d 318, 1994 Ohio LEXIS 2946 (Ohio

1994).

Evidence not derived from illegal tap

While police officer violated R.C. 2933.52(A)(3) when he listened to a recording of a conversation held between
defendant and the other individual while sitting in the back of the police cruiser waiting for the K-9 unit, the evidence
found in defendant’s car was not derived from the contents of the illegal tap as the officer testified that he was
suspicious that defendant and the individual had been pill shopping before placing them in his cruiser and that
information he received while they were in the cruiser, to the effect that they had tried to purchase Sudafed at other
pharmacies, only bolstered the officer's suspicions; thus, defendant’s motion to suppress evidence obtained as a
result of the drug sniff was properly denied. State v. French, 2009-Ohio-2342, 2009 Ohio App. LEXIS 1983 (Ohio
Ct. App., Summit County 2009).

Exceptions

Activation of the emergency button key in defendant’s vehicle to OnStar placed the call within the exception of R.C.
2933.52(B)(2); thus, the trial court properly denied defendant’s motion to suppress evidence obtained during a stop
of defendant’s vehicle by law enforcement officers, who responded to the OnStar dispatcher’'s request that
emergency assistance be provided to defendant’'s vehicle. The exception in § 2933.52(B)(2) still applied even
though defendant did not enter into a contract for OnStar services as the occupants of the vehicle initiated the
contact and failed to respond to the OnStar employee, who overheard a conversation about an illegal drug
transaction in the course of responding to the emergency call. State v. Wilson, 2008-Ohio-2863, 2008 Ohio App.
LEXIS 2397 (Ohio Ct. App., Fairfield County 2008).

Jail recordings

Since defendant was provided express notice that her telephone conversations would be monitored and recorded,
she could not have had a reasonable expectation that her communications with her husband from jail would be free
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from interception and thus, there was no violation of R.C. 2933.52(A)(1), of Ohio’s wiretap statute, or 18 U.S.C.S.
2511. There was a notice posted in the area of the jail where the prisoners used telephones informing them that
their calls would be monitored and the telephones themselves also contained a recording that calls would be
monitored and recorded. State v. Voss, 2008-Ohio-3889, 2008 Ohio App. LEXIS 3302 (Ohio Ct. App., Warren

County 2008).

Party to communication

As the Ohio Turnpike Commission and related parties were part of a conference call about a program manager,
they did not violate R.C. 2933.52(B) when they recorded the conversation. Georgalis v. Ohio Tpk. Comm'n, 2010-
Ohio-4898, 2010 Ohio App. LEXIS 4149 (Ohio Ct. App., Cuyahoga County 2010).

Spouses

Court properly denied a motion to suppress statements that defendant made to his wife that were secretly recorded
in the police interview room because defendant had been advised that he was under arrest before his wife was
allowed to enter the room, and thus he was in police custody at the time of his conversation. An objective person
had no reasonable expectation of privacy under the circumstances. State v. Clemons, 2011-Ohio-1177, 2011 Ohio
App. LEXIS 1015 (Ohio Ct. App., Belmont County 2011).

There was no error in finding for the wife on her civil claim that her husband had illegally recorded her telephone
conversations; the husband conceded that he secretly recorded certain telephone conversations of the wife. The
husband’s suspicions of his wife's extramarital activities did not serve as a defense to illegal wiretapping and the
fact that his suspicions were well-founded did not negate his guilt. Hodges v. Hodges, 2008-Ohio-601, 175 Ohio
App. 3d 121, 885 N.E.2d 307, 2008 Ohio App. LEXIS 519 (Ohio Ct. App., Lucas County 2008).

Suspicions concerning a spouse’s infidelity do not serve as a defense to illegal wiretapping: Hodges v. Hodges,
2008-0Ohio-601, 175 Ohio App. 3d 121, 885 N.E.2d 307, 2008 Ohio App. LEXIS 519 (Ohio Ct. App., Lucas County

2008).

Where a spouse suspicious of infidelity violated R.C. 2933.52 by intercepting his spouse’s calls thereby learning of
crimes by a third party and then contacted the police, evidence derived from the subsequent police investigation
was not subject to suppression: State v. Davies, 145 Ohio App. 3d 630, 763 N.E.2d 1222, 2001 Ohio App. LEXIS
4023 (Ohio Ct. App., Summit County 2001).

Where a husband tapped the telephone line within his own home and taped the conversations between his wife and
her lover, such taped conversations are admissible in evidence by the husband to impeach his wife’s testimony in a
divorce action brought by her; and neither the Ohio Constitution, the Ohio statutes, the United States Constitution
as it relates to the right of privacy, nor the Omnibus Crime Control Bill of 1968, prevents the admission of said
tapes: Beaber v. Beaber, 41 Ohio Misc. 95, 70 Ohio Op. 2d 213, 322 N.E.2d 910, 1974 Ohio Misc. LEXIS 169 (Ohio

C.P.1974).

Suppression

—Denied

Defendant's motion to suppress was properly denied because the State complied with Evid.R. 901 when it
introduced phone calls between the victim and defendant, which the detective had arranged, and the duplicate was
admissible to the same extent as the original. Also, the controlled calls did not violate defendant’'s Fourth
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Amendment rights because the victim gave his prior consent to have the calls intercepted by the detective. State v.
Haynes, 2013-Ohio-2401, 2013 Ohio App. LEXIS 2339 (Ohio Ct. App., Ashtabula County 2013).

Defendants were not entitled to suppression with respect to recordings of their oral conversations, which were
transmitted electronically to the police by a cooperating confidential informant pursuant to R.C. 2933.52(B)(3), as
the warrants were not shown to have been facially invalid for failure to identify a party who consented to the
recorded conversation, and there was no other basis shown that warranted suppression. State v. Wallace, 2012-
Ohio-6270, 986 N.E.2d 498, 2012 Ohio App. LEXIS 5443 (Ohio Ct. App., Mahoning County 2012).

Tapes made by defendant

Where there was no evidence showing that the police department played any role in the creation of the audio tapes,
and the tapes were found in the defendant’s desk along with voice-activated telephone recording equipment, these
facts created a strong inference that the defendant was responsible for making the tapes; thus, all of the tapes in
which he was a party to the conversation were admissible pursuant to R.C. 2933.52(B): State v. Childs, 1998 Ohio
App. LEXIS 4204 (Ohio Ct. App., Montgomery County Sept. 11, 1998), aff'd, 2000-Ohio-298, 88 Ohio St. 3d 194,
724 N.E.2d 781, 2000 Ohio LEXIS 478 (Ohio 2000).

Tapes made by plaintiff

Where a landlord made crude, sexual remarks to a tenant and offered to pay her for sex, where the tenant went to
the police but was told that they could do nothing, where the tenant recorded her next conversation with the
landlord and was able to capture additional crude comments, where the tenant filed suit sexual harassment,
housing discrimination, and unlawful coercion or intimidation under R.C. 4112.02(H), and where the landlord filed a
counterclaim based upon the tenant’s alleged violation of R.C. 2933.52, the trial court properly granted summary
judgment in favor of the tenant on the wiretap claim because the evidence indicated that the tenant recorded the
conversation with the landlord in an effort to substantiate her claim that he made offensive comments; when she
chose that option, she had already consulted with the police and had been told that they would so nothing because
it was a “he said/she said” situation. Under the circumstances, there was no evidence that the tenant acted in
violation of the statute by recording the landlord; to the contrary, the tenant used the recording merely to develop
proof for a cause of action to vindicate her rights. McDonald v. Burton, 2011-Ohio-6178, 2011 Ohio App. LEXIS
5067 (Ohio Ct. App., Montgomery County 2011).

Opinion Notes

Attorney General Opinions

If a classified employee of a court of common pleas secretly tape records a meeting involving other employees, the
tape may be used as a basis for discipline of an employee whose misconduct is documented on the secret
recording unless the tape is excluded from use as evidence pursuant to R.C. 2933.62, 2933.63 on the grounds that
the recording violates the provisions of R.C. 2933.52; additionally, use or disclosure by the court of a recording
known to have been made in violation of R.C. 2933.52 may subject the court to criminal and civil liability: 1994 Ohio
Op. Att'y Gen. No. 097 (1994).

A court of common pleas, acting as an employer, may implement a workplace policy that prohibits classified
employees of the court from tape recording meetings that involve other employees or clients of the court without
first obtaining the express consent of the court administrator; provided, however, that consent of the court
administrator should be precluded in any situation where the recording would violate the provisions of R.C. 2933.52:
1994 Ohio Op. Att'y Gen. No. 097 (1994).
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When the court administrator knows that a court employee is tape recording a meeting involving other employees
and clients of the court, and such recording is otherwise lawful pursuant to R.C. 2933.52, the court administrator is
neither required to give notice, nor precluded from giving notice, to other participants in the meeting: 1994 Ohio Op.
Att'y Gen. No. 097 (1994).

Research References & Practice Aids

Cross-References to Related Sections

Law enforcement officer defined, RC § 2901.01.

Property defined, RC § 2901.01.

Ohio Constitution

Search warrants, Ohio Const. art |, § 14.

Ohio Rules

Search and seizure, CrimR 41.

Comparative Legislation

Wiretap authorization:

18 USCS § 2516(2)

CA— Cal Pen Code § 630 et seq.

FL— Fla. Stat. § 934.01 et seq.

IL—725 lll. Comp. Stat. § 5/108A-1

NY—NY CLS CPL § 700.05 et seq.

PA—18 P.S. § 5701 et seq.

Practice Manuals and Treatises

Anderson’s Ohio Search Warrant Manual § 8.10 Issuance of the Warrant or Wiretap Order and Execution
Practice Guides

Anderson’s Ohio Criminal Practice and Procedure § 49.112 When an Interception Warrant is Not Required

Anderson’s Ohio Manual of Criminal Complaints and Indictments § 2933.52 Interception of wire, oral or electronic
communication

Hierarchy Notes:

ORC Ann. Title 29, Ch. 2933

Page’s Ohio Revised Code Annotated
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Surreptitious (Secret) Recording by Lawyers

SYLLABUS: A surreptitious, or secret, recording of a conversation by an Ohio
lawyer is not a per se violation of Prof.Cond.R. 8.4(c) (conduct involving
dishonesty, fraud, deceit, or misrepresentation) if the recording does not violate
the law of the jurisdiction in which the recording takes place. The acts associated
with a lawyer’s surreptitious recording, however, may constitute misconduct
under Prof.Cond.R. 8.4(c) or other Rules of Professional Conduct. In general,
Ohio lawyers should not record conversations with clients or prospective clients
without their consent. Advisory Opinion 97-3 is withdrawn.

QUESTION PRESENTED: May an Ohio lawyer engage in the surreptitious
recording of a conversation if the recording is permitted by the law of the
jurisdiction where the recording occurs?

APPLICABLE RULE: Rule 8.4(c) of the Ohio Rules of Professional Conduct

OPINION: Before the Board is a request to articulate its current view on
surreptitious, or secret, recording of conversations by lawyers. The Board last
addressed surreptitious recording 15 years ago in Advisory Opinion 97-3. In that
opinion, which was issued under the now-superseded Code of Professional
Responsibility (Code), the Board advised that in “routine circumstances”
surreptitious recording by lawyers in legal representations is unethical. See Ohio
Sup. Ct., Bd. of Comm’rs on Grievances and Discipline, Op. 97-3 (June 13, 1997).
The Board based its conclusion on DR 1-102(A)(4), the Code provision that
subjected lawyers to discipline for engaging in “conduct involving dishonesty,
fraud, deceit, or misrepresentation.” Id. at 3.
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In Opinion 97-3, the Board also recognized three widespread exceptions to
its characterization of surreptitious recording. First, the Board found that
prosecutors and law enforcement lawyers acting pursuant to statutory, judicial,
or constitutional authority could engage in surreptitious recording. Second, the
Board indicated that criminal defense lawyers were permitted to use
surreptitious recordings to further their clients” constitutional rights to zealous
representation. Finally, the Board identified an “extraordinary circumstances”
exception for situations such as when lawyers must defend themselves or their
clients against wrongdoing. With all three exceptions, the Board concluded that
the lawyer had the burden of demonstrating that the surreptitious recording did
not amount to conduct involving dishonesty, fraud, deceit, or misrepresentation.

Opinion 97-3 was based in part on the American Bar Association’s (ABA)
stance on surreptitious recording at that time. In 1974, the ABA opined that “no
lawyer should record any conversation whether by tapes or other electronic
device, without the consent or prior knowledge of all parties to the
conversation.” ABA Commt. on Ethics and Prof’l Responsibility, Formal Op. 337
(Aug. 10, 1974). The only exception noted by the ABA was one for prosecutors
and law enforcement lawyers. Interestingly, the ABA’s opinion was issued one
day after Richard Nixon resigned from the presidency as a result of the
Watergate wiretapping scandal.

In 2001, the ABA readdressed surreptitious recording by lawyers in
Formal Opinion 01-422. In that opinion, the ABA reversed its position and
withdrew Formal Opinion 337. The ABA now concludes that “[w]here
nonconsensual recording of conversations is permitted by the law of the
jurisdiction where the recording occurs, a lawyer does not violate the Model
Rules [of Professional Conduct] merely by recording a conversation without the
consent of the other parties to the conversation.” ABA Commt. on Ethics and
Prof’l Responsibility, Formal Op. 01-422 (June 24, 2001), at 7.

In Ohio, recording of wire, oral, and electronic communications is legal if
the person instituting the recording is a party to the communication or one of the
parties to the communication has given prior consent. R.C. 2933.52. Ohio joins
the majority of states and the federal government in this “one-party consent”
approach. See Bast, Surreptitious Recording by Attorneys: Is It Ethical?, 39 St.
Mary’s L.J. 661, 681 (2008). In a minority of states, recording conversations is
illegal except when all of the parties to the conversation give permission for the
recording. Id. These states are known as “all-party consent” states. Id.
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Turning from the legality of surreptitious recording to the question of
whether such recording is ethical, 13 states take the position that surreptitious
recording by lawyers is not per se misconduct. Id. at 711. In ten states,
surreptitious recording is both illegal and unethical for lawyers.  Id.
Additionally, in nine states surreptitious recording is unethical, but allowed in
certain circumstances. Id. at 703, 711. Four states evaluate surreptitious
recording on a case-by-case basis, and 13 states have not expressed an opinion on
the issue. Id. at 711.7 In sum, 26 states permit surreptitious recording by lawyers
in at least some situations. Id. at 703.2

The Supreme Court of Ohio (Court) has addressed surreptitious recording
in only one lawyer discipline case. In Ohio State Bar Assn. v. Stern, 103 Ohio St.3d
491, 2004-Ohio-5464, a lawyer secretly videotaped a meeting with investigators
from the Office of Disciplinary Counsel. The lawyer also lied to the investigators
about videotaping their meeting. The sole charge of misconduct against the
lawyer was that the recording and accompanying lie constituted conduct
involving dishonesty, fraud, deceit, or misrepresentation. The Court recognized
Opinion 97-3, but dismissed the charge of misconduct, finding that the bar
association had not proven that the videotaping involved dishonesty, fraud,
deceit, or misrepresentation. Id. at I 17, 38. The Court indicated that its
dismissal was based upon the unique facts of the case including the effects that a
major head injury had on the lawyer’s conduct and the ulterior motives of the
grievants. Id. at I 24-39. Three justices dissented, stating that the lawyer should
have received a public reprimand for lying to the investigators. Id. at I 40-42.
Neither the majority nor the dissent found surreptitious recording to be per se
misconduct.

In addition to Stern, the Board reviewed disciplinary cases from other
states involving surreptitious recording. Of a number of reported cases
considered by the Board, only one held that a lawyer’s surreptitious recording
did “not rise to the level of dishonesty, fraud, deceit, or misrepresentation.”
Attorney M. v. The Mississippi Bar, 621 So0.2d 220, 224 (Miss. 1992). In Attorney M.,
the Supreme Court of Mississippi reviewed the conduct of a lawyer representing
the plaintiff in a medical malpractice action. Two physicians had treated the

"'In two states, recording of telephone conversations is not per se unethical, but recording of face-to-face
conversations is either illegal or has not been addressed. 1d. at 714.

* Ohio is not included in these totals. Although based on the Bast law review article from 2008, the
Board’s independent research revealed that the Bast totals appear to remain accurate.
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plaintiff. The lawyer recorded two telephone conversations with one of the
physicians without consent. Because the lawyer was taking the physician’s
statement during the calls, the physician testified that he assumed the
conversations were being taped, and there was no evidence that the lawyer
intended to use the tapes for an improper purpose, the court dismissed the
allegation of conduct involving dishonesty, fraud, deceit, or misrepresentation.
Id. at 225.

In the other cases considered, surreptitious recording was found to be
misconduct. However, all of the cases finding a disciplinary violation either rely
on the ABA’s 1974 opinion or involve extenuating facts such as the lawyer lying
about the recording, the subject of the recording being a client or judge, or a
motive for the recording that benefits the lawyer’s own interests. See Midwest
Motor Sports v. Arctic Cat Sales, Inc., 347 F.3d 693 (8th Cir. 2003) (recording of
adverse party’s employees conducted through false representations); Matter of
Wetzel, 143 Ariz. 35, 691 P.2d 1063 (1985) (lawyer recorded disciplinary counsel
and opposing counsel for the purpose of future impeachment); People v. Smith,
778 P.2d 685 (Colo. 1989) (lawyer recorded a judge and used the statement out of
context in a judicial grievance); Commt. on Prof'l Ethics and Conduct of the lowa
State Bar v. Mollman, 488 N.W.2d 168 (Iowa 1992) (lawyer recorded client without
consent to secure leniency in the lawyer’s own criminal case); Commt. on Prof’l
Ethics and Conduct of the lowa State Bar v. Plumb, 546 N.W.2d 215 (Iowa 1996)
(recording of judge in chambers); In re Crossen, 880 N.E.2d 352 (Mass. 2008) and
In re Curry, 880 N.E.2d 388 (Mass. 2008) (creating and recording fake job
interview with former law clerk in attempt to have judge disqualified);, The
Mississippi Bar v. Attorney ST, 621 So.2d 229 (Miss. 1993) (lawyer lied about the
recording); Matter of an Anonymous Member of South Carolina Bar, 304 S.C. 342,
404 S.E.2d 513 (1991) (relies on former ABA opinion), modified by In the Matter of
the Attorney General’s Petition, 308 S.C. 114, 417 S.E.2d 526 (1992) (recognizing
exception for law enforcement investigations); In re PRB Docket No. 2007-046, 989
A.2d 523 (Vt. 2009) (misleading statements about whether conversation was
being recorded).? In these out-of-state disciplinary cases, the approach is similar
to Attorney M. in that misconduct is determined based on additional facts
connected to the recording. Only the Supreme Court of South Carolina in Matter
of an Anonymous Member of South Carolina Bar found that surreptitious recording
is inherently unethical.

3 See also Wilbourn 111 v. Wilbourn, 2010-CA-00014-COA (Miss. Ct. App. 2012) (surreptitious recording
by trustee of co-trustee found improper when purpose of recording was to have co-trustee declared
incompetent and removed).
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Taking into account the current ABA position on surreptitious recording,
R.C. 2933.52, other states’ ethics opinions and disciplinary cases involving
surreptitious recording, and the Stern decision, the Board believes it is time to
deviate from the position taken in Opinion 97-3. On February 1, 2007, the Court
rescinded the Code and adopted the Ohio Rules of Professional Conduct. Unlike
the Code, the Ohio Rules are based in large part on the ABA’s Model Rules of
Professional Conduct. Accordingly, the Board finds that the ABA’s
interpretations of its Model Rules carry at least some weight in the application of
the Ohio Rules. After careful study of ABA Formal Opinion 01-422, the Board
concludes that it is a well-reasoned approach that provides better guidance for
Ohio lawyers than Opinion 97-3 has done.

Like the Code, the Ohio Rules do not explicitly prohibit surreptitious
recordings of conversations by lawyers. In Opinion 97-3, the Board found that
surreptitious recording is misconduct in “routine circumstances” because it
involves dishonesty, fraud, deceit, or misrepresentation as prohibited under DR
1-102(A)(4). Prof.Cond.R. 8.4(c) has replaced DR 1-102(A)(4), and Rule 8.4(c) also
states that it is misconduct for a lawyer to engage in conduct involving
dishonesty, fraud, deceit, or misrepresentation.  Surreptitious, or secret,
recording by a party to a conversation is legal in Ohio unless it is conducted for
an improper purpose. R.C. 2933.52.# Such recordings are used in “widespread
practice by law enforcement, private investigators, and journalists, and the courts
universally accept evidence acquired by such techniques.” ABA Formal Opinion
01-422 at 4. Additionally, public expectations of privacy have changed given
advances in technology and the increased availability of recording equipment.
Id. The public has an almost ubiquitous ability to record others through the use
of smart phones, tablets, and other portable devices. Further, so many
exceptions have been recognized to justify surreptitious recording that it seems
patently unfair to maintain that it is misconduct per se when a lawyer does it. In
Opinion 97-3, the Board identified sweeping exceptions for law enforcement
lawyers, prosecutors, criminal defense lawyers, and in “extraordinary
circumstances.” Other jurisdictions have found exceptions for recordings in
situations involving threats or obscene calls, of witnesses to avoid perjury, for a
lawyer’s self-preservation, when authorized by law or court order, and for
housing discrimination and trademark infringement investigators. Id. A rule

¢ The recording cannot be for the “purpose of committing a criminal offense or tortuous act in
violation of the laws or Constitution of the United States or [Ohio] or for the purpose of
committing any other injurious act.” R.C. 2933.52(B)(4).
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with a significant number of variables simply does not provide appropriate
guidance for Ohio lawyers. For all of these reasons, the Board finds that the
general rule should be that legal surreptitious recording by Ohio lawyers is not a
per se violation of Prof.Cond.R. 8.4(c).

Although the Board is fashioning a new standard for surreptitious
recording by Ohio lawyers, the Board is not in any way indicating that a lawyer
cannot be disciplined for conduct involving such recordings. As demonstrated
by the out-of-state disciplinary cases cited above, the acts associated with a
lawyer’s surreptitious recording may rise to the level of misconduct, including a
violation of Prof.Cond.R. 8.4(c). Examples include lying about the recording,
using deceitful tactics to become a party to a conversation, and using the
recording to commit a crime or fraud.> Under Prof.Cond.R. 4.4, lawyers also
cannot employ surreptitious recording if it has “no substantial purpose other
than to embarrass, harass, delay, or burden a third person” or is a means of
obtaining evidence that violates the legal rights of a third person. “A lawyer
should use the law’s procedures only for legitimate purposes and not to harass
or intimidate others.” Ohio Rules of Prof’l Conduct, Preamble, ] [5].

In the alternative, as revealed in Stern, the facts and circumstances may
cause the Court to find that a seemingly-deceitful surreptitious recording was
justifiable and not misconduct. The mere act of surreptitiously or secretly
recording a conversation should not be the impetus for a charge of misconduct.
Instead, the totality of the circumstances surrounding the recording must be
evaluated to determine whether a lawyer has engaged in conduct involving
dishonesty, fraud, deceit, or misrepresentation in violation of Prof.Cond.R. 8.4(c).
As eloquently stated by the Supreme Court of Iowa in 1996, “[i]t is not the use of
recording devices, but the employment of artifice or pretense, that truly poses a
threat to the trust which is the bedrock of our professional relationships.” Plumb,
supra, at 217.

This opinion assumes that a lawyer’s surreptitious recording does not
violate the law of the jurisdiction where the recording takes place. If an Ohio
lawyer chooses to record a conversation in another jurisdiction, the lawyer is
advised to verify that the recording is legal. Once a surreptitious recording
becomes an illegal act, the recording may violate Prof.Cond.R. 4.4 (obtaining

> However, Prof.Cond.R. 8.4(c) “does not prohibit a lawyer from supervising or advising about lawful
covert activity in the investigation of criminal activity or violations of constitutional or civil rights when
authorized by law.” Prof.Cond.R. 8.4, comment [2A].
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evidence in violation of a person’s legal rights), 8.4(b) (illegal act reflecting
adversely on honesty or trustworthiness), 8.4(c) (conduct involving dishonesty,
fraud, deceit, or misrepresentation), or 8.4(h) (conduct adversely reflecting on
fitness to practice). In addition, under Prof.Cond.R. 8.5(b), a lawyer may be
subject to the disciplinary rules of another jurisdiction for conduct occurring in
that jurisdiction. Thus, Ohio lawyers are further advised to confirm that a
recording that occurs in another jurisdiction is permissible under that
jurisdiction’s rules of professional conduct.

On a final note, the Board finds that it must separately address
surreptitious recordings by lawyers of their conversations with clients and
prospective clients. In Formal Opinion 01-422, the ABA stated as follows:
“[a]lthough the Committee is divided as to whether the Model Rules forbid a
lawyer from recording a conversation with a client concerning the subject matter
of the representation without the client’s knowledge, such conduct is, at the least,
inadvisable.” ABA Formal Opinion 01-422 at 8. The Board agrees with the
ABA’s general admonition against surreptitious recording of client
conversations. A lawyer’s duties of loyalty and confidentiality are central to the
lawyer-client relationship, and recording client conversations without consent is
not consistent with these overarching obligations. See Preamble, I [4],
Prof.Cond.R. 1.6, and Prof.Cond.R. 1.7, comment [1]. While there may
occasionally be extraordinary occasions in which a surreptitious recording of a
client conversation would be justified, such as when a lawyer believes a client
plans to commit a crime resulting in death or substantial bodily harm, a lawyer
generally should not record client conversations without the client’s consent.

If a person is a prospective client as defined in Prof.Cond.R. 1.18(a), a
lawyer’s conversation with that person should also generally not be recorded
without consent. As stated in Prof.Cond.R. 1.8(b), lawyers have a duty not to use
or disclose information revealed during a consultation with a prospective client.
These expectations of trust and confidentiality are similar to those found in the
lawyer-client relationship, and inconsistent with the routine, nonconsensual
recording of prospective client conversations. A person must truly be a
prospective client for the general admonition to apply, however, and a unilateral
communication to a lawyer without a reasonable expectation that the lawyer is
willing to consider a lawyer-client relationship does not make the person
initiating the communication a prospective client. Prof.Cond.R. 1.18, Comment

2].
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CONCLUSION: A surreptitious, or secret, recording of a conversation by an
Ohio lawyer is not a per se violation of Prof.Cond.R. 8.4(c) (conduct involving
dishonesty, fraud, deceit, or misrepresentation) if the recording does not violate
the law of the jurisdiction in which the recording took place. Because
surreptitious recording is regularly used by law enforcement and other
professions, society as a whole has a diminished expectation of privacy given
advances in technology, the breadth of exceptions to the previous prohibition on
surreptitious recording provides little guidance for lawyers, and the Ohio Rules
of Professional Conduct are based on the Model Rules of Professional Conduct,
the Board adopts the approach taken in ABA Formal Opinion 01-422. Although
surreptitious recording is not inherently unethical, the acts associated with a
lawyer’s surreptitious recording may constitute a violation of Prof.Cond.R. 8.4(c)
or other Rules of Professional Conduct. Examples of misconduct may include
lying about the recording, using deceitful tactics to become a party to a
conversation, and using the recording to commit a crime or fraud. As a basic
rule, Ohio lawyers should not record conversations with clients without their
consent. A lawyer’s duties of loyalty and confidentiality are central to the
lawyer-client relationship, and recording client conversations without consent is
ordinarily not consistent with these overarching obligations. Similar duties exist
in regard to prospective clients, and Ohio lawyers should also refrain from
nonconsensual recordings of conversations with persons who are prospective
clients as defined in Prof.Cond.R. 1.8(a).

Advisory Opinion 97-3 is withdrawn.

Advisory Opinions of the Board of Commissioners on Grievances and
Discipline are informal, nonbinding opinions in response to prospective or
hypothetical questions regarding the application of the Supreme Court Rules
for the Government of the Bar of Ohio, the Supreme Court Rules for the
Government of the Judiciary, the Ohio Rules of Professional Conduct, the
Ohio Code of Judicial Conduct, and the Attorney’s Oath of Office.
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Surreptitious (Secret) Recording by Lawyers

SYLLABUS

* Asurreptitious, or secret, recording of a conversation by an Ohio lawyer is not a per se
violation of Prof.Cond.R. 8.4(c) (conduct involving dishonesty, fraud, deceit, or

misrepresentation) if the recording does not violate the law of the jurisdiction in which the
recording takes place.

» The acts associated with a lawyer’s surreptitious recording, however, may constitute
misconduct under Prof.Cond.R. 8.4(c) or other Rules of Professional Conduct.

* In general, Ohio lawyers should not record conversations with clients or prospective
clients without their consent. Advisory Opinion 97-3 is withdrawn.
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» “Where nonconsensual recording of conversations is permitted by the law
of the jurisdiction where the recording occurs, a lawyer does not violate the
Model Rules [of Professional Conduct] merely by recording a conversation
without the consent of the other parties to the conversation.”

\
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Surreptitious (Secret) Recording by Lawyers

» In Ohio, recording of wire, oral, and electronic communications is legal if
the person instituting the recording is a party to the communication or one
of the parties to the communication has given prior consent. RC 2933.52.
Ohio joins the majority of states and the federal government in this “one-

party consent” approach.
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Surreptitious (Secret) Recording by Lawyers

» Surreptitious, or secret, recording by a party to a conversation is legal in
Ohio unless it is conducted for an improper purpose. RC 2933.52(B)(4).

E—



R.C. 2933.52 Interception of wire, oral or electronic communications

» R.C. 2933.52(B)(4) Prohibition against interception does not apply if:

> A person who is not a law enforcement officer intercepts a wire, oral, or electronic
communication,

- if the person is a party to the communication, or

- if one of the parties to the communication has given the person prior consent to the
interception, and

> the communication is not intercepted for purpose of committing a criminal offense or
tortious act in violation the laws or Constitution of the United States or this state or

o for the purpose of committing any other injurious act.
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Surreptitious (Secret) Recording by Lawyers

» Such recordings are used in “widespread practice by law enforcement,
private investigators, and journalists, and the courts universally accept
evidence acquired by such techniques.” ABA Formal Opinion 01-422 at 4.

» Additionally, public expectations of privacy have changed given
advances in technology and the increased availability of recording
equipment. Id. The public has an almost ubiquitous ability to record
others through the use of smart phones, tablets, and other portable
devices.

\
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Surreptitious (Secret) Recording by Lawyers

» The acts associated with a lawyer’s surreptitious recording may rise to the
level of misconduct, including a violation of Prof.Cond.R. 8.4(c).

» Examples include:
> lying about the recording,

o using deceitful tactics to become a party to a conversation, or
o using the recording to commit a crime or fraud.
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Surreptitious (Secret) Recording by Lawyers

» “A lawyer should use the law’s procedures only for legitimate purposes and
not to harass or intimidate others.” Ohio Rules of Prof’l Conduct,
Preamble, § [5].

Under Prof.Cond.R. 4.4, lawyers also cannot employ surreptitious
recording If it has

- “no substantial purpose other than to embarrass, harass, delay, or burden a third
person” or

- 1S a means of obtaining evidence that violates the legal rights of a third person.
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Surreptitious (Secret) Recording by Lawyers

» If an Ohio lawyer chooses to record a conversation in another jurisdiction,
the lawyer is advised to verify that the recording is legal.

» In addition, under Prof.Cond.R. 8.5(b), a lawyer may be subject to the

disciplinary rules of another jurisdiction for conduct occurring in that
jurisdiction.
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Surreptitious (Secret) Recording by Lawyers

» Once a surreptitious recording becomes an illegal act, the recording may
violate

(0]

Prof. Cond. R. 4.4 (obtaining evidence in violation of a person’s legal rights),

o

Prof. Cond. R. 8.4(b) (illegal act reflecting adversely on honesty or trustworthiness),

(0]

Prof. Cond. R. 8.4(c) (conduct involving dishonesty, fraud, deceit, or
misrepresentation), or

o

Prof. Cond. R. 8.4(h) (conduct adversely reflecting on fitness to practice).



Surreptitious Recordings by Lawyers of Conversations with Clients and Prospective Clients

ABA Formal Opinion 2001-442

» “Although the Committee is divided as to whether the Model Rules forbid a
lawyer from recording a conversation with a client concerning the
subject matter of the representation without the client’s knowledge, such
conduct is, at the least, inadvisable.”

- ABA Formal Opinion 01-422 at 8.
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Surreptitious (Secret) Recording by Lawyers

» A lawyer’s duties of loyalty and confidentiality are central to the lawyer-
client relationship, and recording client conversations without consent is
not consistent with these overarching obligations. See Preamble, 1 [4],
Prof.Cond.R. 1.6, and Prof.Cond.R. 1.7, comment [1].
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Surreptitious (Secret) Recording by Lawyers

» While there may occasionally be extraordinary occasions in which a
surreptitious recording of a client conversation would be justified, such as
when a lawyer believes a client plans to commit a crime resulting in death
or substantial bodily harm, a lawyer generally should not record client
conversations without the client’s consent.

































Is it Ethical to Tape a Client? continued from page 27.

Having an audio recording may give
the lawyer a more reliable defense in
these situations. But by the same token,
publicity regarding the unauthorized
release of taped conversations between
attorney and client, even when the
release is justified, has the potential to
erode public trust in the confidentiality
of the attorney-client relationship.

For litigators, there are also strategic reasons

to be reluctant to record such conversations,
regardless of whether it is ethical and whether
contemporaneous disclosure is required. If such

a recording of the conversation were to become
relevant evidence in relation to any pending
action, it might have to be produced in discovery
according to the applicable rules and orders of the
court. Such a recording could be protected by the
attorney-client privilege or work-product doctrine.
But if the content of the conversation became
discoverable and turned out to be damaging to
the recording lawyer’s client, it might appear to be
a foolish misstep in hindsight.

An important principle that applies to any
recording maintained by an attorney in the course
of representing a client is shown in Model Rule 1.6
regarding confidentiality of information. A lawyer
generally cannot reveal taped conversations with
a client without the client’s consent. The lawyer is
prohibited from revealing any client information
except in accordance with the exceptions set out
in Rule 1.6. One of those exceptions is the crime
or fraud exception. It allows a lawyer to disclose
client confidences to prevent crime or fraud when
the client has used the lawyer’s services in further-
ance of a crime or fraud. Likewise, an attorney can
reveal confidential client information to defend
him or herself from accusations of wrongdoing

if the lawyer has been accused of involvement in
criminal activity with the client.

These rules address a tension in the attorney-

client relationship. The relationship of confidence
between a lawyer and clientis a critical component
of the legal process. But in these extreme situations,
a lawyer is authorized to reveal confidential
communications to protect him or herself or others.

28  American Inns of Court ¢ www.innsofcourt.org

~ Having an audio recording may give the lawyer a

more reliable defense in these situations. But by the
same token, publicity regarding the unauthorized
release of taped conversations between attorney
and client, even when the release is justified, has
the potential to erode public trust in the confidenti-
ality of the attorney-client relationship.

The Texas Committee on Professional Ethics
provides an instructive list of ethical parameters
that a lawyer should consider when recording
phone conversations. Recordings are generally

“permissible as long as (1) recordings of conver-
sations involving a client are made to furthera
legitimate purpose of the lawyer or the client, (2)
confidential client information contained in any
recording is appropriately protected by the lawyer
in accordance with Rule 1.05, (3) the undisclosed
recording does not constitute a serious criminal
violation under the laws of any jurisdiction applica-
ble to the telephone conversation recorded, and
(4) the recording is not contrary to a representa-
tion made by the lawyer to any person.

One thing to keep in mind with regard to
parameter three is that many court-organized
conference call services for telephonic court
appearances, such as CourtCall, specifically

prohibit recording the subject court proceed-

ings. Furthermore, that parameter references “any
jurisdiction applicable to the telephone conversa-
tion” which signals that attorneys should tread very
carefully when recording a telephone conversation
with participants from other states or countries.

In states where there is an absence of definitive
guidance on this issue, attorneys must use their
professional judgment as to whether they may
record telephone calls with clients, opposing
counsel, and third parties, and further, whether
they must advise the other party that the call is
being recorded. While internet telephone technolo-
gies offer the convenient ability to automatically
record and store every phone conversation that
goes through a lawyer’s phone, a blanket policy
would be imprudent. Some degree of discretion is
required to determine whether each particular call
may be recorded. By the same token, attorneys and
clients alike should be mindful that any time they
pick up the phone, their words may be recorded.

Joseph P. Briggett, Esquire, is a shareholder at Lugenbuhl,
Wheaton, Peck, Rankin & Hubbard, in New Orleans, Louisiana,
practicing in the firm’s Bankruptcy, Restructuring and Creditor’s
Rights and Commercial Litigation practice groups. He serves
on the board of directors and is the secretary of the Tulane Law

School American Inn of Court.
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Successfully Navigating the Ethical Minefield of
Social Media in the Legal Profession

Why It Matters

Social media platforms such as Facebook, Twitter, and
LinkedIn have fundamentally transformed the way in which
people communicate and share information. In addition, the
rising use of social media is also changing the face of the practice
of law. Given the ubiquitous nature of social media today, it should
not come as a surprise that social media evidence has arrived on
the scene as a major player in litigation, where in many instances
a single social media post, by itself, possesses the power to make
or break a case. In addition, legal professionals now rely heavily
on social media as an integral facet of attorneys” and law firms’
marketing and business development campaigns.

Importantly, the increasing prevalence of social media in the
day-to-day operations of the legal profession has ushered in a
host of new ethical obligations on the part of attorneys. If not
addressed properly, these unique, oftentimes complex ethical
issues can land the unsuspecting legal professional in hot water
for running afoul of the Rules of Professional Conduct. With the
appropriate amount of attention and care, however, attorneys can
successfully navigate the ethical minefield of social media to steer
clear of any ethical lapses while harnessing the power of social
media as a key practice and business development tool for their
legal practices.

www.CincyBar.org

By David |. Oberly

Duty of Competence

Rule 1.1 of the Ohio Rules of Professional Conduct provides
that “a lawyer shall provide competent representation to a client.”
To satisfy Ohio’s version of Rule 1.1, the attorney must main-
tain “the legal knowledge, skill, thoroughness, and preparation
reasonably necessary for the representation” and “keep abreast of
changes in the law and its practice.” Moreover, just recently the
scope of ABA Model Rule 1.1 was expanded to require not just
competence in an attorney’s areas of practice, but also with respect
to “the benefits and risks associated with relevant technology.”

Taken together, and with the profound significance that social
media has on all aspects of the practice of law today, competence
in the digital age now requires attorneys to maintain an under-
standing of social media both in terms of how it impacts their
cases and the practice of law as a whole. Consequently, incom-
petence in the area of social media will not only place counsel
at a severe disadvantage in attempting to successfully litigate his
or her case load, but will also cause the attorney to violate his or
her ethical obligations as well. As such, attorneys must maintain
a working knowledge of the basics of all social media platforms
and the legal issues that commonly arise at the intersection of
social media in the practice of law, including the various privacy
settings of the major social platforms and how posts and other
data are managed and obtained from those sites. Moreover, attor-
neys who lack the necessary technical competence in the area of
social media must confer with qualified individuals who main-
tain such expertise.
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Investigation & Discovery of
Social Media Evidence

Many ethical problems stem from the
manner in which attorneys utilize social
media to view the profiles of opposing
parties, witnesses, and other individ-
uals. Courts across the country are in
unison that viewing publicly available
portions of a user’s social media accounts
is clearly permissible, making everything
that is publicly available online fair game.
However, attorneys frequently run into
significant trouble when attempting to
view private social media profiles.

In particular, attorneys must tread
extremely carefully when seeking to
“friend” individuals in order to gain access
to the private portions of their social
media accounts. In this regard, while no
Ohio court has addressed the issue, other
jurisdictions have held that it is a viola-
tion of Rule 4.2 to contact or “friend” an
individual represented by counsel. Other
jurisdictions have also held that it is a
violation of Rules 4.1 and 8.4(C) to enlist
a third party to make a friend request as
a pretext to gain access to a represented
individual’s private account. While
attorneys may contact unrepresented indi-
viduals directly through social media,
some jurisdictions require attorneys to
disclose the reasons for “friending” an
unrepresented individual or the intended
purpose of the sought-after social media
information so as to avoid the appear-
ance that the attorney is an uninterested
party. Similarly, attorneys are barred from
using any pretextual basis for accessing an
unrepresented individual’s social media
profile that would otherwise be shielded
from view to the general public.

Clients’ Use of Social Media
and the Duty to Preserve
Evidence

In addition to utilizing social media for
obtaining evidence, attorneys’ ethical duty
to preserve evidence and the related issue
of spoliation of evidence are also matters
of critical importance in today’s highly
digital social media age. Ohio Professional
Rule 3.4 requires attorneys to oversee the
preservation of relevant evidence and
bars attorneys from obstructing another
party’s access to evidence. In addition,

Rule 3.4 bars attorneys from modifying
or destroying evidence or assisting clients
in doing so.

Without question, this ethical obli-
gation extends to electronically stored
information and evidence from social
media sites. Accordingly, attorneys must
take reasonable measures to preserve and
produce any relevant evidence that is
contained on a client’s social media plat-
forms. In doing so, attorneys must not
only clearly notify their clients of their
preservation obligations but must also
take an active role themselves throughout
the course of litigation to ensure that
all social media posts are preserved and
accessible in the event they are sought
during litigation. With that said, attorneys
are generally permitted to advise clients
to control their privacy settings to prevent
any posts from being publicly available,
so long as those posts are not altered or
deleted in any fashion.

Use of Social Media as a
Legal Marketing and Business
Development Tool

Social media has rapidly developed
into an integral tool for attorneys in the
area of legal marketing and advertising.
As with any method of legal marketing,
lawyers must proceed with caution to
avoid any ethical lapses when utilizing
social media as a marketing and business
development tool.

Importantly, any social media profile
utilized by an attorney that articulates
information about his or her legal practice
must comply with the array of different
ethical rules that bar attorneys from
making false or misleading communica-
tions about the attorney or the attorney’s
services. Pursuant to Professional Conduct
Rule 7.1, attorneys are prohibited from
“making or using” a false, misleading, or
unverifiable communication about his or
her services. This rule strictly prohibits
an attorney from misrepresenting his or
her skills or experience on the attorney’s
social media sites or accounts. Moreover,
this rule also creates additional ethical
problems for attorneys in the area of
client endorsements where the endorse-
ments suggest skills or experience that the
attorney does not possess. Accordingly,
attorneys must regularly monitor client

reviews to ensure they are accurate repre-
sentations of the legal professional’s skills
and experience.

Rule 1.6’s duty of confidentiality
is another area of significant concern
that arises in the context of digital legal
marketing and business development.
Rule 1.6 provides that “a lawyer shall not
reveal information relating to the repre-
sentation of a client unless the client gives
informed consent.” Under this Rule, attor-
neys have an ethical obligation to prevent
the inadvertent or unauthorized disclo-
sure of access of client information when
using social media. Because social media
is heavily geared towards making routine,
causal comments about a user’s day-to-
day activities—including work-oriented
endeavors—attorneys must proceed with
extreme caution when discussing any of
the attorney’s cases or other work matters
on social media in order to avoid posting
any information that would violate the
attorney’s confidentiality obligations, as
even cursory, off-hand comments are suffi-
cient in many circumstances to constitute
a violation of Rule 1.6.

Similarly, attorneys must also exercise
caution to avoid providing legal advice
while communicating or interacting with
others on social media, as doing so could
inadvertently lead to the creation of an
unwanted attorney/client relationship
with another social media user, as well as
all of the responsibilities and significant
liability that arise with such relationships.
For example, an attorney may unwittingly
create an attorney-client relationship if an
individual “reasonably relies” on what that
person believes to be the attorney’s legal
advice that he or she has supplied through
social media. In addition, participation in
question-and-answer sessions on social
media platforms such as Twitter may
potentially create a prospective attorney-
client relationship under Rule 1.18—which
provides that a person who discusses with
a lawyer the possibility of forming an
attorney-client relationship with respect to
a matter is a prospective client—especially
if the attorney expressly requests or invites
the submission of inquiries concerning a
potential legal matter.

To guard against the risk of forming
unwanted attorney-client relationships,
legal professionals should make clear
that any social media interaction does



not form an attorney-client relationship.
Importantly, attorneys should also limit
their communications on social media to
the discussion of generalized legal infor-
mation (general legal principles and
considerations) and must avoid crossing
over the line to supplying specific advice
and recommendations tailored to the
unique facts of an individual’s specific
circumstances, as doing so will ordinarily
form the basis for an attorney-client rela-
tionship. In addition, sticking solely to
discussing legal information will also
allow attorneys to avoid violating Rule
5.5s bar on the unauthorized practice
of law, which arises when an attorney
provides legal advice to other social media
users who reside in jurisdictions in which
the legal professional is not licensed to
practice.

The Final Word

Social media has quickly evolved into
an essential tool for practicing law, and
now operates as a mainstay in the day-to-
day practices of many attorneys. While

www.CincyBar.org

social media presents many significant
opportunities for legal professionals to
enhance their practices, these oppor-
tunities go hand-in-hand with an array
of critical ethical obligations that legal
professionals must adhere to in today’s
highly digital age. Accordingly, attor-
neys must exercise great caution when
harnessing social media in the course of
their legal practices to avoid the minefield
of potential ethical pitfalls that lie waiting
for the unsuspecting and inattentive legal
professional. When utilized properly and
with an eye towards adherence to one’s
ethical obligations, social media can be
leveraged as an extremely powerful tool
in the practice of law while at the same
time steering clear of any potential ethical
problems that may arise in connection
with the use of today’s technology.

Oberly is an associate attorney in the Cincinnati
office of Blank Rome LLP. He focuses his practice
on mass torts and complex litigation, toxic torts
and environmental litigation, product liability, and
insurance coverage litigation. He may be reached at
doberly@blankrome.com.

/" Ethical
Quandary?
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guidance to Greater Cincinnati
attorneys through our Ethics
Committee's hotline.

December
Michael J. Bronson (513) 977-8654
Samuel M. Duran (513) 357-9378

The members of the CBA Ethics & Professional
Responsibility Committee listed above are
available to help you interpret your obligations
under the Ohio Rules of Professional

Conduct. Questions posed should be framed
hypothetically and should relate to your owr
prospective conduct. The committee also
accepts requests for written opinions.
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Michael Cohen tape: Was recording Donald Trump ethical? Was it legal? - The Washingt... Page 1 of 3

The Washington Post
The Fix
Michael Cohen secretly recorded Trump. Does that make
him a bad lawyer?

By Deanna Paul
July 26, 2018

Michael Cohen would tape conversations with clients in lieu of taking notes, his own lawyer,
Lanny Davis, told The Washington Post. The September 2016 recording of Cohen and his then-
client Donald Trump attests to this practice, Davis said.

But that recording — made during the presidential campaign — has also raised questions about
the code of legal ethics, among other things.

The president lashed out about the tape and Cohen on Wednesday.

What kind of a lawyer would tape a client? So sad! Is this a first, never heard of it before? Why
was the tape so abruptly terminated (cut) while I was presumably saying positive things? | hear
there are other clients and many reporters that are taped - can this be so? Too bad!

— Donald J. Trump (@realDonaldTrump) July 25, 2018
So can lawyers do this?

Was it legal for Cohen to record his conversations
with Trump?

Yes.

Cohen and Trump were both in New York when the recording was created on Cohen's
cellphone, Davis confirmed to The Post.

In New York, a one-party consent state, it is legal to record another person without his or her
knowledge, so long as the individual is also in a one-party consent state.

Was it ethical?

This answer is less clear cut.

The rules of professional responsibility and legal ethics hinge on whether a lawyer acted
deceptively or dishonestly, two fairly ambiguous descriptors.

https://www.washingtonpost.com/news/the-fix/wp/2018/07/25/michael-cohen-secretly-recor... 2/6/2019
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“The traditional view was that any secret tape recording was deceitful,” said Bruce Green,
professor at Fordham University School of Law. Over time, though, social expectations shifted.
As people became more accustomed to being recorded, the American Bar Association backed
away from that position.

The ABA, whose standards are often models for state laws, wrote an opinion — published in
2001 — that said secret tape recordings of third parties were not ordinarily deceptive. However,
the ABA ethics committee was divided on whether it violated legal ethics to secretly record a
client.

“The general weighted opinion is that an attorney must have a justifiable reason, assuming he’s
in a state that allows it,” said Green, adding that there’s rarely a good reason to record a client.

The answer is furthered muddled in New York, where Cohen was practicing law in 2016. The
state has more than 20 bar associations that are not in 100 percent agreement with one
another. Some, like the New York City Bar Association, say that “undisclosed taping as a routine
practice is ethically impermissible” and absent an exception, lawyers may not do it. Yet other
New York associations are accepting of the same practice.

“Recording clients is definitely unusual and almost always a really bad idea,” said Rebecca
Roiphe, professor at New York Law School. “But it’s not necessarily a clear ethical violation,
depending on the circumstances.”

What circumstances would justify recording a
client? Does ‘general practice’ qualify?

Ellen Yaroshefsky, executive director of the Monroe H. Freedman Institute for the Study of
Legal Ethics and a member of the New York City Bar Association’s Ethics Committee, suggested
a few scenarios:

If a lawyer believed the client was engaging in illegal conduct; suspected the client was
attempting to use the lawyer to commit a crime or as a scapegoat; or intended to include the
client’s words in a complaint or legal filing.

According to Davis, Cohen had a longtime habit of using his telephone as an alternative to note-
taking.

“It was such a familiar practice, he often forgot to tell the person he was talking to that he had
the phone on because he never intended to ever make use of it and there was no deceptive
intent,” Davis said.

https://www.washingtonpost.com/news/the-fix/wp/2018/07/25/michael-cohen-secretly-recor... 2/6/2019



Michael Cohen tape: Was recording Donald Trump ethical? Was it legal? - The Washingt... Page 3 of 3

To his point, many recordings were seized by the federal government in April during a search
warrant.

One might argue that recording clients, as a general practice, is bad lawyering, but, according to
Roiphe, it seems less likely to run into ethical problems. “It’s not as deceptive and more
probable to be known by the client,” since it's not a one-time thing, done for a particular
meeting.

Could Cohen be disbarred for the recordings?

On Tuesday, Trump attorney Rudolph W. Giuliani told Fox News that Cohen was a “pariah” to
the legal profession and had released only an excerpt of the tape. Then he predicted Cohen
would be disbarred.

But experts agreed, unanimously, that that was an unlikely outcome, though the future could
uncover other ethical or criminal violations.

Although failing to tell a client about a recording device certainly doesn’t engender trust, which
is the hallmark of attorney-client relationships, in New York, no rule says a lawyer must.

READ MORE

‘What kind of lawyer would tape a client?’: Trump lashes out at Michael Cohen
after release of recording

Four important points that arise from the Trump-Cohen recording

On new Cohen tape, Trump seemed to insist on ‘cash’ payment. Here’s what that
might mean.
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Was Cohen's secret Trump tape an ethics violation?
ABA opinion authors split on client taping
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New York law didn't prevent lawyer
Michael Cohen from recording a
September 2016 discussion

Benedix/Shutterstock.com.

(http://lwww.abajournal.com/news/article/after_michael_cohen_releases_mcdougal_tape_dispute_arises_over_what_trump_s)
with his client, then-presidential candidate Donald Trump. But did Cohen violate ethics
requirements when he recorded the discussion about a hush-money payment?

The answer to that is less clear-cut, the Washington Post (https:/ivww.washingtonpost.com/news/the-
fix/\wp/2018/07/25/michael-cohen-secretly-recorded-trump-does-that-make-him-a-bad-lawyer/?utm_term=.2dc015724f90)
reports.
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The recording was legal because Cohen and Trump were in New York, a one-party
consent state. That means only one person needs to be aware of the recording—and
that person can be the one making the tape.

But ethics opinions are divided on whether secretly recording a client is an ethics
violation, including opinions by various bar associations within New York state,
according to the Post. Even the ABA committee that issues ethics opinions has reversed
course on the broader issue of secret recordings by lawyers, and has split on the issue
of secret recordings when the person recorded is a client.

The ABA Standing Committee on Ethics and Professional Responsibility initially
concluded in a 1974 ethics opinion that the ethical ban on dishonesty, fraud, deceit or
misrepresentation generally prevented lawyers from recording any conversation without
the prior knowledge of all parties to the conversation.

However, the standing committee withdrew that opinion in 2001 when it issued Formal
Opinion 01-422 (nttp://www.abajournal.com/images/main_images/01-422.pdf). The new opinion said
lawyers who record conversations without the knowledge of other parties don'’t
necessarily violate the ABA Model Rules of Professional Conduct.

But lawyers may not record conversations in jurisdictions that make it illegal, the opinion
says. They can't falsely deny that a conversation is being recorded. And there are
ethical issues that arise when a lawyer records a client, who is owed a duty of loyalty,
according to the opinion. The committee pointed out those issues, but split on whether
recording a client is permissible.

The opinion said the committee was unanimous, however, “in concluding that it is almost
always advisable for a lawyer to inform a client that a conversation is being or may be
recorded, before recording such a conversation.”

“Clients must assume, absent agreement to the contrary, that a lawyer will memorialize
the client’'s communication in some fashion,” the opinion said. “But a tape recording that
captures the client’'s exact words, no matter how ill-considered, slanderous or profane,
differs from a lawyer’s notes or dictated memorandum of the conversation. If the
recording were to fall into unfriendly hands, whether by inadvertent disclosure or by
operation of law, the damage or embarrassment to the client would likely be far greater
than if the same thing were to happen to a lawyer’s notes or memorandum of a client
conversation. ...

“The relationship of trust and confidence that clients need to have with their lawyers, and
that is contemplated by the Model Rules, likely would be undermined by a client’s
discovery that, without his knowledge, confidential communications with his lawyer have
been recorded by the lawyer.”

http://www.abajournal.com/news/article/was_michael cohens_secret tape of trump_an et... 2/6/2019
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The Post spoke with law professors for their take on the ethics issue. Rebecca Roiphe,
a professor at New York Law School, told the newspaper that recording clients “is
definitely unusual and almost always a really bad idea.” But depending on the
circumstances “it's not necessarily a clear ethical violation,” she added.

O]

[ 8
Copyright 2019 American Bar Association. All rights reserved.
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Transcript of Michael Cohen, Esq.’s Secret Recording of President Donald Trump

TRUMP: [In background] Good. Let me know what’s happening, okay? Oh, oh. Maybe because
of this it would be better if you didn’t go, you know? Maybe because of this. For that one, you
know — I think what you should do is get rid of this. Because it’s so false what they’re saying,
it’s such bullshit. Um. [PAUSE] I think, I think this goes away quickly. I think what — I think
it’s probably better to do the Charleston thing, just this time. Uh, yeah. In two weeks, it’s fine. |
think right now it’s, it’s better. You know? Okay, hun. You take care of yourself. Thanks,
[Unintelligible]. Yup, I’m proud of you. So long. Bye.

[Into phone] What’s happening?

COHEN: Great poll, by the way.

TRUMP: Yeah?

COHEN: Seen it. Great poll.

TRUMP: Making progress.

COHEN: Big time.

TRUMP: And, your guy is a good guy. He’s a good —
COHEN: Who, Pastor Scott?

TRUMP: Can’t believe this. No, Pastor Scott. What’s, what’s happening —
COHEN: No —

TRUMP: Can we use him anymore?

COHEN: Oh, yeah, a hundred — no, you’re talking about Mark Burns. He’s, we’ve told him to
[UNINTELLIGIBLE].

TRUMP: | don’t need that — Mark Burns, are we using him?
COHEN: No, no.

FEMALE: Richard [UNINTELLIGIBLE]. I’m sorry, Richard [UNINTELLIGIBLE] just called.
He — just when you have a chance, he had an idea for you.

TRUMP: Okay, great.
COHEN: Um, so, we got served from the New York Times. | told you this — we were ...

TRUMP: To what?



COHEN: ... To unseal the divorce papers with lvana. Um, we’re fighting it. Um, [Trump
attorney Marc] Kasowitz is going to —

TRUMP: They should never be able to get that done.

COHEN: Never. Never. Kasowitz doesn’t think they’ll ever be able to. They don’t have a —
TRUMP: Get me a Coke, please!

COHEN: They don’t have a legitimate purpose, SO —

TRUMP: And you have a woman that doesn’t want ‘em unsealed.
COHEN: Correct.

TRUMP: Who you’ve been handling.

COHEN: Yes. And —

TRUMP: And it’s been going on for a while.

COHEN: About two, three weeks now.

TRUMP: All you’ve got to do is delay for —

COHEN: Even after that, it’s not going to ever be opened. There’s no, there’s no purpose for it.
Um, told you about Charleston. Um, | need to open up a company for the transfer of all of that
info regarding our friend, David, you know, so that — I’m going to do that right away. I’ve
actually come up and I’ve spoken —

TRUMP: Give it to me and [UNINTELLIGIBLE].

COHEN: And, I’'ve spoken to Allen Weisselberg about how to set the whole thing up with ...
TRUMP: So, what do we got to pay for this? One-fifty?

COHEN: ... funding. Yes. Um, and it’s all the stuff.

TRUMP: Yeah, | was thinking about that.

COHEN: All the stuff. Because — here, you never know where that company — you never
know what he’s —

TRUMP: Maybe he gets hit by a truck.

COHEN: Correct. So, I’m all over that. And, | spoke to Allen about it, when it comes time for
the financing, which will be —

TRUMP: Wait a sec, what financing?



COHEN: Well, I’ll have to pay him something.
TRUMP: [UNINTELLIGIBLE] pay with cash ...
COHEN: No, no, no, no, no. | got it.

TRUMP: ... check.

[Tape cuts off abruptly. Separate recording begins.]

MALE: Hey Don, how are you?
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SAMPLE

NEW CLIENT SCREENING CHECKLIST

SUBJECT MATTER
What is the legal matter for which the client needs representation?
Are there any imminent deadlines or time limitations?
Is the case too large, time consuming or expensive for my practice to handle?
Is the case one that is pending or that must be filed in another jurisdiction?

If so, am I familiar with the local statute of limitations, other filing deadlines, substantive issues
and procedural rules?

Is the matter within my primaty area(s) of practice?
If not, how much time would be required to become competent in that area?

If the case is outside my area of practice or in another jurisdiction, do I know an attorney to
whom I could associate or refer the case?

If T refer the case, do I seek a referral fee and remain liable to the client as if I were the receiving
attorney's partner?

If so, do I trust that the attorney is competent and will not expose me to a malpractice claim or
ethical grievance?

Am I willing to learn and comply with the disclosure and consent requirements imposed by the
applicable ethics rules?

Does the matter have merit?
Does the client have evidence to corroborate his/her story?
CLIENT ISSUES
What are the client's expectations (with both the outcome and the time involved)?
Are they reasonable?
If not, is this client able to adjust his/her expectations to make them reasonable?

What is the client's motive (justice, revenge, vendetta, to be compensated)?
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v Is the motive likely to cause the client to be unable to accept settlement or an unfavorable
outcome?

v’ Has the client shown himself/herself to be dishonest or to lack integrity?

v’ Is the client evasive or reluctant in connection with a commitment to abide by a fee agreement?

<

Has the client indicated that he/she will be difficult to control as a witness?
PRIOR ATTORNEY-CLIENT RELATIONSHIPS
Has the client retained prior attorneys in the same matter?

If so, why did the previous attorney-client relationships terminate?

< N X

Has the client made claims or grievance complaints against any prior attorneys?

AN

Do any prior attorneys claim that legal fees/costs are owed?

v" Has the client refused to pay legitimate invoices for legal fees?
PROTECTING YOURSELF

v IfThave accepted the client, have I sent the client an engagement letter for the client to sign and
return setting forth the scope of the retention and the fee agreement?

V' If I have referred the client to another attorney without a referral fee, have I sent the client 2
non-engagement letter?

v' If1 have referred the client to another attorney and have received or expect to receive a referral
fee, have I sent the client a letter disclosing what is required by the applicable ethics rules and
have | obtained the client's consent in the form required by the applicable ethics rules?

v' If I have declined to represent the client, have I sent a non-engagement letter clearly and
unequivocally informing the client that I am not representing him/her, that I express no opinion
about the matter, that the matter may be affected by a statute of limitations and that he/she
should seek other representation?
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SOL:
GENERAL LITIGATION
INTAKE SHEET

INITIAL CLIENT STATEMENT

HAVE YOU SPOKEN TO ANOTHER ATTORNEY ABOUT THIS CASE?

IF SO, PLEASE GIVE NAME OF ATTORNEY:

DO YOU HAVE A SIGNED RELEASE BY THAT ATTORNEY?

WHO WERE YOU REFERRED BY: (INDIVIDUAL, YELLOW PAGE AD, ETC.)

PERSONAL INFORMATION:

NAME:

Address:

Telephone Number: (home)

Age: __Date of Birth: Social Security No:

EMPLOYER:

Address:

Telephone Number: (work)

Occupation: Worked there how long?

Immediate Supervisor:

SPOUSE'S NAME:

Address:

Telephone Number: (home)

Spouse's Employer:

Employer's Address:

Telephone Number: (work) Occupation:




Age: __ Date of Birth: Social Security No:

CHILDREN:

Name(s)/Age(s):

How many children are living with you now?

EMERGENCY CONTACT:

Name:

Relationship:

Address:

City: State: Zip:

Telephone Number:

EDUCATION:

High School/G.ED.: Year of Graduation:

Technical School:
College/University: Years & Degree:
EMPLOYMENT HISTORY:

Employer: Position:

Duties:

Employer: Position:

Duties:




Employer: Position:

Duties:

Employer: Position:

Duties:

Please briefly describe the nature of your dispute and the day on which the dispute occurred or the approximate day you

became aware of the dispute:

Prior claims and/or settlements (types, dates, attorneys):

NAME AND ADDRESS OF ALL PARTIES INVOLVED:




WITNESSES:

1. NAME & ADDRESS:

Telephone Number: (__)

Relationship (fellow employees, supervisors, bystanders, etc.):

What did each see?

Would they be willing to testify in court to what he/she saw?

2. NAME & ADDRESS :

Telephone Number: (__)

Relationship (fellow employees, supervisors, bystanders, etc.):

What did each see?

Would they be willing to testify in court to what he/she saw?

3. NAME & ADDRESS:




Telephone Number: (__)

Relationship (fellow employees, supervisors, bystanders, etc.):

What did each see?

Would they be willing to testify in court to what he/she saw?

4. NAME & ADDRESS:

Telephone Number: (__)

Relationship (fellow employees, supervisors, bystanders, etc.):

What did each see?

Would they be willing to testify in court to what he/she saw?

5. NAME & ADDRESS:

Telephone Number: (_ )

Relationship (fellow employees, supervisors, bystanders, etc.):

What did each see?

Would they be willing to testify in court to what he/she saw?

DAMAGES:
Please list all damages you feel you have incurred due to this dispute (including all economic damages, lost wages, cost

of repair/replacement, etc.) as well as your source of documentation:




ADDITIONAL INFORMATION:

Any other information you feel may assist us in representing you for this claim?




DIAGRAM OF HOW ACCIDENT OCCURRED:




DAMAGES:
How have your injuries changed your lifestyle:

Loss of consortium (relationship with spouse, children, others):

Sports:

Social Activities:

Job Duties:

Household Chores:

Have you had to hire domestic help?

How do you feel you have been damaged emotionally by these injuries?

How do you feel you have been damaged financially by these injuries?
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Initial Interview with a Potential Client

The purpose of the client interview is to obtain as much information in respect to the situation presented by the client. A second purpose is to sell the attorney’s services. In
order to convince the client to retain the attorney, it is necessary to gather as much information as possible about the issue presented by the potential client and the

confidently explain what can reasonably be done.
GATHERING INFORMATION

Some information, such as name, address, telephone numbers, and email address, are common to all clients. Other information is matter specific. While many firms have
adopted various fill-in-the-blank forms, others use available online forms, such as Lexis provided HotDocs, which allow an attorney to enter information once for use in

standard forms.
Standard Information

Information to be gathered on every client and potential client includes everything needed to contact the client. The interviewing attorney should obtain not only the name
and address of the client, but also place of employment, home, office, and cell phone numbers, e-mail address, and fax access.

If the client is seeking representation on behalf of a corporation, the attorney will also need information on the full corporate name, where it is chartered, the names of the
corporate officers, the name and address of the resident agent, if any, the corporate address, e-mail address, and all contact names and phone numbers.

At this point it is important that the attorney clarify exactly who is the client. When somecne from a corporation seeks an attorney’s assistance, the attorney needs to
determine whether he will represent the person talking to the attorney or the corporation itself. When a trustee approaches an attorney, it is important to know whether
the attorney will be representing the trustee, the trust, or the beneficiary. There are other circumstances in which the client is not the payor.

The Comment to RULE 1.8 ABA MODEL RULES OF PROFESSIONAL CONDUCT {2002) states:

Lawyers are frequently asked to represent a client under circumstances in which a third person will compensate the lawyer, in whole or in part. The third person might be a
relative or friend, an indemnitor (such as a liability insurance company) or a co-client (such as a corporation sued along with one or more of its employees). Because third-
party payers frequently have interests that differ from those of the client, including interests in minimizing the amount spent on the representation and in learning how the
representation is progressing, lawyers are prohibited from accepting or continuing such representations unless the lawyer determines that there will be no interference with

the lawyer's independent professional judgment and there is informed consent from the client.

ABA Model Rules of Professional Conduct Rule 1.8 cmt. 11 (2002).

Once the attorney determines wha is the client, it is time to get specific information related to the issue at hand.
PARTICULAR PRACTICE AREAS

Insurance

Insurance practice covers a wide variety of matters. While the mainstay of an insurance practice concerns claims against insurance company, law firms are also involved in

compliance issues. Each state has adopted statutes and rules regulating sale of policies, policy forms, payment of claims, cash reserves, accounting, and investments.

Claims against insurers:
Name of insured
Address of insured
Name of policy holder, if different
Address of palicy holder
Name of Insurance Company
Address of Insurance Company
Type of Policy
Policy Number
Effective date of policy
Type of claim
Date insurer was notified

Narrative details of the claim

https://www.lexisnexis.com/legalnewsroom/lexis-hub/b/how-to-build-your-professional-sk... 6/19/2017
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Where personal injuries or illness is involved, also ask:
Date of birth of insured
Social Security number of insured
Employer

Income

If ERISA claim:
Name of plan
Plan administrator
Address of claim administrator
Name of employer

Address of employer

Claims against an insured:
Name of claimant
Address of ciaimant
Social security number of claimant, if known
Name of insured
Address of insured
Name of Insurance Company
Address of insurance Company
Type of Policy
Policy Number
Effective date of policy
Type of claim
Date insurer was notified

Narrative details of the claim

Compliance issues:
Name of the insurance company
Address of the insurance company
Responsible employee
Phone number of responsible employee

Narrative details of the issue

In addition to gathering information, it is also important to gather all correspondence concerning the issue.
Securities

Securities litigation most often revolves around the buying and selling of stocks and bonds, in manners violating federal and state securities laws. The most frequently cited
violation is § 10(b} of the Securities Exchange Act of 1934, 15 USCS § 78j(b}, and Rule 10(b)-5 promulgated thereunder, 17 CFR 240.10b-5, and Rule 10(b)-5 promulgated
thereunder, . Other provisions, including those found in the Racketeer Influenced and Corrupt Organizations Act (RICO), 18 USCS § 1961 et seq., also provide sources of
securities litigation, both civil and criminal. Criminal actions are usually brought by the United States. Civil actions are brought by individuals or classes of individuals. It
should be remembered that pleadings alleging fraud must be stated with all of the alleged details constituting the fraud. RICO claims must include predicate acts. Derivative
actions contend that directors and officers acted in ways that hurt the corporation. et seq., also provide sources of securities litigation, both civil and criminal. Criminal
actions are usually brought by the United States. Civil actions are brought by individuals or classes of individuals. It should be remembered that pleadings alieging fraud must
be stated with all of the alleged details constituting the fraud. RICO claims must include predicate acts. Derivative actions contend that directors and officers acted in ways

that hurt the corporation.

Civil claims
Name of purchaser of stocks
Date stocks were purchased
Price paid for such stocks

If sold, date of sale of stocks

https://www.lexisnexis.com/legalnewsroom/lexis-hub/b/how-to-build-your-professional-sk... 6/19/2017
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If sold, amount received at sale
Current value of stock
Names of officers and directors involved in the alleged wrongful acts
Sufficient narrative details to be able to determine whether wrongful acts took place
Narrative details of defenses to the alleged wrongful acts
Criminal claims
Position of client in the corporation
Duties of client
Details of the allegation
Stated defenses

Actions of others within the corporation

Commercial Law

Page 3 of 6

Commercial law frequently involves the purchase or lease of goods. Most business transactions are governed by the Uniform Commercial Code (UCC). Issues arise over

whether the goods that were purchased were delivered on time, whether delivery was excused, whether they performed as warranted, whether they were paid for. Lease

contracts covered under the UCC are for lease of goods, such as cars, office equipment, construction equipment, or tents and party goods. The UCC does not apply to leases

of real property. Other actions under the UCC involve collections on negotiable instruments, funds transfers, letters of credit, bulk transfers, title documents involving bills of

lading and warehouse receipts, transfer of investment securities, and secured transactions.

There are certain basic principles that apply to all of the UCC’s provision, including the necessity for fair dealing and good faith, as well as reasonable standards of conduct.

There are also the provisions that permit parties to a contract to choose which court would have jurisdiction if there is a dispute and what law will apply.

For the counseling obligations of the draftsman of a contract, see 5-1 Forms & Procedures Under the UCC P 11.01.

For a typical Sales Contract, see 5-1 Forms & Procedures Under the UCC P 21.00.

UCC — Article 2 Sales
Name of purchaser
Address of purchaser
Name of seller
Address of seller
Type and amount of goods sold
Price
Expected delivery date
Payment due date
Actual date of delivery
Any express warranties

Details of the alleged breach

For Information on Leases under the USS, see 6-4A Current Lega! Forms for Commercial § 4A.37.

UCC - Article 2A Leases
Name of lessor
Address of lessor
Name of lessee
Address of lessee
Type and amount of goods sold
Expected delivery date
Actual date of delivery
Any express warranties
Length of the lease
Begin date of lease
Payments
Repair responsibilities
Details of the alieged breach

For information on negotiable instruments, see 5A-1 Forms & Procedures Under the UCC P 31.00

UCC — Article 3 Negotiable Instruments

https://www.lexisnexis.com/legalnewsroom/lexis-hub/b/how-to-build-your-professional-sk... 6/19/2017
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Name of payor

Address of payor

Name of payee

Address of payee

Name of holder

Address of holder

Why the note was given
Circumstances of any negotiation
Amount of note

Amount of interest on note

Due date of note

Amount of any payments made
Amount still owed

Any alleged defenses to payment

For information on bulk sales, see 7-5 Current Legal Forms for Commercial § 5.24

UCC - Article 6 Bulk Sales
Name of seller
Address of seller
Name of buyer
Address of buyer
Goods sold
Date of sale
Date of transfer
Terms of sale
Proposed notification
Persons to be notified

For a summary of the scope of Article 9, Secured Transactions, see 5C-1 Forms & Procedures under the UCC P R91.02.

UCC — Secured Transactions
Name of creditor
Address of creditor
Name of Debtor
Address of debtor
Amount of debt
Basis for the debt
Collateral
Any assignments of debt
Any assignments of collateral

Inteliectual Property

Intellectual property law covers the fields of patent, trademark, trade dress, and copyrights. These are specialized fields requiring specialized training. The attorney needs to
have knowledge of the product presented by the client and a full understanding of the administrative process involved in protecting the product. Practice areas involve

registering the product, licensing it, selling the rights to it, and litigating infringements.

Infringement litigation
Name of owner of property at issue {patent, trademark, copyright)
Address of owner
Registration number of property
Date of registration
Name of alleged infringer
Address of infringer
Details of infringement action

Defenses to action

General Corporation Law
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Corporations cannot represent themselves and need attorneys from a period of time before they are incorporated through a period of time after they are dissolved.
Attorneys are necessary to draft subscription agreements, articles of incorporation, and bylaws. They help the corporation comply with state and federal laws, proceed
through administrative regulations, and contract with other companies and individuals, in the United States and abroad. The kind of information to be gathered by an
attorney during an initial interview is dependent on the reason the corporation sought attorney help

Environmental

Environmental law covers not just dealings with the Environmental Protection Agency, but also toxic torts, such as asbestos claims and lead paint poisoning, and Superfund
clean up. The bulk of an environmental practice involves either administrative compliance issues or toxic tort litigation. The information to be gathered during the initial

client interview is wholly dependent on the business of the client.
Toxic Torts
See The Decision Whether to Accept a Toxic Tort Case, 1-1 Toxic Torts Guide § 1.03

Name of injured party

Address of injured party

Type of exposure

Cause of exposure

Owner of property causing exposure
Address of property causing exposure
Damages as a result of exposure
Medical expenses

Lost wages

Medical treatment

Medical providers

Information on notice to owner

Tax

Tax disputes most often involve income taxes. Questions arise as to how much income a taxpayer has, the classification of income, and the legitimacy and amount of
deductions, but disputes are not limited to income taxes. Transfer taxes, sales taxes, and even user fees all present their own cornucopia of problems and disputes. A
manufacturer who sells directly to the public will have to determine whether the product is taxable in each state in which it does business.

Name of taxpayer
Address of taxpayer
Years in contention
Amount alleged to be due
Details of allegation

Defenses

Real Estate

A real estate practice covers not only the buying, selling, and leasing of real property, but also zoning disputes, boundary disputes, financing, foreclosures, assessments, and
tax sales. The exact information the attorney needs to obtain varies with the particular matter. In all cases, the attorney will need to know the foliowing:

Address of the property at issue
Owner of the property at issue
Purpose for which the property is used

Details of the issue

THE VALUE OF THE CASE

Every case has a value. It is up to the attorney to evaluate what that value is and convey it to the client. At the same time, the attorney must also be realistic as to the cost to

obtain that value so that a poténtial client can make a cost-benefit analysis in deciding what course to follow.
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In a criminal matter, the attorney must realistically review the evidence, determine whether the client could be found innocent, and if not, what the likely sentence would
be. Only with this information can an attorney enter into a fair plea bargain on behalf of the client. In the same manner, in a personal injury case, the attorney needs to
consider what an injured client can reasonably hope to get through a settlement or from a jury. What are the costs to go through a trial? What would a delay in resolving the

issue mean to the client? A similar type of analysis is necessary with each client.

In valuating a case, an attorney has a wide variety of sources. One of the most important is the attorney’s own experience and that of his co-workers. in litigation, knowiedge
of the judges and the community where the case will be tried is essential. Some communities are much more generous in awarding damages or in punishing tortfeasors than
others. In federal courts, judges are usually randomly assigned. Once a case is assigned to a judge, that judge follows the case from the time of filing to post-trial motions. in
state courts, particularly those courts with a lot of judges, it is rare that one judge will follow the case from beginning to end. Unless a case is particularly complex, the
attorney will appear before a different judge for motions, discovery disputes, settlement conferences, and trials.

Other sources available to an attorney are online databases and periodicals giving the latest verdicts in a wide variety of cases. Many of these sources also provide vital

information on the contested issues, expert witnesses, and circumstances peculiar to the case.

In addition to the facts of the matter at hand and the results in typical cases, the attorney must also objectively consider the client. Is the client a person who will be
sympathetic to the jury or one whom the jury will dislike? Is the corporation one with a solid reputation or one that has recently received a lot of very adverse publicity?

SELLING SERVICES

After getting information from the client and evaluating the case, the attorney has to sell his services to the client. This requires that the attorney convey to the client the
approximate value of the case and confidence that the attorney can accomplish the client’s goals.

At times, the client’s goals will be unreasonable. It is up to the attorney to convince the client as to what is reasonable. At the same time, the attorney must be willing to
achieve as much as possible in the client’s best interests. For example, a client is being sued for lead paint poisoning affecting a child. The facts might suggest that it is
unrealistic that the client not be held responsible. However, the attorney can explain that there might be avenues that would fimit the client’s exposure.

It is most important that the attorney be candid and realistic in order to avoid problems with the client. The candor displayed by the attorney in discussing the case must also

be used in discussing the attorney's fees.
FEES

An attorney’s fee is dependent upon the type of case involved. In personal injury plaintiff claims, the attorney usually takes a contingency fee, a fee that will be paid only if
the attorney is successful. In personal injury defense claims, the attorney is paid an hourly fee. For certain types of benefits, such as worker’s compensation or Social Security
disability, the attorney may be limited to statutory percentage amounts.

The predominant method of billing by law firms is for hourly fees. In some cases, the losing party in a lawsuit is responsible for payment of the prevailing party’s legal fees.
Courts most often use the lodestar method of determining the amount of fee and costs are reasonable and shouid be paid by the losing parties. This method takes into
consideration the expertise of the attorney, the prevailing hourly rate of similar attorneys, the complexity of the matter, the reasonable time for each action, any frivolous
actions or duplication of efforts, and any contract for fees.

For a discussion on attorney fees, see 14 How to Manage Your Law Office § 4.02.

Tags: Professional Toolbox
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Six Best Practices for Capturing Social
Media for Use as Evidence in a Court
of Law

Law Technology Today  February 20, 2018 TECHSHOW Guest Posts

Our team of experts at Page Vault hear this question almost daily: “Can social media be used as admissible
evidence in a court of law?” Whether you’re a legal professional looking for answers on Facebook posts and
comments, Instagram pictures, Twitter tweets or YouTube videos, the short answer is yes; both public and private

social media content can be admissible in litigation.

At Page Vault, we specialize in helping legal professionals capture and preserve web content such as web pages,
websites, social media, videos, and images. It's important to remember that there are best practices to follow

when collecting social media content that strengthens a web capture’s admissibility.

Here are the top six that we recommend to all legal professionals:

Best Practice 1: Capture Content in Full

Capture an entire social media profile including all profile sections, such as Facebook About, Groups, and Friends
pages. In addition to all sections, capture all posts and comments (including scrolling, expandable and archived
content) within a profile to not only have it documented in case it gets deleted, but also to provide the full context

of the posts and conversations.

Many cases, such as IL v. Lorenzo Kent, demonstrate why it’s vital to capture an entire Facebook profile and not

just parts of it.

Best Practice 2: Know the Hiding Spots

Social media platforms have numerous tabs and expandable comments that contain content that may not be
immediately visible. Since these platforms change constantly, be certain to know—or ask an expert—where

evidence may hide within each platform.

For example, in a recent rape trial out of England, law enforcement was unfamiliar with Facebook and failed to

collect conversations that would have proved a young man innocent prior to him being wrongfully convicted.

Best Practice 3: Collect Key Metadata


https://www.lawtechnologytoday.org/author/law-technology-today/
https://www.lawtechnologytoday.org/category/techshow-guest-posts/
https://www.page-vault.com/what-you-can-learn-from-il-v-lorenzo-kent/?utm_source=ABA&utm_medium=blog&utm_campaign=techshow-2018
https://www.page-vault.com/law-enforcements-limited-knowledge-of-facebook-costs-one-man-2-years-in-prison/?utm_source=ABA&utm_medium=blog&utm_campaign=techshow-2018

Capture all metadata associated with the content to prove authenticity (IP addresses, timestamps, URLs, etc.).

Even if you don’t think you’ll need it, it's always safer to collect it from the start.

Best Practice 4: Stay Out of the Chain of Custody

Leverage web collection technology that serves as a trusted third-party and removes attorneys and their staff
from the chain of custody. If you or your staff handle the collection directly, you may become unnecessarily

involved in a case.

Best Practice 5: Support Your Evidence with Affidavits

Obtain an affidavit to verify the authenticity of the web capture technology and the capture method.

Best Practice 6: Document Content Accurately

Capture a true and accurate representation of the web content so that when saving or printing, it looks exactly like

it appears online and won’t cause confusion if presented in court.

If a legal professional is not able to follow these best practices, it's better to work with a web collection
service designed for legal that would be able to properly assist and collect specified web content during discovery

or litigation.

Other Information You Need to Know About Admissible Social

Media Evidence:

» In 2017, the Federal Rules of Evidence (FRE) were amended to add two additional sections (Rule 902(13) and
(14)) that address electronic data and authentication, including web evidence. Prior to these amendments, an
attorney would have needed an expert sworn in to testify to the authenticity of the web evidence. Now, a
certification from a qualified e-Discovery collection expert can attest to the authenticity. Read more web

evidence collection rules.

» An attorney has ethical responsibilities when searching on social media platforms and collecting content to be
used as evidence. For instance, it's unethical to attempt to gain access to private content or a private Facebook
account in a deceitful manner (e.g. “friending” someone to gain access to non-public content), or advise a client
to change their social media content so as to tamper with evidence. Even failing to stay up to date on current
technology platforms can cause ethical issues for attorneys when advising clients. Read more about social

media ethics.
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122 Amazing Social Media
Statistics and Facts

A collection of 122 social media statistics and facts looking at the major platforms
and how people around the world use them for pleasure and business.

It is a fact of the internet that every click, every view and every sign-up is
recorded somewhere.

Depending on your view, this is either very creepy or fantastically interesting.As
we’re data nerds here at Brandwatch we fall firmly in the second camp.

We come across all sorts of interesting stats about social media platforms and
users, so we've collated the best of them in this bumper facts list. And it comes
as a great fact sheet to give context to your social media marketing efforts.

For the curious, these represent a series of numbers that boggle the mind, users
counted in tens and hundreds of millions, and time in millions and billions of
hours. For marketers, knowing the statistics behind the social networks can
inform strategy and spend, allowing focused targeting of users.

General social media statistics

Google statistics

Facebook statistics

Twitter statistics

YouTube statistics

Instagram statistics

Pinterest statistics

LinkedIn statistics
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Snapchat statistics

Social media statistics
For context, as of January 2019, total worldwide population is 7.7 billion
The internet has 4.2 billion users
There are 3.397 billion active social media users
On average, people have 5.54 social media accounts
The average daily time spent on social is 116 minutes a day
91% of retail brands use 2 or more social media channels

81% of all small and medium businesses use some kind of social
platform

Internet users have an average of 7.6 social media accounts
Social media users grew by 320 million between Sep 2017 and Oct 2018.
That works out at a new social media user every 10 seconds.

Facebook Messenger and Whatsapp handle 60 billion messages a day
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User numbers

4Chan: 22 million

Airbnb: 150 million users
Facebook: 2.271 billion users
Flickr: 90 million users
Google+: 111 million users
Instagram: 1bn users
LinkedIn: 562 million users
MySpace: 15 million users
Periscope: 10 million users
Pinterest: 200 million users
Reddit: 542 million users
Snapchat: 186 million daily users
Twitter: 326 million users
Wechat: 1.12 billion users
Weibo: 600 million users
WhatsApp: 900 million users

Youtube: 1.5 billion users
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Social media business statistics
Social networks earned an estimated $8.3 billion from advertising in 2015
$40bn was spent on social network advertising in 2016

38% of organizations plan to spend more than 20% of their total
advertising budgets on social media channels in 2015, up from 13% a
year ago

Only 20 Fortune 500 companies actually engage with their customers on
Facebook, while 83% have a presence on Twitter

People aged 55-64 are more than twice as likely to engage with branded
content than those 28 or younger

96% of the people that discuss brands online do not follow those brands’
owned profiles

78 percent of people who complain to a brand via Twitter expect a
responsewithin an hour

Social video statistics

Facebook now sees 8 billion average daily video views from 500 million
users

Snapchat users also sees 8 billion average daily video views

US adults spend an average of 1 hour, 16 minutes each day watching video
on digital devices

Also in the US, there were 175.4m people watching digital video content
78% of people watch online videos every week, 55% watch every day

It's estimated that video will account for 74% of all online traffic in 2017
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Content statistics
On WordPress alone, 74.7 million blog posts are published every month

A 2011 study by AOL/Nielsen showed that 27 million pieces of content
were shared every day, and today 3.2 billion images are shared each day

The top 3 content marketing tactics are social media content (83%), blogs
(80%), and email newsletters (77%)

89% of B2B marketers use content marketing strategies

Google statistics
Google processes 100 billion searches a month
That’s an average of 40,000 search queries every second
91.47% of all internet searches are carried out by Google
Those searches are carried out by 1.17 billion unique users
Every day, 15% of that day’s queries have never been asked before
Google has answered 450 billion unique queries since 2003
60% of Google’s searches come from mobile devices

By 2014, Google had indexed over 130,000,000,000,000 (130 trillion) web
pages
To carry out all these searches, Google’s data centre uses 0.01% of

worldwide electricity, although it hopes to cut its energy use by 15% using
Al
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Facebook statistics

Facebook adds 500,000 new users every day; 6 new profiles every
second

68% of all Americans are on Facebook

79% of all online US adults use Facebook

76% of Facebook users check it every day

The average user spends 35 minutes on Facebook a day
The average (mean) number of friends is 155

Half of internet users who do not use Facebook themselves live with
someone who does

Of those, 24% say that they look at posts or photos on that person’s account
There are an estimated 270 million fake Facebook profiles

The most popular page is Facebook’s main page with 204.7m likes. The
most liked non-Facebook owned page is Christiano Ronaldo’s with 122.6m.

There are 60 million active business pages on Facebook
Facebook has 5 million active advertisers on the platform.

Facebook accounts for 53.1% of social logins made by consumers to sign
into the apps and websites of publishers and brands

Want more? Head to our full list of Facebook statistics.

YOU MIGHT LIKE
The Latest Social Media Image Sizes Guide

This is our up-to-the-minute list of social image sizes and dimensions for
Facebook, Twitter, Instagram, Google+, Pinterest, LinkedIn and Youtube. We're
constantly updating this post, so bookmark it to ensure your social images are as
picture perfect as possible.
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Twitter statistics
500 million people visit Twitter each month without logging in

There is a total of 1.3 billion accounts, with 326 million monthly active
users

Of those, 44% made an account and left before ever sending a Tweet
The average Twitter user has 707 followers
But 391 million accounts have no followers at all

There are 500 million Tweets sent each day. That's 6,000 Tweets every
second

Twitter’s top 5 markets (countries) account for 50% of all Tweets

It took 3 years, 2 months and 1 day to go from the first Tweet to the
billionth

45% of Americans use Twitter
65.8% of US companies with 100+ employees use Twitter for marketing

77% of Twitter users feel more positive about a brand when their Tweet
has been replied to

We have a much more extensive list of Twitter statistics here.
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YouTube statistics
300 hours of video are uploaded to Youtube every minute
People now watch 1 billion hours of YouTube videos every day
The average person wtaches 40 minutes of YouTube content a day
More than half of YouTube views come from mobile devices
94% of American 18-24 year olds use YouTube
The average mobile viewing session lasts more than 40 minutes

The user submitted video with the most views is the video for Luis Fonsi’s
song ‘Despacito’ with 4.36 billion views

YouTube sees around 1,148bn mobile video views per day
In 2014, the most searched term was music. The second was Minecraft
9% of U.S small businesses use Youtube

You can navigate YouTube in a total of 76 different languages (covering
95% of the Internet population)

We've got loads more Youtube statistics here.

Instagram statistics
There are 800 million Monthly Active Users on Instagram
Over 95 million photos are uploaded each day
There are 4.2 billion Instagram Likes per day
More than 40 billion photos have been shared so far
The average Instagram user spends 15 minutes a day on the app

90 percent of Instagram users are younger than 35
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When Instagram introduced videos, more than 5 million were shared in 24
hours

Pizza is the most popular Instagrammed food, behind sushi and steak
The most liked picture on Instagram is one of an egg
71% of Americans now use the platform

24% of US teens cite Instagram as their favorite social network

Want more? We've got a much longer list of Instagram statistics available.

Pinterest statistics
Pinterest has 200 million active users each month
31% of all online US citizens use the platform
67% of Pinterest users are under 40-years-old
The best time to Pin is Saturday from 8pm-11pm

In 2014, male audience grew 41% and their average time spent on Pinterest
tripled to more than 75 minutes per visitor

LinkedIn statistics
LinkedIn has 500 million members
106 million of those access the site on a monthly basis
More than 1 million members have published content on LinkedIn
The average CEO has 930 LinkedIn connections
Over 3 million companies have created LinkedIn accounts

But only 17% of US small businesses use LinkedIn

We also have a much larger list of LinkedIn statistics.

Snapchat statistics
Snapchat has 187m active daily users

60% of them are under 25
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In 2016, $90m was spent on Snapchat ads
The average user spends 25 minutes a day on Snapchat
78% of American 18-24 year olds use the platform

47% of US teens think it’s better than Facebook, while 24% think it's better
than Instagram

Head here to check out our bigger list of Snapchat statistics.

That’s your fill of social media statistics for now, with just a tiny fraction of the
weird and wonderful stats and facts available out there. We’ll be updating this list
as we get new data points.

If you’re looking for in-depth insights about your audience, brand or competitors,
get in touch with us for a free demo, and see how Brandwatch Analytics can
boost your social media strategy.
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The ubiquitous nature of social media has made it an unrivaled source of evidence. Particularly in
the areas of criminal, personal-injury, employment, and family law, social media evidence has
played a key role in countless cases. But the use of social media is not limited to these practice
areas. Businesses of every size can be affected by social media — both in the duty to preserve social

media content and in the desire to access relevant social media evidence in litigation.
The Duty to Preserve Social Media Evidence

Data residing on social media platforms is subject to the same duty to preserve as other types of
electronically stored information (ESI). The duty to preserve is triggered when a party reasonably
foresees that evidence may be relevant to issues in litigation. All evidence in a party’s “possession,
custody, or control” is subject to the duty to preserve. Evidence generally is considered to be within
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a party’s “control” when the party has the legal authority or practical ability to access it.

As an initial matter, social media content should be included in litigation-hold notices instructing
the preservation of all relevant evidence. Once the litigation-hold notice has been issued, parties
have available to them a number of ways to preserve social media data, depending on the particular

platform or application at issue.
Methods of Preservation

Facebook offers the ability to “Download Your Info.” With just one click of the mouse, users can
download a zip file containing timeline information, posts, messages, and photos. Information that
is not available by merely logging into an account also is included, such as the ads on which the
user has clicked, IP addresses that are logged when the user accesses his or her Facebook account,

as well as other potentially relevant information.


https://www.facebook.com/sharer/sharer.php?u=https%3A%2F%2Fwww.americanbar.org%2Fgroups%2Fbusiness_law%2Fpublications%2Fblt%2F2014%2F01%2F02_dibianca%2F
https://twitter.com/home?status=Discovery%20and%20Preservation%20of%20Social%20Media%20Evidence%20-%20https%3A%2F%2Fwww.americanbar.org%2Fgroups%2Fbusiness_law%2Fpublications%2Fblt%2F2014%2F01%2F02_dibianca%2F
https://www.facebook.com/help/131112897028467
https://www.facebook.com/help/www/405183566203254?rdrhc

Twitter offers a similar, although somewhat limited, option. Twitter users can download all Tweets
posted to an account by requesting a copy of the user’s Twitter “archive.” Twitter does not,
however, offer users a self-serve method of obtaining other, non-public information, such as IP logs.
To obtain this additional information, users must request it directly from Twitter by sending an e-

mail to privacy@twitter.com with the subject line, “Request for Own Account Information.” Twitter


https://support.twitter.com/articles/20170160

will respond to the e-mail with further instructions.

Although these self-help methods can be an excellent start, they do not address all possible data.
Therefore, it may be prudent to employ the assistance of a third-party vendor in order to ensure
complete preservation. CloudPreservation and X1 Social Discovery are two examples of
commercially available tools that are specifically designed for archiving and collecting social media

content.

Consequences of Failing to Preserve

Regardless of the method employed, preservation of social media evidence is critically important
and the consequences of failing to preserve can be significant. In the worst case, both counsel and
client may be subject to sanctions for a failure to preserve relevant evidence. In the first reported
decision involving sanctions in the social media context, Lester v. Allied Concrete Co., No. CLOS-
150 (Va. Cir. Ct. Sept. 01, 2011), aff 'd, No. 120074 (Va. Ct. App. Jan. 10, 2013), the court
sanctioned both the plaintiff and his counsel based, in large part, on its determination that they had
engaged in spoliation of social media evidence. In that case, the lawyer told his paralegal to make
sure the plaintiff “cleaned up” his Facebook page. The paralegal helped the plaintiff to deactivate
his page and delete 16 pictures from his account. Although the pictures were later recovered by

forensic experts, the court found that sanctions were warranted based on the misconduct.

In contrast to Lester, a federal court in New Jersey imposed a significantly less severe remedy for
the removal of Facebook posts. In Katiroll Company, Inc. v. Kati Roll and Platters, Inc., No. 10-
3620 (GEB) (D.N.J. Aug. 3, 2011), the court determined that the defendant committed technical
spoliation when he changed his Facebook profile picture, where the picture at issue was alleged to
show infringing trade dress. Because the defendant had “control” over his Facebook page, he had

the duty to preserve the photos.

Because the photos were relevant to the litigation, their removal was “somewhat prejudicial” to the
plaintiff. Instead of harsh monetary or evidentiary sanctions though, the court ordered a more
practical-driven resolution. Specifically, the court ordered the defendant to coordinate with the
plaintiff’s counsel to change the picture back to the allegedly infringing picture for a brief time

during which the plaintiff could print whatever posts it believed to be relevant.

Critical to the court’s decision not to award sanctions was its finding that the plaintiff had not

explicitly requested that the defendant preserve his Facebook account as evidence. The court


http://www.cloudpreservation.nextpoint.com/#&panel1-1
http://www.x1.com/products/x1_social_discovery/
http://www.courts.state.va.us/opinions/opnscvwp/1120074.pdf

concluded, instead, that it would not have been immediately clear to the defendant that changing his
Facebook profile picture would constitute the destruction of evidence. Thus, any spoliation was
unintentional. This decision supports the idea that counsel should consider issuing a litigation-hold

notice to opposing parties, as well as to one’s own client.

Even inadvertent negligence for which sanctions are not warranted, can result in the loss of
potentially relevant social media evidence. For example, in In re Pfizer, Inc. Securities Litigation,
288 F.R.D. 297 (S.D.N.Y. Jan. 8, 2013), the plaintiff-shareholders sought sanctions against Pfizer
for failing to preserve data from “e-rooms.” The “e-rooms” were internal collaboration applications
maintained by the company for use by employees in sharing documents and calendars, archiving e-
mails, and communicating via discussion boards and instant messaging. Although the company had
preserved (and produced) a tremendous amount of ESI, it had failed to preserve the data associated

with the relevant e-rooms.

The court took issue with the scope of Pfizer’s litigation-hold measures because they did not include
e-rooms. Although documents and information included in the e-rooms were likely also maintained
elsewhere and had likely been preserved and produced, the deletion of the e-rooms had resulted in
the loss of discoverable information concerning the manner in which the employees internally

organized information.

The court found that this information was relevant because it would allow the plaintiffs to draw
connections and understand the narrative of events in a way “not necessarily afforded by custodial
production.” Thus, the court concluded, the company breached its duty to preserve because the
scope of its litigation hold did not include the e-rooms. Sanctions, however, were not warranted
because the conduct was merely negligent and the plaintiffs had not shown that any lost data was,

indeed, relevant to their claims.

Preservation in a “BYOD” World

One question that remains unanswered relates to the obligation of a company to preserve the
potentially relevant social media content of its employees. In Cotton v. Costco Wholesale Corp., No.
12-2731 (D. Kan. July 24, 2013), the court denied the employee-plaintiff’s motion to compel text
messages sent or received by employees on their personal cell phones, finding that the employee
had failed to show that the employer had any legal right to obtain the text messages. In other words,

the phones and the data they contained were not in the “possession, custody, or control” of the



employer. This recent discussion is one of the first of its kind and observers will have to wait to see

whether the approach is adopted by other courts in cases to come.

The Discoverability of Social Media

Preservation of social media evidence, of course, is only one part of the process. Parties will want to
obtain relevant social media evidence as part of their informal and formal discovery efforts.
Although some courts continue to struggle with disputes involving such efforts, discovery of social

media merely requires the application of basic discovery principles in a somewhat novel context.

No Reasonable Expectation of Privacy

The user’s right to privacy is commonly an issue in discovery disputes involving social media.
Litigants continue to believe that messages sent and posts made on their Facebook pages are
“private” and should not be subject to discovery during litigation. In support of this, litigants claim
that their Facebook pages are not publicly available but, instead, are available only to a limited

number of designated Facebook “friends.”

Courts consistently reject this argument, however. Instead, courts generally find that “private” is not
necessarily the same as “not public.” By sharing the content with others — even if only a limited
number of specially selected friends — the litigant has no reasonable expectation of privacy with
respect to the shared content. Thus, the very purpose of social media — to share content with others —
precludes the finding of an objectively reasonable expectation that content will remain “private.”
Consequently, discoverability of social media is governed by the standard analysis and is not subject

to any ““social media” or “privacy” privilege.

Relevancy as the Threshold Analysis

Relevancy, therefore, becomes the focus of the discoverability analysis. Courts are wary about
granting discovery of social media content where the requesting party has not identified some
specific evidence tending to show that relevant information exists. However, a requesting party is
only able to satisfy this burden if at least some part of producing party’s social media content is
publicly available. Thus, when a litigant’s social-networking account is not publicly available, the
likelihood of its discovery diminishes significantly. As more and more users understand the
importance of privacy settings, the burden on the requesting party becomes more and more difficult

to satisfy.



Methods of Access to Social Media Evidence

Assuming a litigant is able to meet its burden to establish the relevancy of social-networking
content, the question becomes a practical one — how to obtain the sought-after information?
Currently, this question has no good answer. There have been a variety of methods requested by

litigants and ordered by the courts, with mixed degrees of success.

Direct Access to Social Media Accounts

One of the most intrusive methods of discovery is to permit the requesting party access to the entire
account. If analogized to traditional discovery, this would be the equivalent of granting access to a
litigant’s entire office merely because a relevant file is stored there. Not surprisingly, this method of

“production” has not been popular with parties or with courts.

Nevertheless, there now are several decisions in which a court has ordered a party to produce his or
her login and password information to the other side in response to a discovery request. One of
these decisions, Largent v. Reed, No. 2009-1823 (Pa. C.C.P. Nov. 8, 2011), illustrates some of the

procedural challenges that can result.

In Largent, the court ordered the plaintiff to turn over her Facebook login information to defense
counsel within 14 days of the date of the order. Defense counsel then would have 21 days to
“inspect [the plaintiff’s] profile.” After that period, the plaintiff could change her password to
prevent any further access to her account by defense counsel. Although the order specifically
identified the defendant’s lawyer as the only party who would be given the login information, it did
not specify whether the defendant was permitted to view the account’s contents once the attorney
had logged in.

Another case involving the exchange of login information resulted in more serious and permanent
harm. In Gatto v. United Airlines, Inc., No. 10-1090-ES-SCM (D.N.J. Mar. 25, 2013), the plaintiff
voluntarily provided his Facebook password to the defendants’ counsel during a settlement
conference facilitated by the court. When the defendants’ attorney later logged into the account and
printed portions of the plaintiff’s profile page as previously agreed, Facebook sent an automated
message to the plaintiff, alerting him that his account had been accessed from an unauthorized ISP

address.



The plaintiff attempted to deactivate the account but deleted it instead. As a result, all of the data
associated with the account was automatically and permanently deleted 14 days later. The court
found that the plaintiff had failed to preserve relevant evidence and granted the defendants’ request

for an adverse-inference instruction as a sanction.

Not all courts have endorsed the idea of direct access to a party’s social media account. One court
went so far as to hold that a blanket request for login information is per se unreasonable. In Trail v.
Lesko, No. GD-10-017249 (Pa. C.C.P. July 3, 2012), both sides sought to obtain Facebook posts and
pictures from the other. Neither complied and both parties filed motions seeking to compel the other

to turn over its Facebook password and username.

The court explained that a party is not entitled to free-reign access to the non-public social-
networking posts of an opposing party merely because he asks the court for it. “To enable a party to
roam around in an adversary’s Facebook account would result in the party to gain access to a great
deal of information that has nothing to do with the litigation and [] cause embarrassment if viewed
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by persons who are not ‘Friends.

One court went even further. In Chauvin v. State Farm Mutual Automobile Insurance Company, No.
10-11735, 2011 U.S. Dist. LEXIS 121600 (S.D. Mich. Oct. 20, 2011), the court affirmed an award
of sanctions against the defendant due to its motion to compel production of the plaintiff's Facebook
password. The court upheld the decision of the magistrate judge, who had concluded that the
content the defendant sought to discover was available “through less intrusive, less annoying and
less speculative means,” even if relevant. Furthermore, there was no indication that granting access
to the account would be reasonably calculated to lead to discovery of admissible information. Thus,

the motion to compel warranted an award of sanctions.

In Camera Review

In an effort to guard against overly broad disclosure of a party’s social media information, some
courts have conducted an in camera review prior to production. For example, in Offenback v.
Bowman, a No. 1:10-cv-1789, 2011 U.S. Dist. LEXIS 66432 (M.D. Pa. June 22, 2011), the
magistrate judge conducted an in camera review of the plaintiff’s Facebook account and ordered the

production of a “small segment” of the account as relevant to the plaintiff’s physical condition.

In Douglas v. Riverwalk Grill, LLC, No. 11-15230, 2012 U.S. Dist. LEXIS 120538 (E.D. Mich.
Aug. 24, 2012), the court ordered the plaintiff to provide the contents for in camera review. After



conducting its review of “literally thousands of entries,” the court noted that “majority of the issues
bear absolutely no relevance” to the case. In particular, the court found that the only entries that
could be considered discoverable were those written by the plaintiff, which could be in the form of
“comments” he made on another’s post or updates to his own “status.” The court identified the

specific entries it had determined were discoverable.

Many courts, understandably, have been less than enthusiastic about the idea of doing the parties’
burdensome discovery work. For example, in Tomkins v. Detroit Metropolitan Airport, 278 F.R.D.
387 (E.D. Mich. 2012), the court declined the parties’ suggestion that it conduct an in

camera review, explaining that “such review is ordinarily utilized only when necessary to resolve

disputes concerning privilege; it is rarely used to determine relevance.”

At least one court has agreed to “friend” a litigant for the purpose of conducting an in camerareview
of the litigant’s Facebook page. In Barnes v. CUS Nashville, LLC, No. 3:09-cv-00764, 2011 U.S.
Dist. LEXIS 143892 (M.D. Tenn. June 3, 2010), the magistrate judge offered to expedite the parties’
discovery dispute by creating a Facebook account and then “friending” two individuals “for the sole
purpose of reviewing photographs and related comments in camera.” The judge then would
“properly review and disseminate any relevant information to the parties . . . [and would] then close

Facebook account.”

Attorneys’ Eyes Only

In Thompson v. Autoliv ASP, Inc., No. 2:09-cv-01375 (D. Nev. June 20, 2012), the defendant
obtained information from the plaintift’s publicly available social-networking profiles that was
relevant to the case, but asserted that the plaintiff had since changed her account settings to prevent
the defendant from further access and had failed to produce (or had produced in overly-redacted

form) information from these profiles in response to the defendant’s formal discovery requests.

The defendant sought to have the court conduct an in camera review of the profiles in their entirety
to determine whether the plaintiff’s discovery responses were complete. Instead, the court ordered
the plaintiff to provide the requested information to the defendant’s counsel for an attorney’s-eyes-
only review for the limited purpose of identifying whether information had been improperly
withheld from production. The defendant’s counsel was instructed that it could not use the

information for any other purpose without a further ruling by the court.

Third-Party Subpoenas



While the discoverability analysis is a product of the common law, there is at least one statute
relevant to the discussion. The Stored Communications Act (SCA) limits the ability of Internet-
service providers to voluntarily disclose information about their customers and subscribers.
Although providers may disclose electronic communications with the consent of the subscriber, the
SCA does not contain an exception for disclosure pursuant to civil discovery subpoena. The
application of the SCA to discovery of communications stored on social-networking sites has

produced mixed results.

Providers, including Facebook, take the position that the SCA prohibits them from disclosing social

media contents, even by subpoena. From Facebook’s website:

Federal law prohibits Facebook from disclosing “user content (such as messages, Wall
(timeline) posts, photos, etc.), in response to a civil subpoena. Specifically, the Stored
Communications Act, 18 U.S.C. § 2701 et seq., prohibits Facebook from disclosing the

contents of an account to any non-governmental entity pursuant to a subpoena or court order.

One of the earliest cases to address the issue, Crispin v. Christian Audigier, Inc., 717 F. Supp. 2d
965 (C.D. Cal. 2010), concluded that the SCA prohibited a social-networking site from producing a
user’s account contents in response to a civil discovery subpoena. In that case, the defendants served
subpoenas on several third parties, including Facebook and MySpace, seeking communications

between the plaintiff and another individual. The plaintiff moved to quash the subpoenas.

The court held that plaintiff had standing to bring the motion, explaining that “an individual has a
personal right in information in his or her profile and inbox on a social-networking site and his or
her webmail inbox in the same way that an individual has a personal right in employment and bank
records.” Moreover, the court determined that the providers were electronic communication service
(ECS) providers under the SCA and were thus prohibited from disclosing information contained in

“electronic storage.”

The SCA does not override a party’s obligation to produce relevant ESI, though. To the contrary, a
party must produce information that is within its possession, custody, or control. Thus, a court can
compel a party to execute an authorization for the release of social media content. With an executed
authorization, a properly issued subpoena, and, in most cases, a reasonably small payment for

associated costs, litigants can obtain all information related to a user’s social media account.

Lessons Learned



Although the world of social media and other new technology continues to present novel questions,
the answers are often derived by applying a “pre-Facebook™ analysis. For example, businesses
understand that they have an obligation to preserve potentially relevant evidence. Social media

evidence is no different and should be preserved in the same way as paper documents and emails.

Similarly, parties in litigation are entitled to discovery of all relevant, non-privileged information.
Thus, social media content is subject to discovery, despite the privacy settings imposed by the
account user. Nevertheless, only relevant information must be produced and it is the responsibility

of counsel to make the relevancy determination.

Parties and counsel are well advised to adjust their thinking so that social media becomes just
another type of ESI. And, like emails and other forms of electronic data, social media must be

preserved and is subject to discovery if relevant to the dispute.
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A majority of Americans use Facebook and YouTube, but young adults are
especially heavy users of Snapchat and Instagram
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A new Pew Research Center survey of U.S. adults finds that the social media landscape in early 2018 is defined by a

mix of long-standing trends and newly emerging narratives.


http://www.pewresearch.org/about
http://www.pewresearch.org/follow-us
https://pewresearch.networkforgood.com/?utm_source=PewInternet&utm_medium=InternalPromo&utm_campaign=TopDonateButton
http://www.pewresearch.org/
javascript:void(0)
javascript:void(0)
http://www.pewresearch.org/staff/aaron-smith
http://www.pewresearch.org/staff/monica-anderson
https://twitter.com/intent/tweet?text=Social%20Media%20Use%20in%202018&url=http://pewrsr.ch/2F2aKLE
https://www.linkedin.com/shareArticle?mini=true?summary=Facebook%20and%20YouTube%20dominate%20the%20social%20media%20landscape.%20But%20younger%20Americans%2C%20especially%20those%20ages%2018%20to%2024%2C%20stand%20out%20in%20using%20a%20variety%20of%20platforms%20like%20Snapchat%2C%20Instagram%20and%20Twitter.&url=http://pewrsr.ch/2F2aKLE&title=Social%20Media%20Use%202018:%20Demographics%20and%20Statistics&source=PewResearch
javascript:window.print();

Majority of Americans now use Facebook, YouTube

% of U.S. adults who say they use the following social media sites online or
on their cellphone
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Facebook and YouTube dominate this landscape, as notable majorities of U.S. adults use each of these sites. At the
same time, younger Americans (especially those ages 18 to 24) stand out for embracing a variety of platforms and using
them frequently. Some 78% of 18- to 24-year-olds use Snapchat, and a sizeable majority of these users (71%) visit the
platform multiple times per day. Similarly, 71% of Americans in this age group now use Instagram and close to half

(45%) are Twitter users.

As has been the case (http://www.pewinternet.org/2016/11/11/social-media-update-2016/pi_2016-11-11_social-media-
update_0-08/) since the Center began surveying about the use of different social media in 2012, Facebook remains the
primary platform for most Americans. Roughly two-thirds of U.S. adults (68%) now report that they are Facebook
users, and roughly three-quarters of those users access Facebook on a daily basis. With the exception of those 65 and

older, a majority of Americans across a wide range of demographic groups now use Facebook.

But the social media story extends well beyond Facebook. The video-sharing site YouTube — which contains many
social elements, even if it is not a traditional social media platform — is now used by nearly three-quarters of U.S.
adults and 94% of 18- to 24-year-olds. And the typical (median) American reports that they use three of the eight major
platforms that the Center measured in this survey.


http://www.pewinternet.org/2016/11/11/social-media-update-2016/pi_2016-11-11_social-media-update_0-08/

These findings also highlight the public’s sometimes conflicting attitudes toward social media. For example, the share
of social media users who say these platforms would be hard to give up has increased by 12 percentage points
compared with a survey conducted in early 2014. But by the same token, a majority of users (59%) say it would not be
hard to stop using these sites, including 29% who say it would not be hard at all to give up social media.

Different social media platforms show varied growth

Facebook remains the most widely used social media platform by a relatively healthy margin: some 68% of U.S. adults
are now Facebook users. Other than the video-sharing platform YouTube, none of the other sites or apps measured in
this survey are used by more than 40% of Americans.

The Center has asked about the use of five of these platforms (Facebook, Twitter, Instagram, LinkedIn and Pinterest)
in several previous surveys of technology use. And for the most part, the share of Americans who use each of these
services is similar to what the Center found in its previous survey of social media use conducted in April 2016. The
most notable exception is Instagram: 35% of U.S. adults now say they use this platform, an increase of seven
percentage points from the 28% who said they did in 2016.

The youngest adults stand out in their social media consumption

Social platforms like Snapchat and Instagram are
especially popular among those ages 18 to 24
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(http://www.pewinternet.org/2018/03/01/social-media-use-in-2018/pi_2018-03-01_social-media_0-02/) As was true in
previous Pew Research Center surveys of social media use, there are substantial differences in social media use by age.
Some 88% of 18- to 29-year-olds indicate that they use any form of social media. That share falls to 78% among those
ages 30 10 49, to 64% among those ages 50 to 64 and to 37% among Americans 65 and older.

At the same time, there are pronounced differences in the use of various social media platforms within the young adult
population as well. Americans ages 18 to 24 are substantially more likely to use platforms such as Snapchat, Instagram
and Twitter even when compared with those in their mid- to late-20s. These differences are especially notable when it


http://www.pewinternet.org/2018/03/01/social-media-use-in-2018/pi_2018-03-01_social-media_0-02/

comes to Snapchat: 78% of 18- to 24-year-olds are Snapchat users, but that share falls to 54% among those ages 25 to
29.

With the exception of those 65 and older, Facebook is used by a majority of Americans across a wide range of
demographic groups. But other platforms appeal more strongly to certain subsets of the population. In addition to the
age-related differences in the use of sites such as Instagram and Snapchat noted above, these are some of the more

prominent examples:

= Pinterest remains substantially more popular with women (41% of whom say they use the site) than with men
(16%).

» LinkedIn remains especially popular among college graduates and those in high-income households. Some 50%
of Americans with a college degree use LinkedIn, compared with just 9% of those with a high school diploma or

less.

» The messaging service WhatsApp is popular in Latin America, and this popularity also extends to Latinos in the
United States — 49% of Hispanics report that they are WhatsApp users, compared with 14% of whites and 21% of
blacks.

For more details on social media platform use by different demographic groups, see Appendix A

(http://www.pewinternet.org/2018/03/01/social-media-use-2018-appendix-a-detailed-table/) .

Roughly three-quarters of Facebook users — and around six-in-ten Snapchat and Instagram users — visit each
site daily

A majority of Facebook, Snapchat and Instagram users
visit these platforms on a daily basis

Among U.S. adulfs who say they use __ ,the % who use each site ...

NET
Several timesa day  About oncesday Less often  Daily

Facebook 26% T4%
Srapchat 45 14 36 63
Instagram 38 22 25 &0
YouTube 29 17 55 45
L give answer are notshown. “Less often” category includes
times a week, everyfew weeks or less often.

“Social Media Use in 2018°

PEW RESEARCH CENTER
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(http://www.pewinternet.org/2018/03/01/social-media-use-in-2018/pi_2018-03-01_social-media_0-03/) Along with being the
most popular social media site, Facebook users also visit the site with high levels of frequency. Fully 74% of Facebook
users say they visit the site daily, with around half (51%) saying they do several times a day. The share of Facebook
users who visit the site on a daily basis is statistically unchanged compared with 2016, when 76% of Facebook users
reported they visited the site daily.

While the overall share of Americans who use Snapchat is smaller than that of Facebook, a similar share of Snapchat
users (49%) say they use the platform multiple times per day. All told, a majority of Snapchat (63%) and Instagram
(60%) users indicate that they visit these platforms on a daily basis. The share of Instagram users who visit the
platform daily has increased slightly since 2016 when 51% of Instagram users were daily visitors. (Note: this is the first
year the Center has specifically asked about the frequency of Snapchat use in a telephone poll.)

In addition to adopting Snapchat and Instagram at high rates, the youngest adults also stand out in the frequency with
which they use these two platforms. Some 82% of Snapchat users ages 18 to 24 say they use the platform daily, with
71% indicating that they use it multiple times per day. Similarly, 81% of Instagram users in this age group visit the
platform on daily basis, with 55% reporting that they do so several times per day.

The median American uses three of these eight social platforms

As was true in previous surveys of social media use, there is a substantial amount of overlap between users of the
various sites measured in this survey. Most notably, a significant majority of users of each of these social platforms also
indicate that they use Facebook and YouTube. But this “reciprocity” extends to other sites as well. For instance,
roughly three-quarters of both Twitter (73%) and Snapchat (777%) users also indicate that they use Instagram.

Substantial ‘reciprocity’ across major social media platforms

% of __userswhoalso ...
Use Use Use Use Use se Use Use
Twitter Instagram Facebook Snapchat YouTube Whatsipp Pinterest Linkedin

Twitter - T3% 0% Bd% 95% 35% 49% B0%
Instagram 50 - a1 60 as 35 47 41
Facebook 32 47 - 35 87 27 37 33
Snapchat 48 TT 89 - a5 33 44 37
YouTube 31 45 81 35 - 28 36 32
WhatsApp 38 1) 85 40 a2 - 33 40
Finterest 41 ] 89 41 az 25 - 42

Linkedin 47 5T 90 40 o4 35 49 -

90% of LinkedIn userzs
also use Facebook

PEW RESEARCH CENTER

This overlap is broadly indicative of the fact that many Americans use multiple social platforms. Roughly three-
quarters of the public (73%) uses more than one of the eight platforms measured in this survey, and the typical
(median) American uses three of these sites. As might be expected, younger adults tend to use a greater variety of
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social media platforms. The median 18- to 29-year-old uses four of these platforms, but that figure drops to three
among 30- to 49-year-olds, to two among 50- to 64-year-olds and to one among those 65 and older.

A majority of social media users say it would not be difficult to give up these sites

Majority of users say it would not be
hard to give up social media
Among U.5. social media users, the % of who say it
would be ___ fo give up social media

Hard to give up Mot hard to give up

All =ocial

' 58%
media users
18-24 51 49
25-24 40 &80
30-49 43 bE

PEW RESEARCH CENTER

(http://www.pewinternet.org/2018/03/01/social-media-use-in-2018/pi_2018-03-01_social-media_0-05/) Even as a majority of
Americans now use social platforms of various kinds, a relatively large share of these users feel that they could give up

social media without much difficulty.

Some 59% of social media users think it would not be hard to give up social media, with 29% indicating it would not be
hard at all. By contrast, 40% say they would indeed find it hard to give up social media — although just 14% think it
would be “very hard” to do this. At the same time, the share of social media users who would find it hard to give up
these services has grown somewhat in recent years. The Center asked an identical question in a survey conducted in
January 2014, and at that time, 28% of social media users indicated they would have a hard time giving up social

media, including 11% who said it would be “very hard.”

These findings vary by age. Roughly half of social media users ages 18 to 24 (51%) say it would be hard to give up social
media, but just one-third of users ages 50 and older feel similarly. The data also fit broadly with other findings the
Center has collected about Americans’ attitudes toward social media. Despite using them for a wide range of reasons,
just 3% of social media users indicate that they have a lot of trust (http://www.pewinternet.org/2017/09/11/how-people-
approach-facts-and-information/pi_2017-09-11_factsandinfo_1-02/) in the information they find on these sites. And
relatively few have confidence in these platforms to keep their personal information safe

(http://www.pewinternet.org/2017/01/26/americans-and-cybersecurity/pi_01-26-cyber-00-02/) from bad actors.
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Social Media

By Stephen P. Laitinen
and Hilary J. Loynes

The use of social media

as a form of informal
discovery is inexorably

gaining foothold.
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A New “Must
Use” Tool In

Litigation?

With the exploding popularity of social media and, in par-

ticular, social networking sites, lawyers cannot afford to

ignore how such media impacts every aspect of litigation.

The Internet houses a potential gold mine of information

that a savvy attorney can use in various
litigation stages, from voir dire to discover
and eliminate a potential juror who could
prejudice a client, to closing to craft a per-
suasive argument that is tailored to an
audience.

People are putting more and more per-
sonal information on the Internet. In the
United States, no less than 35 percent of
adult Internet users and 66 percent of Inter-
net users under the age of 30 have a profile
on a social networking site. Amanda Len-
hart, Pew Internet Project Data Memo 1,
Pew Internet & American Life Project (Jan.
14, 2009), available at http://www.pewinternet
brg/Reports/2009/Adults-and-Social-Networks
\Nebsites.aspﬂ (follow “Read Full Report”
hyperlink). So while the young are still
more likely to have a presence in social
media than their elders, American adults
have quadrupled their social media usage
since 2005. Id. Staggeringly, Facebook has
more than 400 million active users, and
each month more than 100 million peo-
ple log onto to MySpace. Facebook Press

© 2010 DRI. All rights reserved.

Room, http /Iwww.facebook.com/press.ph
low StatIStICS hyperlink) (last visited Jul

yspace.com/pressroom?url=/fact+sheet] (last
visited July 9, 2010). Twitter, the micro-
blogging site, has also made a startling
impression on social media—it will soon
post its 20 billionth tweet, only four years
after its inception. GigaTweet, Counting
the Number of Tweets, ttp://popacular.com]
gigatweet] (last visited July 9, 2010).

~ TImportantly for litigators, evidence sug-
gests that the rapid rise of social media
sites “is changing the way people spend
their time online and has ramifications
for how people behave, share, and interact
within their normal daily lives.” Nielsen,
Global Faces and Networked Places: A
Nielsen Report on Social Networking’s New
Global Footprzntl (Mar 2009) available at

uploads/2009/03/n|elsen globalfaces_mar09.pdf.
Consequently, in preparing for trial, in-
cluding voir dire, litigators should expand
their searches to include social media sites,

= Stephen P. Laitinen is a partner and Hilary J. Loynes is an associate in Larson King’s St. Paul, Minnesota,
office. Both focus their practices in the areas of complex commercial, intellectual property, insurance and
product and professional liability disputes. Mr. Laitinen chairs the Commercial Litigation Committee of the
Minnesota Defense Lawyers Association, and both authors are members of DRI,
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the places where people are posting, reply-
ing, and communicating, such as Facebook
and Twitter.

Social Networking Sites:

An Overview

Currently Facebook, MySpace and Twit-
ter are the three most widely used social
media sites in the United States. However,
there are numerous ways in which a tech-
savvy lawyer can find information about
potential jurors.

Facebook

Facebook now boasts more than 400 mil-
lion active users, and it estimates that peo-
ple post over 60 million status updates
each day and share over five billion pieces
of content—web links, news stories, blog
posts, notes, and photos—each week. Face-

nesses, nonprofits, sports teams, people,
television shows, and products. Under
Facebook’s new privacy settings, even if a
person has marked his or her profile as pri-
vate, generally his or her “fan” pages are
visible, along with his or her profile pic-
ture and a select list of Facebook friends.
Consequently, even if a potential juror has
privacy settings that limit access to his or
her profile to his or her online friends, the
list of his or her “fan” pages can provide a
practitioner with much valuable informa-
tion about that person’s interests, views,
and values.

MySpace

Currently, MySpace boasts more than 70
million active users in the United States
alone. MySpace Fact Sheet, available at
http://www.myspace.com/pressroom?url=|

book Press Room, fittp://www.facebook.com/

act+sheet/| (last visited July 9, 2010).

(follow “Statistics” hyperlink) (last
visited July 9, 2010) (last visited July 9,
2010). Facebook also estimates that users
spend on average 55 minutes per day on
Facebook. Moreover, a recent article claims
that people spend more time per month
on Facebook than any other Internet site.
Adam Ostrow, People Spend 3x More Time
on Facebook Than Google, Mashable:
The Social Media Guide
Eom/2009/09/17/facebook—googIe-time-spent .
Finally, more than 100 million active users
access Facebook on their mobile devices.
This exorbitant usage demonstrates the
veritable treasure trove of information
available about potential jurors, witnesses,
parties, and even opposing counsel.
Facebook enables people to connect and
interact with other people by becoming
“friends” online. It allows users to organize
and connect in “networks” formed around
any number of different common factors,
such as city, school, workplace, and region.
Users each have their own “profile” that
they can update by making posts on their
“wall,” adding pictures, and posting links.
Users can also comment on other users’
profiles and postings. This information,
depending on privacy settings, is generally
only available to an individual user’s Face-
book friends. However, some users allow
access to their profile, or parts of their pro-
file, to anyone in the same network.
Facebook also allows users to become
“fans” of various things, including busi-

MySpace defines itself as “a technology
company connecting people through per-
sonal expression, content, and culture.
MySpace empowers its global community
to experience the Internet through a social
lens by integrating personal profiles, pho-
tos, videos, mobile, games, and the world’s
largest music community.” Id. Similar to
Facebook, MySpace users can connect and
organize in a variety of different groups,
post bulletins on their “bulletin board” for
their MySpace friends to see, and post com-
ments on their friends’ bulletin boards.

The main difference between Face-
book and MySpace is user demograph-
ics. MySpace tends to serve a young age
group, generally teenagers, while statistics
indicate that Facebook has an older and
more professional customer base. In addi-
tion, more MySpace users employ “screen
names,” making them harder to track than
on Facebook.

Twitter

Twitter is a “micro-blogging” site that
allows users to send and receive updates
known as “tweets.” Tweets are limited to
140-character-long posts that are displayed
on a user’s page and delivered to that user’s
subscribers. A user may restrict access to
their tweets to their circle of friends, or
by default, allow anybody access to them.
Twitter has gained general acceptance as
a method of self-promotion. This type of
self-promotion can be useful for litigators

in garnering information about a juror or
potential juror’s bias, opinions, and values.

Twitter was started in 2006, and while
it is currently third in size by user base—
behind Facebook and MySpace—it is the
fastest growing of the three social net-
works. Michelle McGiboney, Twitter’s
Tweet Smell of Success, NIELSEN WIRE, Mar.
18, 2009, http://blog.nielsen.com/nielsenwire]

| 8 B B B |
This type of self-

promotion can be useful
for litigators in garnering

information about a juror
or potential juror’s bias,
opinions, and values.

bnline_mobile/twitters-tweet-smelI-of-successl.
Indeed, over 40 million tweets are sent each
day. GigaTweet, available at
bom/gigatweet/analytics.phd (last visited July
9,2010).

Twitter’s purpose, in contrast to Face-
book and MySpace, is to enable users to
follow their interests, from politics and reli-
gion, to sports and knitting. According to
Twitter, it “keeps you informed with what
matters most to you today and helps you
discovery what might matter to you most
tomorrow. The timely bits of information
that spread through Twitter can help you
make better choices and decisions and,
should you so desire, creates a platform for
you to influence what is being talked about
around the world.” About Twitter, avail-
able at http://twitter.com/abou{ (Last visited
July 9, 2010).

Other Sources of Juror

Information on the Web

Potential jurors can have a significant
Internet presence without ever having
had a social networking page. Informa-
tion about potential jurors can be found
in a near-limitless number of places. Ju-
rors post opinions online via blog post-
ings, comments on newspaper articles or
other people’s blogs, or in letters to the
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editor. Practitioners with limited time to
research potential jurors should, in addi-
tion to checking Facebook, MySpace,
and Twitter, conduct Internet searches in
(1) Google, using the potential juror’s name
and hometown or business or occupation;
(2) Google News, which will enable a user
to find out if a potential juror has been the
subject of a news story; (3) local news sites,

| B B B B |
More than one-

third of adults on

social networks
still allow anyone to
see their profile.

which may have information that Google
News did not pick up; (4) the business or
employer’s website where a potential juror
is employed; (5) Wink.com, which is a
catch-all search engine for blogs, websites,
photo-sharing sites, and other social net-
work profiles; (6) Zoominfo.com, which is
a business information search engine for
announcements and business informa-
tion; (7) Blogsearch.google.com, for more
specific blogging information; (8) Yoname.
com, which can reveal if a potential juror
uses any other social networking sites; and
(9) “general” or “people” searches in com-
mon photo-sharing sites, such as YouTube,
Shutterfly, and Flickr. Christopher B. Hop-
kins, Internet Social Networking Sites for
Lawyers, TRIAL ADVOCATE QUARTERLY,
Spring 2009. If voir dire in a case lasts sev-
eral days, or if it is necessary to continue
juror investigation during a trial, a litiga-
tor can also search arrests and lawsuits on
the county sheriff’s office and the county
clerk’s office websites, workers’ compen-
sation claims, political contributions, and
consumer complaints. Id.

These sites can reveal important infor-
mation about a potential juror’s back-
ground and potential prejudices. Archived
news articles, for example, could show
that a potential juror had been in an auto
accident similar to the one at issue in a
case, filed a consumer complaint about a
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similar product, or even that the poten-
tial juror won a sizable amount in a recent
lottery. There is a significant amount of
information in cyberspace for practitio-
ners to use, the scope of which is only
limited by what is sought and how much
time someone has to find it. Practitio-
ners should conduct a cost-benefit anal-
ysis before conducting some of the more
in-depth searches.

Social Media and Voir Dire
Social media sites provide reservoirs of
information and powerful tools from which
a practitioner may glean a general under-
standing of a potential juror. The wealth of
information online, from Facebook posts
to letters to the editor, produces a detailed
picture of how an individual votes, spends
money, and sounds off on controversial
issues. While most users restrict access to
their profiles and pages, more than one-
third of adults on social networks still
allow anyone to see their profile. Amanda
Lenhart, Pew Internet Project Data Memo
3, Pew Internet & American Life Proj-
ect (Jan. 14, 2009), available at Fttp://www
ewinternet.org/Reports/2009/Adults-and-Social§
Network-Websites.aspq (follow “Read Full
Report” hyperlink).

Moreover, with social networks jock-
eying to make money, either by selling or
allowing access to vital marketing infor-
mation, more information is becoming
available as sites change their privacy set-
tings. For example, after Facebook recently
altered its privacy settings, users often
inadvertently shared more information
than they realized, such as photos, network
memberships, and their “fan” pages.

A potential juror’s willingness to share
his or her thoughts and activities with the
world can greatly benefit an attorney dur-
ing voir dire. The purpose of allowing pre-
emptory challenges is to remove jurors that
are potentially unfavorably disposed to a
client’s case or arguments. Social network-
ing sites provide attorneys with additional
avenues to find this information, as well as
to supplement or verify information pro-
vided by a juror on a jury questionnaire or
by the juror during voir dire.

For example, during voir dire for a case
involving patent rights, a jury consultant
discovered that a 74-year-old potential
juror had a similar experience in her busi-

ness as the one that formed the basis of
the plaintiff’s complaint—someone used
her designs without permission. Carol J.
Williams, Jury Duty? May Want to Edit
Online Profile, Los ANGELES TIMES, Sept.
om/2008/sep/29/nation/na-jury2d (last vis-
ited July 9, 2010). Having a juror who could
sympathize with the plaintift’s case would
certainly have boded well for the plain-
tiff. However, because the information was
also available to the defense, the juror was
struck from the jury pool. Had the defense
not been careful to do due diligence and
independently research the potential ju-
rors, it might not have discovered the wom-
an’s likely prejudice, which could have
yielded unfavorable results.

Another case, which involved the infa-
mous “dirty-bomber,” Jose Padilla, fur-
ther demonstrates the need to conduct
independent investigations of potential ju-
rors. In that case, a jury consultant dis-
covered that despite a 100-question survey
sent to the potential jury pool, the ques-
tionnaire failed to reveal that one poten-
tial juror had resigned from public office
and was under investigation. Carol J. Wil-
liams, Jury Duty? May Want to Edit Online
Profile, L.A. TIMES, Sept. 29, 2008, available
at pttp://articles.latimes.com/2008/sep/29/nation
d. Rather, this information was only
discovered after an independent investiga-
tion of each potential juror.

As discussed above, attorneys can find
a person’s Internet presence by search-
ing Google or individual social network-
ing sites with combinations of relevant
information: name, residence, phone num-
ber, email address, or occupation. It is
important for practitioners to remember
that users often use nicknames or screen
names, particularly when commenting on
articles and blogs, so unless a practitio-
ner asks a the jury panel for this informa-
tion, he or she might not be able to access
potentially relevant information. Of course,
an attorney must weigh whether such a
request would “turn oft” potential jurors
because although understandable, jurors
may perceive that question as an invasion
of privacy.

Consequently, in voir dire an attorney
should carefully consider whether to ask
potential jurors about their online presence
and, in particular, if they have anything
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that someone can read online, including
blogs or a website. It may be useful to ask a
question to uncover whether potential ju-
rors have online presences in the juror ques-
tionnaire, if one is used. The benefit of such
a question was demonstrated in a Wiscon-
sin case in which the judge asked potential
jurors if they blogged. See A Trial Law-
yer’s Guide to Social Networking Sites, Part
I, Deliberations: Law, News, and Thoughts
on Juries and Jury Trials, available at pttp:/
|urylaw.typepad.com/deliberations/2007/10/a-trial
awyers.htmi (last visited July 9, 2010). One
of the jurors revealed that he was, in fact, a
blogger. This information led attorneys not
only to the potential juror’s “edgy” blog, but
also to his Twitter posts from the court-
room. The juror actually posted a tweet,
stating, “Still sitting for jury duty crap.
Hating it immensely. Plz don’t pick me. Plz
don’t pick me.” Id. This information would
have been difficult to discover had it not
been addressed in the juror questionnaire
or directly asked during voir dire. As a
practical matter, an attorney is best served
if the question comes from a neutral van-
tage point, such as a judge or a juror ques-
tionnaire, rather than directly from the
attorney during voir dire questioning. A
potential juror may easily become suspi-
cious or untrusting of an attorney if the
juror feels that the attorney has asked “too
many” invasive, personal questions.

A similar incident occurred in another
case in which the plaintiff’s counsel dis-
covered that a potential juror had updated
his Facebook status to “sitting in hell ‘aka
jury duty.” Kimball Perry, Juror Booted for
Facebook Comment,” DAYTON DAILY NEwWS
Feb. 1,2009, at A6, available at Fttp://content]
hcpro.com/pdf/content/z28698.pd]. However,
the information was not uncovered from
the person’s answers on the juror ques-
tionnaire; rather, the plaintiff’s paralegal
only discovered the post while conducting
informal Internet discovery on the poten-
tial jurors. The information was recovered
despite the juror’s privacy settings because
the juror belonged to the Cincinnati, Ohio,
network on Facebook. He had his page set
up so that every one of the 238,000 people
that belonged to the network could view his
page and, consequently, his postings. Id.
The plaintiff’s counsel requested that the
juror be removed from the pool, and the
judge granted the request. Id.

In addition to discovering information
about potential jurors, an attorney can use
social media sites to check the veracity of a
potential juror’s answers to voir dire ques-
tions. For example, in one case, a potential
juror denied knowing a fellow jury candi-
date, but his Facebook page revealed that
the two not only knew each other, but they
were in fact cousins. See Posting of Bryan
Van Veck, Attorneys Using Social Network-
ing Sites for Jury Selection, to California
Labor and Employment Defense Blog (Sept.
29, 2008), http://www.vtzlawblog.com/2008/09
hrticles/employment-policies/attorneys-using-
social-networking-sites-for—jury-selection4 (last
visited July 9, 2010). The discovery got the
juror dismissed for cause. Id. In another
instance, Internet research revealed that
a juror denied having a criminal record
despite having two prior theft charges.
Dixon Jurors Said to Still Chat on Facebook,
BALTIMORE SuN, Jan. 5, 2010, available
at http://articles.baltimoresun.com/2010-01-05
hews/bal-md.facebook05jan05 1_five-jurors-
acebook-social-networking-sitd (last visited
July 9, 2010). Finally, in another case, social
media research provided valuable informa-
tion about a potential juror’s affiliations. In
that case, the potential juror, in responding
to the juror questionnaire, indicated that
he had no affiliations; however, Internet
research revealed that he in fact belonged
to several fringe, right-wing, conserva-
tive groups. Julie Kay, Social Networking
Sites Help Vet Jurors, NAT'L L. J., Aug. 18,
2008. These compelling examples dem-
onstrate that informal discovery through
social media sites can yield valuable infor-
mation on the veracity of a potential juror’s
responses to questions during voir dire and
can provide valid reasons to have a juror
dismissed for cause.

Frankly, the difficulty with pursuing
this type of informal discovery is that often
attorneys have limited time frames within
which to proceed. Some states, for example,
do not allow access to potential juror lists
until the day that voir dire begins, while
others, particularly in federal court, will
provide lists well in advance. The strategy
chosen for researching potential jurors will
greatly hinge on how much in advance an
attorney receives potential juror informa-
tion. However, even if an attorney does not
receive the names of potential jurors until
shortly before voir dire begins, prudence

dictates that an attorney do at least some
investigating.

One method to obtain “real time” infor-
mation during voir dire is to bring an
Internet-enabled phone or computer into
the courtroom gallery, if the trial judge
allows it, which is not always the case.
Reception permitting, a practitioner can
ask the court for two copies of the juror list

EEEEE
In voir dire an attorney

should carefully consider

whether to ask potential
jurors about their
online presence.

and have a member of the trial team, pref-
erably well out of the sight of the poten-
tial jurors, run a preliminary search on
each potential juror and record the rele-
vant information next to each juror’s name
on the list. If the researcher can discreetly
convey the information to the voir dire
questioner, the questioner can formulate
specific questions to ask prospective ju-
rors to aid in juror selection. However, a
researcher can have difficulty accessing the
Internet, particularly in heavily shielded
federal courts, due to weak signals.

Attorneys can find a wealth of infor-
mation about potential jurors online,
and since the time that people spend on
social media sites continues to grow rap-
idly, the available information will only
continue to grow. Certainly traditional
sources of information and, at times, the
proverbial “gut feeling” and simple intu-
ition, will continue to govern voir dire.
However, clearly, a tech-savvy trial team
can uncover extremely useful information
online, which will facilitate a careful and
thoughtful assessment of a potential juror’s
background and experiences.

Using Social Media After Voir Dire

Social media can also prove beneficial
in presenting and crafting a case. Con-
sequently, just because a jury has been
selected does not necessarily mean that
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COMMERCIAL LITIGATION

Internet research is finished. Attorneys
can make use of social media to tailor their
opening statements and closing arguments.
For example, as discussed above, a juror’s
“fan” lists on his or her Facebook page can
provide valuable information about that
person’s values and opinions. If a juror’s
Facebook page reveals that the person is a
“fan” of a particular environmental group

EEEEN
Attorneys should exercise

caution because jurors
may feel that their privacy

has been invaded and
become distrustful of not
only an attorney, but also
the legal system itself.

or charity, or that the person is an avid ani-
mal lover, when appropriate, a savvy lawyer
might be able to use analogies or anecdotes
to gain sympathy for a client. See Julie Kay,
Social Networking Sites Help Vet Jurors,
Nar’L L. ], Aug. 18, 2008.

In addition, a recent case demonstrates
why an attorney needs to monitor a jury’s
social media profiles even during a trial.
In Maryland, five jurors charged with
deciding the case of the Baltimore mayor
accused of misdemeanor embezzlement
became Facebook friends during the trial.
Dixon Jurors Said to Still Chat on Face-
book, BALTIMORE SUN, Jan. 5, 2010. After
the mayor’s conviction, the mayor moved
for a new trial based on evidence that the
jurors had continued to communicate on
Facebook, even though the judge specifi-
cally asked them not to talk about the case.
Id. The judge requested that the five ju-
rors hand over printouts of all their Face-
book communications during the course
of the trial and asked them not to discuss
the trial issues before the hearing. How-
ever, at least three of the five communi-
cated via Facebook with apparent sarcasm
about how they did not “know” each other
even after the request from the judge pro-
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hibiting communication. Id. In another
surprising case, an undecided juror posted
a poll on her Facebook “wall” with details
about a case, stating, “I don’t know which
way to go, so I'm holding a poll.” Daniel A.
Ross, Juror Abuse of the Internet, N.Y.L.].
Sept. 8, 2009, available at
Eom/SiteFiles/Pub828.pd{. After the attorney
made the discovery, the judge dismissed
the juror and allowed the case to pro-
ceed. Id. The attorneys in that case would
not have known of this egregious miscon-
duct had they not continued to monitor the
juror’s profile during the trial.

Attorneys also need to be mindful that
jurors, especially tech-savvy millennial or
Generation Y members, will very likely use
social media to research the trial lawyers,
clients, and witnesses. It is a good idea for
lawyers to know what information exists in
the public domain about the various trial
participants to anticipate and manage juror
perceptions to the extent possible.

Continual Internet research, therefore, is
not only valuable for constructing and pre-
senting a persuasive case, it can also help
uncover juror misconduct and provide an
attorney with cause in the rare instance
that misconduct warrants a mistrial or a
new trial.

Okay, But Is It Ethical?

While most people would agree that such
extensive “background” checks on poten-
tial jurors are arguably invasive, the gen-
eral consensus is that the practice is not
unethical. Conducting background checks
on potential jurors has been generally
accepted practice as long as an attorney or
trial team do not try to obtain information
through deceit. In general, commentators
dismiss concerns for privacy, arguing that
on social media sites users control their
own content and privacy settings—namely,
“if you post something on the Internet for
all the world to see, you shouldn’t be sur-
prised if all the world sees it.” Carol J. Wil-
liams, Jury Duty? May Want to Edit Online
Profile, L.A. TiMES, Sept. 29, 2008, avail-

Courts appear to share this view. For
example, the Sixth Circuit has stated that
users of social networking sites “logically
lack a legitimate expectation of privacy in
the materials intended for publication or

public posting.” Guest v. Leis, 255 F.3d 325,
332 (6th Cir. 2001); Independent Newspa-
pers, Inc. v. Brodie, 966 A.2d 432, 438 n.3
(Md. 2009) (“The act of posting informa-
tion on a social networking site, without
the poster limiting access to that informa-
tion, makes whatever is posted available
to the world at large.”); Yath v. Fairview
Clinics, 767 N.W.2d 34, 43-44 (Minn. Ct.
App. 2009) (deeming information posted
on social networking websites public
information).

Although relevant legal opinion on this
issue is scarce at present, practitioners are
encouraged to consider their state’s eth-
ics rules and, in particular, ABA Model
Rules of Professional Conduct 3.5 and 8.4.
The Model Rules instruct attorneys that
it is professional misconduct to “engage
in conduct involving dishonesty, fraud,
deceit or misrepresentation.” Model Rules
of Prof’l Conduct R. 8.4. The Model Rules
also instruct that “a lawyer shall not seek
to influence a judge, juror, prospective
juror or other official by means prohib-
ited by law.” Model Rules of Prof’l Con-
duct R. 3.5. Attorneys using social media
to gather information on jurors or potential
jurors should obviously avoid attempts to
“friend” jurors and prospective jurors and
very carefully avoid anything potentially
construable as an improper, prohibited
contact or an attempt to influence a juror.
See, e.g., People v. Fernino, 851 N.Y.S.2d 339
(N.Y. City Crim. Ct. 2008) (finding that a
“friend” request on MySpace constituted
contact).

In one of the only ethics opinions regard-
ing social media usage in jury selection, the
Philadelphia Bar Association issued an
Advisory Opinion on informal Internet
research in response to an attorney’s plan
to access a witness’s MySpace and Face-
book profiles. Philadelphia Bar Assn Prof’]
Guidance Comm. Op. 2009-02 (March
2009). The attorney planned to have a third
party, unknown to the witness, become the
witness” “friend” on the sites. The third
party would not lie during the process, but
would not reveal the attorney’s intentions.
If the witness gave access to the third party,
the third party would pass along informa-
tion to the attorney. Id.

The advisory opinion relied on ethics
rules to state that the attorney’s plan was
indeed impermissible. Even though the
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interaction would have been solely between
a third party and a nonparty witness, the
opinion deemed it unethical because it
attempted to acquire information through
deceptive means. The opinion found that
the proposed action was dissimilar to the
ethical practice of videotaping the pub-
lic conduct of a personal injury plaintiff
because in that situation the videogra-
pher was not required to enter a private
area to make the video. The opinion, there-
fore, found that the user’s privacy settings,
which limited access to those persons who
were the witness’ “friends,” implicitly cre-
ated a private space that an attorney could
not access through deceptive means. Inter-
estingly, the opinion noted that if the attor-
ney directly made the “friend” request,
and the witness granted it, accessing the
profiles would be permissible. Philadel-
phia Bar Assn Prof’l Guidance Comm. Op.
2009-02 (March 2009).

Attorneys engaged in Internet research
of jurors and potential jurors should,
therefore, be duly mindful of their ethi-
cal obligations. In addition, overtly using
information gathered on social media sites
can be precarious. Attorneys should exer-
cise caution because jurors may feel that
their privacy has been invaded and become
distrustful of not only an attorney, but also
the legal system itself.

Conclusion

Despite widely divergent viewpoints on
the usefulness of social media in litiga-
tion, from “everything in war is fair game,”
to “most of the information is noise, and
useless noise at that,” its use as a form of
informal discovery is inexorably gaining
a foothold in litigation strategy. See Carol
J. Williams, Jury Duty? May Want to Edit
Online Profile, L.A. TIMES, Sept. 29, 2008,
available at pttp:/articles.latimes.com/2008/

Isep/29/nation/na-jury2§1. While in truth, in
most cases attorneys will not find that
“smoking gun,” the rise of social media
increases the likelihood of finding that
valuable information on at least a few pro-
spective jurors.

Self-generated social media content is
uniquely rich. It can provide a power-
ful lens through which a practitioner may
view a juror or potential juror. What juror’s
opinions are not formed, at least in part, by
his or her social background, education,
and experience? Because this information
can be easily gleaned from social network-
ing and related sites, litigators would be
remiss in failing to at least consider using
social media as a litigation tool, in the right
context. As some suggest, with the wealth
of information available to practitioners
and their clients, “Anyone who does not
make use of [Internet searches] is border-
ing on malpractice.” Id. FD
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THE PHILADELPHIA BAR ASSOCIATION
PROFESSIONAL GUIDANCE COMMITTEE
Opinion 2009-02

(March 2009)

The inquirer deposed an 18 year old woman (the “witness”). The witness is not a party
to the litigation, nor is she represented. Her testimony is helpful to the party adverse to
the inquirer’s client.

During the course of the deposition, the witness revealed that she has “Facebook” and
“Myspace” accounts. Having such accounts permits a user like the witness to create
personal “pages” on which he or she posts information on any topic, sometimes
including highly personal information. Access to the pages of the user is limited to
persons who obtain the user’s permission, which permission is obtained after the user is
approached on line by the person seeking access. The user can grant access to his or
her page with almost no information about the person seeking access, or can ask for
detailed information about the person seeking access before deciding whether to allow
access.

The inquirer believes that the pages maintained by the witness may contain information
relevant to the matter in which the witness was deposed, and that could be used to
impeach the witness’s testimony should she testify at trial. The inquirer did not ask the
witness to reveal the contents of her pages, either by permitting access to them on line
or otherwise. He has, however, either himself or through agents, visited Facebook and
Myspace and attempted to access both accounts. When that was done, it was found
that access to the pages can be obtained only by the witness’s permission, as
discussed in detail above.

The inquirer states that based on what he saw in trying to access the pages, he has
determined that the witness tends to allow access to anyone who asks (although it is
not clear how he could know that), and states that he does not know if the witness
would allow access to him if he asked her directly to do so.

The inquirer proposes to ask a third person, someone whose name the witness will not
recognize, to go to the Facebook and Myspace websites, contact the witness and seek
to “friend” her, to obtain access to the information on the pages. The third person
would state only truthful information, for example, his or her true name, but would not
reveal that he or she is affiliated with the lawyer or the true purpose for which he or she
is seeking access, namely, to provide the information posted on the pages to a lawyer
for possible use antagonistic to the witness. If the witness allows access, the third
person would then provide the information posted on the pages to the inquirer who
would evaluate it for possible use in the litigation.
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The inquirer asks the Committee’s view as to whether the proposed course of conduct
is permissible under the Rules of Professional Conduct, and whether he may use the
information obtained from the pages if access is allowed.

Several Pennsylvania Rules of Professional Conduct (the “Rules”) are implicated
in this inquiry.

Rule 5.3. Responsibilities Regarding Nonlawyer Assistants provides in part that,
With respect to a nonlawyer employed or retained by or associated with a lawyer:...

(c) alawyer shall be responsible for conduct of such a person that would be a violation
of the Rules of Professional Conduct if engaged in by a lawyer if:

(1) the lawyer orders or, with the knowledge of the specific conduct,
ratifies the conduct involved; ...

Since the proposed course of conduct involves a third person, the first issue that must
be addressed is the degree to which the lawyer is responsible under the Rules for the
conduct of that third person. The fact that the actual interaction with the witness would
be undertaken by a third party who, the committee assumes, is not a lawyer does not
insulate the inquirer from ethical responsibility for the conduct.

The Committee cannot say that the lawyer is literally “ordering” the conduct that would
be done by the third person. That might depend on whether the inquirer’s relationship
with the third person is such that he might require such conduct. But the inquirer plainly
is procuring the conduct, and, if it were undertaken, would be ratifying it with full
knowledge of its propriety or lack thereof, as evidenced by the fact that he wisely is
seeking guidance from this Committee. Therefore, he is responsible for the conduct
under the Rules even if he is not himself engaging in the actual conduct that may violate
arule. (Of course, if the third party is also a lawyer in the inquirer’s firm, then that
lawyer’s conduct would itself be subject to the Rules, and the inquirer would also be
responsible for the third party’s conduct under Rule 5.1, dealing with Responsibilities of
Partners, Managers and Supervisory Lawyers.)

Rule 8.4. Misconduct provides in part that,
It is professional misconduct for a lawyer to:

(a) violate or attempt to violate the Rules of Professional Conduct, knowingly assist or
induce another to do so, or do so through the acts of another; ...

(c) engage in conduct involving dishonesty, fraud, deceit or misrepresentation; ...
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Turning to the ethical substance of the inquiry, the Committee believes that the
proposed course of conduct contemplated by the inquirer would violate Rule 8.4(c)
because the planned communication by the third party with the witness is
deceptive. It omits a highly material fact, namely, that the third party who asks to
be allowed access to the witness’s pages is doing so only because he or she is
intent on obtaining information and sharing it with a lawyer for use in a lawsuit to
impeach the testimony of the witness. The omission would purposefully conceal
that fact from the witness for the purpose of inducing the witness to allow access,
when she may not do so if she knew the third person was associated with the
inquirer and the true purpose of the access was to obtain information for the
purpose of impeaching her testimony.

The fact that the inquirer asserts he does not know if the witness would permit
access to him if he simply asked in forthright fashion does not remove the
deception. The inquirer could test that by simply asking the witness forthrightly for
access. That would not be deceptive and would of course be permissible.

Plainly, the reason for not doing so is that the inquirer is not sure that she will
allow access and wants to adopt an approach that will deal with her possible
refusal by deceiving her from the outset. In short, in the Committee’s view, the
possibility that the deception might not be necessary to obtain access does not
excuse it.

The possibility or even the certainty that the witness would permit access to her pages
to a person not associated with the inquirer who provided no more identifying
information than would be provided by the third person associated with the lawyer does
not change the Committee’s conclusion. Even if, by allowing virtually all would-be
“friends” onto her FaceBook and MySpace pages, the witness is exposing herself to
risks like that in this case, excusing the deceit on that basis would be improper.
Deception is deception, regardless of the victim’s wariness in her interactions on the
internet and susceptibility to being deceived. The fact that access to the pages may
readily be obtained by others who either are or are not deceiving the witness, and that
the witness is perhaps insufficiently wary of deceit by unknown internet users, does not
mean that deception at the direction of the inquirer is ethical.

The inquirer has suggested that his proposed conduct is similar to the common --
and ethical -- practice of videotaping the public conduct of a plaintiff in a personal injury
case to show that he or she is capable of performing physical acts he claims his injury
prevents. The Committee disagrees. In the video situation, the videographer simply
follows the subject and films him as he presents himself to the public. The
videographer does not have to ask to enter a private area to make the video. If he did,
then similar issues would be confronted, as for example, if the videographer took a
hidden camera and gained access to the inside of a house to make a video by
presenting himself as a utility worker.
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Rule 4.1. Truthfulness in Statements to Others provides in part that,
In the course of representing a client a lawyer shall not knowingly:
(a) make a false statement of material fact or law to a third person; ...

The Committee believes that in addition to violating Rule 8.4c, the proposed conduct
constitutes the making of a false statement of material fact to the witness and therefore
violates Rule 4.1 as well.

Furthermore, since the violative conduct would be done through the acts of another third
party, this would also be a violation of Rule 8.4a. *

The Committee is aware that there is controversy regarding the ethical propriety of a
lawyer engaging in certain kinds of investigative conduct that might be thought to be
deceitful. For example, the New York Lawyers’ Association Committee on Professional
Ethics, in its Formal Opinion No. 737 (May, 2007), approved the use of deception, but
limited such use to investigation of civil right or intellectual property right violations
where the lawyer believes a violation is taking place or is imminent, other means are not
available to obtain evidence and rights of third parties are not violated.

! The Committee also considered the possibility that the proposed conduct would violate Rule 4.3,
Dealing with Unrepresented person, which provides in part that

(a) In dealing on behalf of a client with a person who is not represented
by counsel, a lawyer shall not state or imply that the lawyer is
disinterested . . .

(c) When the lawyer knows or reasonably should know that the
unrepresented person misunderstands the lawyer’s role in the matter the
lawyer should make reasonable efforts to correct the misunderstanding.

Since the witness here is unrepresented this rule addresses the interactions between her and the
inquirer. However, the Committee does not believe that this rule is implicated by this proposed course of
conduct. Rule 4.3 was intended to deal with situations where the unrepresented person with whom a
lawyer is dealing knows he or she is dealing with a lawyer, but is under a misapprehension as to the
lawyer’s role or lack of disinterestedness. In such settings, the rule obligates the lawyer to insure that
unrepresented parties are not misled on those matters. One might argue that the proposed course here
would violate this rule because it is designed to induce the unrepresented person to think that the third
person with whom she was dealing is not a lawyer at all (or lawyer’s representative), let alone the
lawyer’s role or his lack of disinterestedness. However, the Committee believes that the predominating
issue here is the deception discussed above, and that that issue is properly addressed under Rule 8.4.
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Elsewhere, some states have seemingly endorsed the absolute reach of Rule 8.4. In
People v. Pautler, 47 P. 3d 1175 (Colo. 2002), for example, the Colorado Supreme
Court held that no deception whatever is allowed, saying,

“Even noble motive does not warrant departure from the rules of Professional
Conduct. .. We reaffirm that members of our profession must adhere to the
highest moral and ethical standards. Those standards apply regardless of
motive. Purposeful deception by an attorney licensed in our state is intolerable,
even when undertaken as a part of attempting to secure the surrender of a
murder suspect. . . . Until a sufficiently compelling scenario presents itself and
convinces us our interpretation of Colo. RPC 8.4(c) is too rigid, we stand resolute
against any suggestion that licensed attorneys in our state may deceive or lie or
misrepresent, regardless of their reasons for doing so. “ The opinion can be
found at http://www.cobar.org/opinions/opinion.cfm?opinionid=627&courtid=2

The Oregon Supreme Court in In Re Gatti, 8 P3d 966 (Ore 2000), ruled that no
deception at all is permissible, by a private or a government lawyer, even
rejecting proposed carve-outs for government or civil rights investigations,
stating,

“The Bar contends that whether there is or ought to be a prosecutorial or some
other exception to the disciplinary rules is not an issue in this case. Technically,
the Bar is correct. However, the issue lies at the heart of this case, and to ignore
it here would be to leave unresolved a matter that is vexing to the Bar,
government lawyers, and lawyers in the private practice of law. A clear answer
from this court regarding exceptions to the disciplinary rules is in order.

As members of the Bar ourselves -- some of whom have prior experience as
government lawyers and some of whom have prior experience in private practice -- this
court is aware that there are circumstances in which misrepresentations, often in the
form of false statements of fact by those who investigate violations of the law, are useful
means for uncovering unlawful and unfair practices, and that lawyers in both the public
and private sectors have relied on such tactics. However, . .. [flaithful adherence to the
wording of [the analog of Pennsylvania’s Rule 8.4], and this court's case law does not
permit recognition of an exception for any lawyer to engage in dishonesty, fraud, deceit,
misrepresentation, or false statements. In our view, this court should not create an
exception to the rules by judicial decree.” The opinion can be found at
http://www.publications.ojd.state.or.us/S45801.htm

Following the Gatti ruling, Oregon’s Rule 8.4 was changed. It now provides:

“(a) Itis professional misconduct for a lawyer to: . . . (3) engage in conduct involving
dishonesty, fraud, deceit or misrepresentation that reflects adversely on the lawyer’s
fitness to practice law.

©2009 The Philadelphia Bar Association 5
All Rights Reserved



(b) Notwithstanding paragraphs (a)(1), (3) and (4) and Rule 3.3(a)(1), it shall not be
professional misconduct for a lawyer to advise clients or others about or to supervise
lawful covert activity in the investigation of violations of civil or criminal law or
constitutional rights, provided the lawyer's conduct is otherwise in compliance with
these Rules of Professional Conduct. ‘Covert activity,” as used in this rule, means an
effort to obtain information on unlawful activity through the use of misrepresentations
or other subterfuge. ‘Covert activity’ may be commenced by a lawyer or involve a
lawyer as an advisor or supervisor only when the lawyer in good faith believes there
is a reasonable possibility that unlawful activity has taken place, is taking place or will
take place in the foreseeable future. “

lowa has retained the old Rule 8.4, but adopted a comment interpreting the Rule to
permit the kind of exception allowed by Oregon.

The Committee also refers the reader to two law review articles collecting other
authorities on the issue. See Deception in Undercover Investigations: Conduct Based
v. Status Based Ethical Analysis, 32 Seattle Univ. L. Rev.123 (2008), and Ethical
Responsibilities of Lawyers for Deception by Undercover Investigators and
Discrimination Testers: An Analysis of the Provisions Prohibiting Misrepresentation
under Model Rules of Professional Conduct, 8 Georgetown Journal of Legal Ethics 791
(Summer 1995).

Finally, the inquirer also requested the Committee’s opinion as to whether or not, if he
obtained the information in the manner described, he could use it in the litigation. The
Committee believes that issue is beyond the scope of its charge. If the inquirer
disregards the views of the Committee and obtains the information, or if he obtains it in
any other fashion, the question of whether or not the evidence would be usable either
by him or by subsequent counsel in the case is a matter of substantive and evidentiary
law to be addressed by the court.

CAVEAT: The foregoing opinion is advisory only and is based upon the facts set forth
above. The opinion is not binding upon the Disciplinary Board of the Supreme Court of
Pennsylvania or any other Court. It carries only such weight as an appropriate
reviewing authority may choose to give it.
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THE ASSOCIATION OF THE BAR OF THE CITY OF NEW YORK
COMMITTEE ON PROFESSIONAL ETHICS

FORMAL OPINION 2010-2

OBTAINING EVIDENCE
FROM SOCIAL NETWORKING WEBSITES

TOPIC: Lawyers obtaining information from social networking websites.

DIGEST: A lawyer may not attempt to gain access to a social networking website under
false pretenses, either directly or through an agent.

RULES: 4.1(a), 5.3(c)(1), 8.4(a) & (c)

QUESTION: May a lawyer, either directly or through an agent, contact an
unrepresented person through a social networking website and request permission to
access her web page to obtain information for use in litigation?

OPINION

Lawyers increasingly have turned to social networking sites, such as Facebook, Twitter
and YouTube, as potential sources of evidence for use in litigation.> In light of the
information regularly found on these sites, it is not difficult to envision a matrimonial
matter in which allegations of infidelity may be substantiated in whole or part by
postings on a Facebook wall.? Nor is it hard to imagine a copyright infringement case
that turns largely on the postings of certain allegedly pirated videos on YouTube. The
potential availability of helpful evidence on these internet-based sources makes them an
attractive new weapon in a lawyer's arsenal of formal and informal discovery devices.?
The prevalence of these and other social networking websites, and the potential

! Social networks are internet-based communities that individuals use to communicate with each other

and view and exchange information, including photographs, digital recordings and files. Users create a
profile page with personal information that other users may access online. Users may establish the level
of privacy they wish to employ and may limit those who view their profile page to “friends” — those who
have specifically sent a computerized request to view their profile page which the user has accepted.
Examples of currently popular social networks include Facebook, Twitter, MySpace and LinkedIn.

% See, e.g., Stephanie Chen, Divorce attorneys catching cheaters on Facebook, June 1, 2010,
http://www.cnn.com/2010/TECHY/social.media/06/01/facebook.divorce.lawyers/index.html?hpt=C2.

% See, e.q., Bass ex rel. Bass v. Miss Porter’s School, No. 3:08cv01807, 2009 WL 3724968, at *1-2 (D.
Conn. Oct. 27, 2009).




benefits of accessing them to obtain evidence, present ethical challenges for attorneys
navigating these virtual worlds.

In this opinion, we address the narrow question of whether a lawyer, acting either alone
or through an agent such as a private investigator, may resort to trickery via the internet
to gain access to an otherwise secure social networking page and the potentially helpful
information it holds. In particular, we focus on an attorney's direct or indirect use of
affirmatively “deceptive” behavior to "friend" potential withesses. We do so in light of,
among other things, the Court of Appeals’ oft-cited policy in favor of informal discovery.
See, e.q., Niesig v. Team I, 76 N.Y.2d 363, 372, 559 N.Y.S.2d 493, 497 (1990) (“[T]he
Appellate Division’s blanket rule closes off avenues of informal discovery of information
that may serve both the litigants and the entire justice system by uncovering relevant
facts, thus promoting the expeditious resolution of disputes.”); Muriel, Siebert & Co. v.
Intuit Inc., 8 N.Y.3d 506, 511, 836 N.Y.S.2d 527, 530 (2007) (“the importance of
informal discovery underlies our holding here”). It would be inconsistent with this policy
to flatly prohibit lawyers from engaging in any and all contact with users of social
networking sites. Consistent with the policy, we conclude that an attorney or her agent
may use her real name and profile to send a “friend request” to obtain information from
an unrepresented person's social networking website without also disclosing the
reasons for making the request.* While there are ethical boundaries to such “friending,”
in our view they are not crossed when an attorney or investigator uses only truthful
information to obtain access to a website, subject to compliance with all other ethical
requirements. See, e.q., id., 8 N.Y.3d at 512, 836 N.Y.S.2d at 530 (“Counsel must still
conform to all applicable ethical standards when conducting such [ex parte] interviews
[with opposing party’s former employee].” (citations omitted)).

The potential ethical pitfalls associated with social networking sites arise in part from the
informality of communications on the web. In that connection, in seeking access to an
individual's personal information, it may be easier to deceive an individual in the virtual
world than in the real world. For example, if a stranger made an unsolicited face-to-face
request to a potential witness for permission to enter the witness’'s home, view the
witness's photographs and video files, learn the witness’s relationship status, religious
views and date of birth, and review the witness’s personal diary, the withess almost
certainly would slam the door shut and perhaps even call the police.

In contrast, in the “virtual” world, the same stranger is more likely to be able to gain
admission to an individual’'s personal webpage and have unfettered access to most, if
not all, of the foregoing information. Using publicly-available information, an attorney or
her investigator could easily create a false Facebook profile listing schools, hobbies,

* The communications of a lawyer and her agents with parties known to be represented by counsel are

governed by Rule 4.2, which prohibits such communications unless the prior consent of the party’s lawyer
is obtained or the conduct is authorized by law. N.Y. Profl Conduct R. 4.2. The term “party” is generally
interpreted broadly to include “represented witnesses, potential withesses and others with an interest or
right at stake, although they are not nominal parties.” N.Y. State 735 (2001). Cf. N.Y. State 843
(2010)(lawyers may access public pages of social networking websites maintained by any person,
including represented parties).

2.



interests, or other background information likely to be of interest to a targeted witness.
After creating the profile, the attorney or investigator could use it to make a “friend
request” falsely portraying the attorney or investigator as the witness's long lost
classmate, prospective employer, or friend of a friend. Many casual social network
users might accept such a “friend request” or even one less tailored to the background
and interests of the witness. Similarly, an investigator could e-mail a YouTube account
holder, falsely touting a recent digital posting of potential interest as a hook to ask to
subscribe to the account holder's “channel” and view all of her digital postings. By
making the “friend request” or a request for access to a YouTube “channel,” the
investigator could obtain instant access to everything the user has posted and will post
in the future. In each of these instances, the “virtual” inquiries likely have a much
greater chance of success than if the attorney or investigator made them in person and
faced the prospect of follow-up questions regarding her identity and intentions. The
protocol on-line, however, is more limited both in substance and in practice. Despite the
common sense admonition not to “open the door” to strangers, social networking users
often do just that with a click of the mouse.

Under the New York Rules of Professional Conduct (the “Rules”), an attorney and those
in her employ are prohibited from engaging in this type of conduct. The applicable
restrictions are found in Rules 4.1 and 8.4(c). The latter provides that “[a] lawyer or law
firm shall not . . . engage in conduct involving dishonesty, fraud, deceit or
misrepresentation.” N.Y. Prof| Conduct R. 8.4(c) (2010). And Rule 4.1 states that “[i]n
the course of representing a client, a lawyer shall not knowingly make a false statement
of fact or law to a third person.” 1d. 4.1. We believe these Rules are violated whenever
an attorney “friends” an individual under false pretenses to obtain evidence from a
social networking website.

For purposes of this analysis, it does not matter whether the lawyer employs an agent,
such as an investigator, to engage in the ruse. As provided by Rule 8.4(a), “[a] lawyer
or law firm shall not . . . violate or attempt to violate the Rules of Professional Conduct,
knowingly assist or induce another to do so, or do so through the acts of another.” 1d.
8.4(a). Consequently, absent some exception to the Rules, a lawyer’s investigator or
other agent also may not use deception to obtain information from the user of a social
networking website. See id. Rule 5.3(b)(1) (“A lawyer shall be responsible for conduct
of a nonlawyer employed or retained by or associated with the lawyer that would be a
violation of these Rules if engaged in by a lawyer, if . . . the lawyer orders or directs the
specific conduct or, with knowledge of the specific conduct, ratifies it . . ..").

We are aware of ethics opinions that find that deception may be permissible in rare
instances when it appears that no other option is available to obtain key evidence. See
N.Y. County 737 (2007) (requiring, for use of dissemblance, that “the evidence sought is
not reasonably and readily obtainable through other lawful means”); see also ABCNY
Formal Op. 2003-02 (justifying limited use of undisclosed taping of telephone
conversations to achieve a greater societal good where evidence would not otherwise
be available if lawyer disclosed taping). Whatever the utility and ethical grounding of
these limited exceptions -- a question we do not address here -- they are, at least in
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most situations, inapplicable to social networking websites. Because non-deceptive
means of communication ordinarily are available to obtain information on a social
networking page -- through ordinary discovery of the targeted individual or of the social
networking sites themselves -- trickery cannot be justified as a necessary last resort.”
For this reason we conclude that lawyers may not use or cause others to use deception
in this context.

Rather than engage in “trickery,” lawyers can -- and should -- seek information
maintained on social networking sites, such as Facebook, by availing themselves of
informal discovery, such as the truthful “friending” of unrepresented parties, or by using
formal discovery devices such as subpoenas directed to non-parties in possession of
information maintained on an individual’s social networking page. Given the availability
of these legitimate discovery methods, there is and can be no justification for permitting
the use of deception to obtain the information from a witness on-line.®

Accordingly, a lawyer may not use deception to access information from a social

networking webpage. Rather, a lawyer should rely on the informal and formal discovery
procedures sanctioned by the ethical rules and case law to obtain relevant evidence.

September 2010

® Although a question of law beyond the scope of our reach, the Stored Communications Act, 18 U.S.C. §
2701(a)(1) et seq. and the Electronic Communications Privacy Act, 18 U.S.C. § 2510 et seq., among
others, raise questions as to whether certain information is discoverable directly from third-party service
providers such as Facebook. Counsel, of course, must ensure that her contemplated discovery comports
with applicable law.

® While we recognize the importance of informal discovery, we believe a lawyer or her agent crosses an
ethical line when she falsely identifies herself in a “friend request”. See, e.q., Niesig v. Team |, 76 N.Y.2d
363, 376, 559 N.Y.S.2d 493, 499 (1990) (permitting ex parte communications with certain employees);
Muriel Siebert, 8 N.Y.3d at 511, 836 N.Y.S.2d at 530 (“[T]he importance of informal discovery underlie[s]
our holding here that, so long as measures are taken to steer clear of privileged or confidential
information, adversary counsel may conduct ex parte interviews of an opposing party’s former
employee.”).
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Opinion 2014-5
May 2014

Summary: A lawyer for a party may "friend" an unrepresented adversary in order to obtain information helpful
to her representation from the adversary's nonpublic website only when the lawyer has been able to send a
message that discloses his or her identity as the party's lawyer.

Facts: A lawyer inquires whether she may directly request access to "non-public information" on a potential
adverse party's social networking site (Facebook) to attempt to ascertain information relevant to contemplated
litigation when the opposing party (X) is at present unrepresented.

Discussion: We begin our analysis with the reported fact that X is unrepresented. Rule 4.3 provides that "(a) In
dealing on behalf of a client with a person who is not represented by counsel, a lawyer shall not state or imply
that the lawyer is disinterested. When the lawyer knows or reasonably should know that the unrepresented
person misunderstands the lawyer's role in the matter, the lawyer shall make reasonable efforts to correct the
misunderstanding." We will assume that as of the moment the inquirer does not know that X has counsel. Rule
4.3 states that a lawyer shall makes a reasonable effort to correct any misunderstanding of an unrepresented
party with whom the lawyer is dealing concerning the lawyer's role. This requirement seems derived from the
more general proposition contained in Rule 4.1(a) that "[i]n the course of representing a client a lawyer shall not
knowingly. . . " make a false statement of material fact or law to a third person." Rule 8.4(c) makes the same
point even more broadly: "It is professional misconduct for a lawyer to . . . engage in conduct involving
dishonesty, fraud, deceit, or misrepresentation . . . .

In the Committee's view, it is not permissible for the lawyer who is seeking information about an unrepresented
party to access the personal website of X and ask X to "friend"[1] her without disclosing that the requester is the
lawyer for a potential plaintiff. In so doing, the lawyer would be engaging in deceit forbidden by Rules 4.1 and
8.4(c). See Philadelphia Bar Association Opinion 2009-2 and San Diego County Bar Association Legal Ethics
Opinion 2011-2. Moreover, this is a situation where not only is X likely to misunderstand the lawyer's role but
also one where the lawyer has enabled the misunderstanding. See New Hampshire Advisory Ethics Opinion
2012-13/05. We do not agree with the conclusion of the Oregon Ethics Committee in its Opinion No. 2013-189
that the burden should be on the unrepresented party to ask about the inquirer's purpose rather than on the lawyer
to disclose her identity and/or purpose. We believe that it is permissible to "friend" X in this situation in order to
access nonpublic information only when the lawyer has been able to send a message that discloses her identity
as the plaintiff's lawyer. Facebook, LinkedIn and other social media sites allow the invitation to include a
message. We also do not agree with the suggestion in Formal Opinion 2010-2 of the New York City Bar
Association's Committee that the lawyer's identification message may be contained in a "profile" created on the
lawyer's personal social media page. It is well known that "friending" requests are often granted quite casually,
and viewing the invitee's profile is not necessarily a mandatory step in accepting a "friend" request. The lawyer's
message must accompany the "friending" request in order to avoid the very real possibility that the recipient will
be deceived. Although this communication medium is obviously different, the bottom line resembles a telephone
call in which the lawyer does not adequately identify herself.

It is incumbent on the inquiring lawyer to keep in mind, however, that at some point she may learn that in fact X
has come to be represented by counsel. At such point, the Rules change and any communication with X becomes
subject to the prohibition contained in Rule 4.2. (As to a lawyer's "knowledge" of representation, see Rule 4.2,
Comment 5.) Rule 4.2 provides that "[i]n representing a client, a lawyer shall not communicate about the subject
of the representation with a person the lawyer knows to be represented by another lawyer in the matter, unless



the lawyer has the consent of the other lawyer or is authorized by law to do so." This Opinion does not address
any issues relating to social media when the restrictions of Rule 4.2 are involved.

This Opinion addresses only the factual situation described herein and is not meant to advise with respect to
other hypothetical situations involving access to social networking sites.

This advice is that of a committee without official government status.
This opinion was approved for publication by the Massachusetts Bar Association's House of Delegates on May

8, 2014.

[1] For simplicity, we refer to Facebook/Instagram terminology, but the Committee's view applies equally to
connecting on LinkedIn and other similar social media.



FORMAL OPINION NO 2013-189

Accessing Information about Third Parties
through a Social Networking Website

Facts:

Lawyer wishes to investigate an opposing party, a witness, or a
juror by accessing the person’s social networking website. While viewing
the publicly available information on the website, Lawyer learns that
there is additional information that the person has kept from public view
through privacy settings and that is available by submitting a request
through the person’s website.

Questions:

1. May Lawyer review a person’s publicly available infor-
mation on a social networking website?

2. May Lawyer, or an agent on behalf of Lawyer, request
access to a person’s nonpublic information?

3. May Lawyer, or an agent on behalf of Lawyer, use a
computer username or other alias that does not identify Lawyer when
requesting permission from the account holder to view nonpublic infor-
mation?

Conclusions:
1. Yes.
2. Yes, qualified.

3. No, qualified.
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Discussion:
1.

Lawyer may access publicly available information on a

social networking website.*
Oregon RPC 4.2 provides:

In representing a client or the lawyer’s own interests, a lawyer

shall not communicate or cause another to communicate on the subject
of the representation with a person the lawyer knows to be represented
by a lawyer on that subject unless:

@) the lawyer has the prior consent of a lawyer repre-

senting such other person;

SO; or

(b) the lawyer is authorized by law or by court order to do

(©) a written agreement requires a written notice or demand

to be sent to such other person, in which case a copy of such notice or
demand shall also be sent to such other person’s lawyer.

Accessing the publicly available information on a person’s social
networking website is not a “communication” prohibited by Oregon RPC
4.2. OSB Formal Ethics Op No 2005-164 discusses the propriety of a
lawyer accessing the public portions of an adversary’s website and
concludes that doing so is not “communicating” with the site owner
within the meaning of Oregon RPC 4.2. The Opinion compared accessing
a website to reading a magazine article or purchasing a book written by
an adversary. The same analysis applies to publicly available information
on a person’s social networking web pages.?

1

Although Facebook, MySpace, and Twitter are current popular social networking

websites, this opinion is meant to apply to any similar social networking websites.

This analysis is not limited to adversaries in litigation or transactional matters; it

applies to a lawyer who is accessing the publicly available information of any
person. However, caution must be exercised with regard to jurors. Although a
lawyer may review a juror’s publicly available information on social networking
websites, communication with jurors before, during, and after a proceeding is
generally prohibited. Accordingly, a lawyer may not send a request to a juror to
access nonpublic personal information on a social networking website, nor may a
lawyer ask an agent do to do so. See Oregon RPC 3.5(b) (prohibiting ex parte
communications with a juror during the proceeding unless authorized to do so by
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2. Lawyer may request access to nonpublic information if the
person is not represented by counsel in that matter and no actual
representation of disinterest is made by Lawyer.

To access nonpublic information on a social networking website, a
lawyer may need to make a specific request to the holder of the account.?
Typically that is done by clicking a box on the public portion of a
person’s social networking website, which triggers an automated
notification to the holder of the account asking whether he or she would
like to accept the request. Absent actual knowledge that the person is
represented by counsel, a direct request for access to the person’s non-
public personal information is permissible. OSB Formal Ethics Op No
2005-164.4

In doing so, however, Lawyer must be mindful of Oregon RPC
4.3, which regulates communications with unrepresented persons.
Oregon RPC 4.3 provides, in pertinent part:

In dealing on behalf of a client or the lawyer’s own interests
with a person who is not represented by counsel, a lawyer shall not
state or imply that the lawyer is disinterested. When the lawyer knows
or reasonably should know that the unrepresented person misunder-
stands the lawyer’s role in the matter, the lawyer shall make
reasonable efforts to correct the misunderstanding. . . .

law or court order); Oregon RPC 3.5(c) (prohibiting communication with a juror
after discharge if (1) the communication is prohibited by law or court order; (2)
the juror has made known to the lawyer a desire not to communicate; or (3) the
communication involves misrepresentation, coercion, duress, or harassment);
Oregon RPC 8.4(a)(4) (prohibiting conduct prejudicial to the administration of
justice). See, generally, ABA/BNA Lawyers’ Manual on Professional Conduct
8 61:808 and cases cited therein.

3 This is sometimes called “friending,” although it may go by different names on
different services, including “following” and *“subscribing.”

4 See, for example, New York City Bar Formal Ethics Op No 2010-2, which con-
cludes that a lawyer “can—and should—seek information maintained on social
networking sites, such as Facebook, by availing themselves of informal discovery,
such as the truthful “friending’ of unrepresented parties.”
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The purpose of the rule is to avoid the possibility that a nonlawyer
will believe lawyers “carry special authority” and that a nonlawyer will
be “inappropriately deferential” to someone else’s lawyer. Apple Corps
Ltd. v. Int’l Collectors Soc., 15 F Supp2d 456 (DNJ 1998) (finding no
violation of New Jersey RPC 4.3 by lawyers and lawyers’ investigators
posing as customers to monitor compliance with a consent order).> A
simple request to access nonpublic information does not imply that
Lawyer is “disinterested” in the pending legal matter. On the contrary, it
suggests that Lawyer is interested in the person’s social networking
information, although for an unidentified purpose.

Similarly, Lawyer’s request for access to nonpublic information
does not in and of itself make a representation about the Lawyer’s role. In
the context of social networking websites, the holder of the account has
full control over who views the information available on his or her pages.
The holder of the account may allow access to his or her social network
to the general public or may decide to place some, or all, of that
information behind “privacy settings,” which restrict who has access to
that information. The account holder can accept or reject requests for
access. Accordingly, the holder’s failure to inquire further about the
identity or purpose of unknown access requestors is not the equivalent of
misunderstanding Lawyer’s role in the matter.® By contrast, if the holder
of the account asks for additional information to identify Lawyer, or if
Lawyer has some other reason to believe that the person misunderstands

> See also ABA Model RPC 4.3 cmt [1] (“An unrepresented person, particularly
one not experienced in dealing with legal matters, might assume that a lawyer is
disinterested in loyalties or is a disinterested authority on the law even when the
lawyer represents a client.”). Cf. In re Gatti, 330 Or 517, 8 P3d 966 (2000), in
which the court declined to find an “investigatory exception” and disciplined a
lawyer who used false identities to investigate an alleged insurance scheme.
Oregon RPC 8.4(b), discussed below, was adopted to address concerns about the
Gatti decision.

6 Cf. Murphy v. Perger [2007] O.J. No 5511, (S.C.J.) (Ontario, Canada) (requiring
personal injury plaintiff to produce contents of Facebook pages, noting that “[t]he
plaintiff could not have a serious expectation of privacy given that 366 people
have been granted access to the private site.”)
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Lawyer’s role, Lawyer must provide the additional information or
withdraw the request.

If Lawyer has actual knowledge that the holder of the account is
represented by counsel on the subject of the matter, Oregon RPC 4.2
prohibits Lawyer from making the request except through the person’s
counsel or with the counsel’s prior consent.” See OSB Formal Ethics Op
No 2005-80 (rev 2016) (discussing the extent to which certain employees
of organizations are deemed represented for purposes of Oregon RPC
4.2).

3. Lawyer may not advise or supervise the use of deception in
obtaining access to nonpublic information unless Oregon RPC 8.4(b)
applies.

Oregon RPC 8.4(a)(3) prohibits a lawyer from engaging in “con-
duct involving dishonesty, fraud, deceit or misrepresentation that reflects
adversely on the lawyer’s fitness to practice law.”® See also Oregon RPC
4.1(a) (prohibiting a lawyer from knowingly making a false statement of
material fact to a third person in the course of representing a client).
Accordingly, Lawyer may not engage in subterfuge designed to shield
Lawyer’s identity from the person when making the request.’

As an exception to Oregon RPC 8.4(a)(3), Oregon RPC 8.4(b)
allows a lawyer “to advise clients or others about or to supervise lawful
covert activity in the investigation of violations of civil or criminal law or
constitutional rights, provided the lawyer’s conduct is otherwise in
compliance with these Rules of Professional Conduct.” For purposes of
the rule “covert activity” means:

" In re Newell, 348 Or 396, 409, 234 P3d 967 (2010) (reprimanding lawyer who
communicated on “subject of the representation”).

8 See In re Carpenter, 337 Or 226, 95 P3d 203 (2004) (lawyer received public
reprimand after assuming false identity on social media website).

® See Oregon RPC 8.4(a), which prohibits a lawyer from violating the Oregon
Rules of Professional Conduct (RPCs), from assisting or inducing another to do
so, or from violating the RPCs *“through the acts of another.”
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[A]n effort to obtain information on unlawful activity through the use
of misrepresentations or other subterfuge. “Covert activity” may be
commenced by a lawyer or involve a lawyer as an advisor or
supervisor only when the lawyer in good faith believes there is a
reasonable possibility that unlawful activity has taken place, is taking
place or will take place in the foreseeable future.

In the limited instances allowed by Oregon RPC 8.4(b) (more fully
explicated in OSB Formal Ethics Op No 2005-173), Lawyer may advise
or supervise another’s deception to access a person’s nonpublic infor-
mation on a social networking website.

Approved by Board of Governors, February 2013.

CoMMENT: For additional information on this general topic and other related sub-
jects, see The Ethical Oregon Lawyer §8.5-1 to §8.5-2 (communications with
persons other than the client), 8 8.11 (conduct prejudicial to the administration of
justice), 8 21.3-2(a) (prohibition against misleading conduct) (OSB Legal Pubs 2015);
and Restatement (Third) of the Law Governing Lawyers 8§ 11, 98, 99-100, 103
(2000) (supplemented periodically).
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NEW YORK STATE BAR ASSOCIATION
Committee on Professional Ethics

Opinion 843 (9/10/10)

Topic: Lawyer's access to public pages of another party's social networking site for the
purpose of gathering information for client in pending litigation.

Digest: A lawyer representing a client in pending litigation may access the public pages of
another party's social networking website (such as Facebook or MySpace) for the purpose of
obtaining possible impeachment material for use in the litigation.

Rules: 4.1;4.2;4.3; 5.3(b)(1); 8.4(c)

QUESTION

1. May a lawyer view and access the Facebook or MySpace pages of a party other than his or
her client in pending litigation in order to secure information about that party for use in the lawsuit,
including impeachment material, if the lawyer does not “friend” the party and instead relies on
public pages posted by the party that are accessible to all members in the network?

OPINION

2. Social networking services such as Facebook and MySpace allow users to create an online
profile that may be accessed by other network members. Facebook and MySpace are examples of
external social networks that are available to all web users. An external social network may be
generic (like MySpace and Facebook) or may be formed around a specific profession or area of
interest. Users are able to upload pictures and create profiles of themselves. Users may also link
with other users, which is called “friending.” Typically, these social networks have privacy controls
that allow users to choose who can view their profiles or contact them; both users must confirm that
they wish to “friend” before they are linked and can view one another’s profiles. However, some
social networking sites and/or users do not require pre-approval to gain access to member profiles.

3. The question posed here has not been addressed previously by an ethics committee
interpreting New York’s Rules of Professional Conduct (the "Rules") or the former New York
Lawyers Code of Professional Responsibility, but some guidance is available from outside New
York. The Philadelphia Bar Association’s Professional Guidance Committee recently analyzed the
propriety of “friending” an unrepresented adverse witness in a pending lawsuit to obtain potential
impeachment material. See Philadelphia Bar Op. 2009-02 (March 2009). In that opinion, a lawyer
asked whether she could cause a third party to access the Facebook and MySpace pages maintained
by a witness to obtain information that might be useful for impeaching the witness at trial. The
witness’s Facebook and MySpace pages were not generally accessible to the public, but rather were
accessible only with the witness’s permission (i.e., only when the witness allowed someone to
“friend” her). The inquiring lawyer proposed to have the third party “friend” the witness to access
the witness’s Facebook and MySpace accounts and provide truthful information about the third
party, but conceal the association with the lawyer and the real purpose behind “friending” the
witness (obtaining potential impeachment material).

4. The Philadelphia Professional Guidance Committee, applying the Pennsylvania Rules of
Professional Conduct, concluded that the inquiring lawyer could not ethically engage in the
proposed conduct. The lawyer’s intention to have a third party “friend” the unrepresented witness
implicated Pennsylvania Rule 8.4(c) (which, like New York’s Rule 8.4(c), prohibits a lawyer from
engaging in conduct involving “dishonesty, fraud, deceit or misrepresentation”); Pennsylvania Rule



5.3(c)(1) (which, like New York’s Rule 5.3(b)(1), holds a lawyer responsible for the conduct of a
nonlawyer employed by the lawyer if the lawyer directs, or with knowledge ratifies, conduct that
would violate the Rules if engaged in by the lawyer); and Pennsylvania Rule 4.1 (which, similar to
New York’s Rule 4.1, prohibits a lawyer from making a false statement of fact or law to a third
person). Specifically, the Philadelphia Committee determined that the proposed “friending” by a
third party would constitute deception in violation of Rules 8.4 and 4.1, and would constitute a
supervisory violation under Rule 5.3 because the third party would omit a material fact (i.e., that the
third party would be seeking access to the witness’s social networking pages solely to obtain
information for the lawyer to use in the pending lawsuit).

5. Here, in contrast, the Facebook and MySpace sites the lawyer wishes to view are accessible
to all members of the network. New York’s Rule 8.4 would not be implicated because the lawyer is
not engaging in deception by accessing a public website that is available to anyone in the network,
provided that the lawyer does not employ deception in any other way (including, for example,
employing deception to become a member of the network). Obtaining information about a party
available in the Facebook or MySpace profile is similar to obtaining information that is available in
publicly accessible online or print media, or through a subscription research service such as Nexis or
Factiva, and that is plainly permitted.[ 1] Accordingly, we conclude that the lawyer may ethically
view and access the Facebook and MySpace profiles of a party other than the lawyer’s client in
litigation as long as the party’s profile is available to all members in the network and the lawyer
neither “friends” the other party nor directs someone else to do so.

CONCLUSION

6. A lawyer who represents a client in a pending litigation, and who has access to the Facebook
or MySpace network used by another party in litigation, may access and review the public social
network pages of that party to search for potential impeachment material. As long as the lawyer
does not "friend" the other party or direct a third person to do so, accessing the social network pages
of the party will not violate Rule 8.4 (prohibiting deceptive or misleading conduct), Rule 4.1
(prohibiting false statements of fact or law), or Rule 5.3(b)(1) (imposing responsibility on lawyers
for unethical conduct by nonlawyers acting at their direction).

(76-09)

m One of several key distinctions between the scenario discussed in the Philadelphia opinion and this opinion is that the
Philadelphia opinion concerned an unrepresented witness, whereas our opinion concerns a party — and this party may or may not
be represented by counsel in the litigation. If a lawyer attempts to “friend” a represented party in a pending litigation, then the
lawyer’s conduct is governed by Rule 4.2 (the “no-contact” rule), which prohibits a lawyer from communicating with the
represented party about the subject of the representation absent prior consent from the represented party’s lawyer. If the lawyer
attempts to “friend” an unrepresented party, then the lawyer’s conduct is governed by Rule 4.3, which prohibits a lawyer from

stating or implying that he or she is disinterested, requires the lawyer to correct any misunderstanding as to the lawyer's role, and
prohibits the lawyer from giving legal advice other than the advice to secure counsel if the other party's interests are likely to

conflict with those of the lawyer's client.Our opinion does not address these scenarios.



THE PROFESSIONAL ETHICS COMMITTEE
FOR THE STATE BAR OF TEXAS
Opinion No. 671

March 2018

QUESTION PRESENTED

May a lawyer, individually or through an agent, anonymously contact an alleged
anonymous online defamer in order to obtain jurisdictional information sufficient for obtaining a
deposition pursuant to Rule 202 of the Texas Rules of Civil Procedure?

STATEMENT OF FACTS

A client of a Texas lawyer has been defamed or harassed online by an anonymous party.
In preparation for bringing potential claims, the lawyer wishes to conduct a Texas Rule of Civil
Procedure 202 deposition but needs to obtain jurisdictional information about the anonymous party
first. The lawyer proposes to anonymously contact, or to request that an agent for the lawyer
anonymously contact, the party for the purpose of obtaining such information.

DISCUSSION

The internet has many virtues as a forum for communication, but simultaneously presents
certain dangers. Technology can permit an anonymous person to disseminate defamatory
statements to millions of readers, ruining reputations and careers with the click of a button. The
challenge for a party contemplating a lawsuit is identifying who is behind such postings. Yet for
those injured by anonymous online defamation or harassment, the Texas Supreme Court has made
it clear that a Texas court cannot order a pre-suit deposition to identify an anonymous online
defamer unless the alleged defamer has sufficient contacts with Texas for personal jurisdiction. In
re: John Doe a/k/a “Trooper,” 444 S.W.3d 603, 610 (Tex. 2014).

Like Texas, courts in many jurisdictions have sought to balance constitutional protections
for anonymous speech and personal jurisdictional requirements with the ability to pursue
defamation causes of action. But any proposed solution to the conundrum poses ethical concerns
that relate to the propriety of attorneys and their agents anonymously seeking to obtain identifying
or jurisdictional information from an anonymous individual.

In general, Rules 4.01(a) and 8.04(a)(3) of the Texas Disciplinary Rules of Professional
Conduct address a Texas lawyer’s duty to avoid making material misrepresentations to third parties
and engaging in conduct that involves dishonesty, fraud, deceit, or misrepresentation. Rule 4.01
provides in part that, in the course of representing a client, “a lawyer shall not knowingly; (a) make
a false statement of material fact or law to a third person....” Rule 8.04(a)(3) provides that a lawyer
shall not *“engage in conduct involving dishonesty, fraud, deceit, or misrepresentation.”

1



Furthermore, Rule 4.03, which governs dealing with unrepresented persons, provides that a lawyer
shall not state or imply that the lawyer is disinterested, and further provides that “[w]hen a lawyer
knows or reasonably should know that the unrepresented person misunderstands the lawyer’s role
in the matter, the lawyer shall make reasonable efforts to correct the misunderstanding.”
Additionally, Rule 5.03 subjects a lawyer to discipline if the lawyer orders, encourages, or permits
conduct by an agent that would be in violation of the Rules if engaged in by the lawyer.

Several ethics committees in other states have dealt with the analogous situation of
attorneys and their agents contacting individuals via social media for purposes of case investigation
or pre-suit information gathering, such as sending a “friend” request on Facebook, requesting to
be connected to someone on LinkedlIn, or following someone on Instagram or Twitter. The New
York City Bar Association Committee on Professional Ethics, for example, has opined that a
lawyer shall not “friend” an unrepresented individual using “deception,” and that there is no
deception when a lawyer uses his “real name and profile” to send a “friend” request to obtain
information from an unrepresented person’s social media account. Ass’n of the Bar of the City of
New York Prof” Ethics Comm., Formal Opinion 2010-2 (2010). That jurisdiction does not require
the lawyer to disclose the reason for making the request. Similarly, both the New York State Bar
Association Committee on Professional Ethics and the Philadelphia Bar Association Ethics
Committee concluded that a lawyer, or someone working under a lawyer’s supervision (such as a
paralegal), cannot “friend” a witness under false pretenses. New York State Bar Association
Commission on Professional Ethics, Opinion 843 (2010); Philadelphia Bar Association
Professional Guidance Committee, Opinion 2009-02 (2009). Both of these bodies relied upon their
respective state’s counterparts to Rule 8.04(a)(3). As the Philadelphia Committee observed, failing
to tell the witness of the attorney’s identity and role (or the paralegal’s, or investigator’s) “omits a
highly material fact, namely, that the third party who [requests] access to the witness’s pages is
doing so only because he or she is intent on obtaining information and sharing it with a lawyer for
use in a lawsuit to impeach the testimony of the witness.” As the New York City Bar opinion
observed, the fact that deception is even easier in the virtual world than in person makes this an
issue of heightened concern in the Digital Age.

Other ethics committees have insisted that an attorney engaging in such online
investigation must be even more forthcoming. A New Hampshire Bar Association opinion explains
that a request to “friend” must “inform the witness of the lawyer’s involvement in the disputed or
litigated matter,” and provide disclosure of the “lawyer by name as a lawyer,” and the identification
of “the client and the matter in litigation.” N.H. Bar Ass’ n Ethics Committee Advisory Comm.
Opinion 2012-13/ 05. In Massachusetts, it is not permissible for a lawyer to make a “friend”
request to a third party in a lawsuit “without disclosing that the requester is the lawyer for a
potential plaintiff.” Massachusetts Bar Ass’n Comm. On Prof. Ethics Opinion 2014-5 (2014). A
San Diego Bar Association opinion requires disclosure of the lawyer’s “affiliation and the purpose
for the request.” San Diego County Bar Ass’n Legal Ethics Comm. Opinion 2011-2 (2011). An
Oregon ethics opinion states that if the person being sought out on social media asks for additional
information to identify the lawyer, or if the lawyer has some other reason to believe that the person
misunderstands his role the “[IJawyer must provide the additional information or withdraw the
request.” Oregon State Bar Comm. On Legal Ethics, Formal Opinion 2013-189 (2013).



By analogy, it is the opinion of this Committee that the failure by attorneys and those acting
as their agents to reveal their identities when engaging in online investigations, even for the limited
purpose of obtaining identifying or jurisdictional information, can constitute misrepresentation,
dishonesty, deceit, or the omission of a material fact. Accordingly, lawyers may be subject to
discipline under the Rules if they, or their agents, anonymously contact an anonymous online
individual in order to obtain jurisdictional or identifying information sufficient for obtaining a Rule
202 deposition. In order to comply with the Rules, attorneys, and agents of attorneys, must identify
themselves and their role in the matter in question.

CONCLUSION

Under the Texas Disciplinary Rules of Professional Conduct, Texas lawyers, and their
agents, may not anonymously contact an anonymous online individual in order to obtain
jurisdictional or identifying information sufficient for obtaining a deposition pursuant to Rule 202
of the Texas Rules of Civil Procedure.
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SDCBA Legal Ethics Opinion 2011-2
(Adopted by the San Diego County Bar Legal Ethics Committee May 24, 2011.)

I. FACTUAL SCENARIO

Attorney is representing Client, a plaintiff former employee in a wrongful discharge action. While the
matter is in its early stages, Attorney has by now received former employer’s answer to the complaint
and therefore knows that the former employer is represented by counsel and who that counsel is.
Attorney obtained from Client a list of all of Client’s former employer’s employees. Attorney sends out a
“friending”! request to two high-ranking company employees whom Client has identified as being
dissatisfied with the employer and therefore likely to make disparaging comments about the employer on
their social media page. The friend request gives only Attorney’s name. Attorney is concerned that
those employees, out of concern for their jobs, may not be as forthcoming with their opinions in
depositions and intends to use any relevant information he obtains from these social media sites to
advance the interests of Client in the litigation.

Il. QUESTION PRESENTED

Has Attorney violated his ethical obligations under the California Rules of Professional Conduct, the
State Bar Act, or case law addressing the ethical obligations of attorneys?

lll. DISCUSSION
A. Applicability of Rule 2-100

California Rule of Professional Conduct 2-100 says, in pertinent part: “(A) While representing a client, a
member shall not communicate directly or indirectly about the subject of the representation with a party
the member knows to be represented by another lawyer in the matter, unless the member has the
consent of the other lawyer. (B) [A] "party” includes: (1) An officer, director, or managing agent of a
corporation . . . or (2) an. . . employee of a . . .corporation . . . if the subject of the communication is any
act or omission of such person in connection with the matter which may be binding upon or imputed to
the organization for purposes of civil or criminal liability or whose statement may constitute an admission
on the part of the organization.” “Rule 2-100 is intended to control communication between a member
and persons the member knows to be represented by counsel unless a statutory scheme or case law will
override the rule.” (Rule 2-100 Discussion Note.)

Similarly, ABA Model Rule 4.2 says: “In representing a client, a lawyer shall not communicate about the
subject of the representation with a person the lawyer knows to be represented by another lawyer in the
matter, unless the lawyer has the consent of the other lawyer or is authorized to do so by law or a court
order.” Comment 7 to ABA Model Rule 4.2 adds: “In the case of a represented organization, this Rule
prohibits communications with a constituent of the organization who supervises, directs or regularly
consults with the organization’s lawyer concerning the matter or has authority to obligate the organization
with respect to the matter or whose act or omission in connection with the matter may be imputed to the
organization for purposes of civil or criminal liability.”

1. Are the High-ranking Employees Represented Parties?

The threshold question is whether the high-ranking employees of the represented corporate adversary
are “parties” for purposes of this rule.

In Snider v. Superior Court (2003) 113 Cal.App.4th 1187 (2003), a trade secrets action, the Court of
Appeal reversed an order disqualifying counsel for the defendant-former sales manager for ex parte
contact with plaintiff-event management company’s current sales manager and productions director. The
contacted employees were not “managing agents” for purposes of the rule because neither “exercise[d]
substantial discretionary authority over decisions that determine organizational policy.” Supervisory
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status and the power to enforce corporate policy are not enough. (/d. at 1209.) There also was no
evidence that either employee had authority from the company to speak concerning the dispute or that
their actions could bind or be imputed to the company concerning the subject matter of the litigation. (/d.
at 1211.)

The term “high-ranking employee” suggests that these employees “exercise substantial discretionary
authority over decisions that determine organizational policy” and therefore should be treated as part of
the represented corporate party for purposes of Rule 2-100. At minimum, the attorney should probe his
client closely about the functions these employees actually perform for the company-adversary before
treating those high-ranking employees as unrepresented persons.

2. Does a Friend request Constitute Unethical Ex Parte Contact with the High-Ranking Employees?

Assuming these employees are represented for purposes of Rule 2-100, the critical next question is
whether a friend request is a direct or indirect communication by the attorney to the represented party
“about the subject of the representation.” When a Facebook user clicks on the “Add as Friend” button
next to a person’s name without adding a personal message, Facebook sends a message to the would-
be friend that reads: “[Name] wants to be friends with you on Facebook.” The requester may edit this
form request to friend to include additional information, such as information about how the requester
knows the recipient or why the request is being made. The recipient, in turn, my send a message to the
requester asking for further information about him or her before deciding whether to accept the sender as
a friend.

A friend request nominally generated by Facebook and not the attorney is at least an indirect ex parte
communication with a represented party for purposes of Rule 2-100(A). The harder question is whether
the statement Facebook uses to alert the represented party to the attorney’s friend request is a
communication “about the subject of the representation.” We believe the context in which that statement
is made and the attorney’s motive in making it matter. Given what results when a friend request is
accepted, the statement from Facebook to the would-be friend could just as accurately read: “[Name]
wants to have access to the information you are sharing on your Facebook page.” If the communication
to the represented party is motivated by the quest for information about the subject of the representation,
the communication with the represented party is about the subject matter of that representation.

This becomes clearer when the request to friend, with all it entails, is transferred from the virtual world to
the real world. Imagine that instead of making a friend request by computer, opposing counsel instead
says to a represented party in person and outside of the presence of his attorney: “Please give me
access to your Facebook page so | can learn more about you.” That statement on its face is no more
“about the subject of the representation” than the robo-message generated by Facebook. But what the
attorney is hoping the other person will say in response to that facially innocuous prompt is “Yes, you
may have access to my Facebook page. Welcome to my world. These are my interests, my likes and
dislikes, and this is what | have been doing and thinking recently.”

A recent federal trial court ruling addressing Rule 2-100 supports this textual analysis. In U.S. v. Sierra
Pacific Industries (E.D. Cal. 2010) 2010 WL 4778051, the question before the District Court was whether
counsel for a corporation in an action brought by the government alleging corporate responsibility for a
forest fire violated Rule 2-100 when counsel, while attending a Forest Service sponsored field trip to a
fuel reduction project site that was open to the public, questioned Forest Service employees about fuel
breaks, fire severity, and the contract provisions the Forest Service requires for fire prevention in timber
sale projects without disclosing to the employees that he was seeking the information for use in the
pending litigation and that he was representing a party opposing the government in the litigation. The
Court concluded that counsel had violated the Rule and its reasoning is instructive. It was undisputed
that defense counsel communicated directly with the Forest Service employees, knew they were
represented by counsel, and did not have the consent of opposing counsel to question them. (2010 WL
4778051, *5.) Defense counsel claimed, however, that his questioning of the Forest Service employees
fell within the exception found in Rule 2-100(C)(1), permitting “[clJommunications with a public officer. . .,”
and within his First Amendment right to petition the government for redress of grievances because he
indisputably had the right to attend the publicly open Forest Service excursion.

While acknowledging defense counsel’s First Amendment right to attend the tour (id. at *5), the Court
found no evidence that defense counsel’s questioning of the litigation related questioning of the
employees, who had no “authority to change a policy or grant some specific request for redress that
[counsel] was presenting,” was an exercise of his right to petition the government for redress of
grievances. (/d. at *6.) “Rather, the facts show and the court finds that he was attempting to obtain



information for use in the litigation that should have been pursued through counsel and through the
Federal Rules of Civil Procedure governing discovery.” (Ibid., emphasis added.) Defense counsel’s
interviews of the Forest Service employees on matters his corporate client considered part of the
litigation without notice to, or the consent of, government counsel “strikes at . . . the very policy purpose
for the no contact rule.” (/bid.) In other words, counsel’s motive for making the contact with the
represented party was at the heart of why the contact was prohibited by Rule 2-100, that is, he was
“attempting to obtain information for use in the litigation,” a motive shared by the attorney making a friend
request to a represented party opponent.

The Court further concluded that, while the ABA Model Rule analog to California Rule of Professional
Conduct 2-100 was not controlling, defense counsel’s ex parte contacts violated that rule as well.
“Unconsented questioning of an opposing party’s employees on matters that counsel has reason to
believe are at issue in the pending litigation is barred under ABA Rule 4.2 unless the sole purpose of the
communication is to exercise a constitutional right of access to officials having the authority to act upon
or decide the policy matter being presented. In addition, advance notice to the government’s counsel is
required.” (/d. at *7, emphasis added.) Thus, under both the California Rule of Professional Conduct
and the ABA Model Rule addressing ex parte communication with a represented party, the purpose of
the attorney’s ex parte communication is at the heart of the offense.

The Discussion Note for Rule 2-100 opens with a statement that the rule is designed to control
communication between an attorney and an opposing party. The purpose of the rule is undermined by
the contemplated friend request and there is no statutory scheme or case law that overrides the rule in
this context. The same Discussion Note recognizes that nothing under Rule 2-100 prevents the parties
themselves from communicating about the subject matter of the representation and “nothing in the rule
precludes the attorney from advising the client that such a communication can be made.” (Discussion
Note to Rule 2-100). But direct communication with an attorney is different.

3. Response to Objections
a. Objection 1: The friend request is not about the subject of the representation because the request

does not refer to the issues raised by the representation.

It may be argued that a friend request cannot be “about the subject of the representation” because it
makes no reference to the issues in the representation. Indeed, the friend request makes no
reference to anything at all other than the name of the sender. Such a request is a far cry from the
vigorous ex parte questioning to which the government employees were subjected by opposing
counsel in U.S. v. Sierra Pacific Industries.?

The answer to this objection is that as a matter of logic and language, the subject of the
representation need not be directly referenced in the query for the query to be “about,” or
concerning, the subject of the representation. The extensive ex parte questioning of the represented
party in Sierra Pacific Industries is different in degree, not in kind, from an ex parte friend request to
a represented opposing party. It is not uncommon in the course of litigation or transactional
negotiations for open-ended, generic questions to impel the other side to disclose information that is
richly relevant to the matter. The motive for an otherwise anodyne inquiry establishes its connection
to the subject matter of the representation.

It is important to underscore at this point that a communication “about the subject of the
representation” has a broader scope than a communication relevant to the issues in the
representation, which determines admissibility at trial. (Bridgestone/Firestone, Inc. v. Superior Court
(1992) 7 Cal.App.4th 1384, 1392.) In litigation, discovery is permitted “regarding any matter, not
privileged, that is relevant to the subject matter of the pending matter. . . .” (Cal. Code Civ. Proc. §
2017.010.) Discovery casts a wide net. “For discovery purposes, information should be regarded as
‘relevant to the subject matter’ if it might reasonably assist a party in evaluating the case, preparing
for trial, or facilitating settlement thereof.” (Weil & Brown, Cal. Prac. Guide: Civ. Pro. Before Trial
(The Rutter Group 2010), 8C-1, 4[8:66.1, emphasis in the original, citations omitted.) The breadth of
the attorney’s duty to avoid ex parte communication with a represented party about the subject of a
representation extends at least as far as the breadth of the attorney’s right to seek formal discovery



from a represented party about the subject of litigation. Information uncovered in the immediate
aftermath of a represented party’s response to a friend request at least “might reasonably assist a
party in evaluating the case, preparing for trial, or facilitating settlement thereof.” (Ibid.) Similar
considerations are transferable to the transactional context, even though the rules governing
discovery are replaced by the professional norms governing due diligence.

In Midwest Motor Sports v. Arctic Cat Sales, Inc. (8th Cir. 2003) 347 F.3d 693, Franchisee A of South
Dakota sued Franchisor of Minnesota for wrongfully terminating its franchise and for installing
Franchisee B, also named as a defendant, in Franchisee A’s place. A “critical portion” of this litigation
was Franchisee A’'s expert’s opinion that Franchisee A had sustained one million dollars in damages
as a result of the termination. (/d. at 697.) Franchisor’s attorney sent a private investigator into both
Franchisee A's and Franchisee B’s showroom to speak to, and surreptitiously tape record, their
employees about their sales volumes and sales practices. Among others to whom the investigator
spoke and tape-recorded was Franchisee B’s president.

The Eighth Circuit affirmed the trial court’s order issuing evidentiary sanctions against Franchisor for
engaging in unethical ex parte contact with represented parties. The Court held that the
investigator’s inquiry about Franchisee B’s sales volumes of Franchisor’s machines was
impermissible ex parte communication about the subject of the representation for purposes of Model
Rule 4.2, adopted by South Dakota. “Because every [Franchisor machine] sold by [Franchisee B]
was a machine not sold by [Franchisee A], the damages estimate [by Franchisee A’'s expert] could
have been challenged in part by how much [Franchisor machine] business [Franchisee B] was
actually doing.” (/d. at 697-698.) It was enough to offend the rule that the inquiry was designed to
elicit information about the subject of the representation; it was not necessary that the inquiry directly
refer to that subject.

Similarly, in the hypothetical case that frames the issue in this opinion, defense counsel may be
expected to ask plaintiff former employee general questions in a deposition about her recent
activities to obtain evidence relevant to whether plaintiff failed to mitigate her damages. (BAJI
10.16.) That is the same information, among other things, counsel may hope to obtain by asking the
represented party to friend him and give him access to her recent postings. An open-ended inquiry
to a represented party in a deposition seeking information about the matter in the presence of
opposing counsel is qualitatively no different from an open-ended inquiry to a represented party in
cyberspace seeking information about the matter outside the presence of opposing counsel. Yet one
is sanctioned and the other, as Midwest Motors demonstrated, is sanctionable.

. Objection 2: Friending an represented opposing party is the same as accessing the public website of
an opposing party

The second objection to this analysis is that there is no difference between an attorney who makes a
friend request to an opposing party and an attorney suing a corporation who accesses the
corporation’s website or who hires an investigator to uncover information about a party adversary
from online and other sources of information.

Not so. The very reason an attorney must make a friend request here is because obtaining the
information on the Facebook page, to which a user may restrict access, is unavailable without first
obtaining permission from the person posting the information on his social media page. It is that
restricted access that leads an attorney to believe that the information will be less filtered than
information a user, such as a corporation but not limited to one, may post in contexts to which access
is unlimited. Nothing blocks an attorney from accessing a represented party’s public Facebook
page. Such access requires no communication to, or permission from, the represented party, even



though the attorney’s motive for reviewing the page is the same as his motive in making a friend
request. Without ex parte communication with the represented party, an attorney’s motivated action
to uncover information about a represented party does not offend Rule 2-100. But to obtain access to
restricted information on a Facebook page, the attorney must make a request to a represented party
outside of the actual or virtual presence of defense counsel. And for purposes of Rule 2-100, that
motivated communication with the represented party makes all the difference.3

The New York State Bar Association recently has reached the same conclusion. (NYSBA Ethics
Opinion 843 (2010).) The Bar concluded that New York’s prohibition on attorney ex parte contact with
a represented person does not prohibit an attorney from viewing and accessing the social media
page of an adverse party to secure information about the party for use in the lawsuit as long as “the
lawyer does not ‘friend’ the party and instead relies on public pages posted by the party that are
accessible to all members in the network.” That, said the New York Bar, is “because the lawyer is
not engaging in deception by accessing a public website that is available to anyone in the network,
provided that the lawyer does not employ deception in any other way (including, for example,
employing deception to become a member of the network). Obtaining information about a party
available in the Facebook or MySpace profile is similar to obtaining information that is available in
publicly accessible online or print media, or through a subscription research service such as Nexis or
Factiva, and that is plainly permitted. Accordingly, we conclude that the lawyer may ethically view
and access the Facebook and MySpace profiles of a party other than the lawyer’s client in litigation
as long as the party’s profile is available to all members in the network and the lawyer neither
“friends” the other party nor directs someone else to do so.”

. Objection 3: The attorney-client privilege does not protect anything a party posts on a Facebook
page, even a page accessible to only a limited circle of people.

The third objection to this analysis may be that nothing that a represented party says on Facebook is
protected by the attorney-client privilege. No matter how narrow the Facebook user’s circle, those
communications reach beyond “those to whom disclosure is reasonably necessary for the
transmission of the information or the accomplishment of the purpose for which the [Facebook
user’s] lawyer is consulted. . . .” (Evid. Code §952, defining “confidential communication between
client and lawyer.” Cf. Lenz v. Universal Music Corp. (N.D. Cal. 2010) 2010 WL 4789099, holding
that plaintiff waived the attorney-client privilege over communications with her attorney related to her
motivation for bringing the lawsuit by e-mailing a friend that her counsel was very interested in
“getting their teeth” into the opposing party, a major music company.)

That observation may be true as far as it goes?, but it overlooks the distinct, though overlapping
purposes served by the attorney-client privilege, on the one hand, and the prohibition on ex parte
communication with a represented party, on the other. The privilege is designed to encourage
parties to share freely with their counsel information needed to further the purpose of the
representation by protecting attorney-client communications from disclosure.

“[TIhe public policy fostered by the privilege seeks to insure the right of every person to freely and
fully confer and confide in one having knowledge of the law, and skilled in its practice, in order that
the former may have adequate advice and a proper defense.” (Mitchell v. Superior Court (1984) 37
Cal.3d 591, 599, citation and internal quotation marks omitted.)

The rule barring ex parte communication with a represented party is designed to avoid disrupting the
trust essential to the attorney-client relationship. “The rule against communicating with a represented
party without the consent of that party's counsel shields a party's substantive interests against
encroachment by opposing counsel and safeguards the relationship between the party and her



attorney. . . . [T]he trust necessary for a successful attorney-client relationship is eviscerated when
the client is lured into clandestine meetings with the lawyer for the opposition.” (U.S. v. Lopez
(9th Cir. 1993) 4 F.3d 1455, 1459.) The same could be said where a client is lured into clandestine
communication with opposing counsel through the unwitting acceptance of an ex parte friend
request.

d. Objection 4: A recent Ninth Circuit ruling appears to hold that Rule 2-100 is not violated by engaging
in deceptive tactics to obtain damaging information from a represented party.

Fourth and finally, objectors may argue that the Ninth Circuit recently has ruled that Rule 2-100 does
not prohibit outright deception to obtain information from a source. Surely, then, the same rule does
not prohibit a friend request which states only truthful information, even if it does not disclose the
reason for the request. The basis for this final contention is U.S. v. Carona (9th Cir. 2011) 630 F.3d
917, 2011 WL 32581. In that case, the question before the Court of Appeals was whether a
prosecutor violated Rule 2-100 by providing fake subpoena attachments to a cooperating witness to
elicit pre-indictment, non-custodial incriminating statements during a conversation with defendant, a
former county sheriff accused of political corruption whose counsel had notified the government that
he was representing the former sheriff in the matter. “There was no direct communications here
between the prosecutors and [the defendant]. The indirect communications did not resemble an
interrogation. Nor did the use of fake subpoena attachments make the informant the alter ego of the
prosecutor.” (/d. at *5.) The Court ruled that, even if the conduct did violate Rule 2-100, the district
court did not abuse its discretion in not suppressing the statements, on the ground that state bar
discipline was available to address any prosecutorial misconduct, the tapes of an incriminating
conversation between the cooperating witness and the defendant obtained by using the fake
documents. “The fact that the state bar did not thereafter take action against the prosecutor here
does not prove the inadequacy of the remedy. It may, to the contrary, (Third) of the Law Governing
Lawyers, the corporate attorney-client privilege may be waived only by an authorized agent of the
corporation.

suggest support for our conclusion that there was no ethical violation to begin with.” (/d. at *6.)

There are several responses to this final objection. First, Carona was a ruling on the
appropriateness of excluding evidence, not a disciplinary ruling as such. The same is true, however,
of U.S. v. Sierra Pacific Industries, which addressed a party’s entitlement to a protective order as a
result of a Rule 2-100 violation. Second, the Court ruled that the exclusion of the evidence was
unnecessary because of the availability of state bar discipline if the prosecutor had offended Rule 2-
100. The Court of Appeals’ discussion of Rule 2-100 therefore was dicta. Third, the primary reason
the Court of Appeals found no violation of Rule 2-100 was because there was no direct contact
between the prosecutor and the represented criminal defendant. The same cannot be said of an
attorney who makes a direct ex parte friend request to a represented party.

4. Limits of Rule 2-100 Analysis

Nothing in our opinion addresses the discoverability of Facebook ruminations through conventional
processes, either from the user-represented party or from Facebook itself. Moreover, this opinion
focuses on whether Rule 2-100 is violated in this context, not the evidentiary consequences of such a
violation. The conclusion we reach is limited to prohibiting attorneys from gaining access to this
information by asking a represented party to give him entry to the represented party’s restricted chat
room, so to speak, without the consent of the party’s attorney. The evidentiary, and even the disciplinary,
consequences of such conduct are beyond the scope of this opinion and the purview of this Committee.
(See Rule 1-100(A): Opinions of ethics committees in California are not binding, but “should be consulted
by members for guidance on proper professional guidance.” See also, Philadelphia Bar Association
Professional Guidance Committee, Opinion 2009-02, p. 6: If an attorney rejects the guidance of the
committee’s opinion, “the question of whether or not the evidence would be usable either by him or by



subsequent counsel in the case is a matter of substantive and evidentiary law to be addressed by the
court.” But see Cal. Prac. Guide Fed. Civ. Proc. Before Trial, Ch. 17-A, §[17:15: “Some federal courts
have imposed sanctions for violation of applicable rules of professional conduct.” (citing Midwest Motor
Sports, supra.))

B. Attorney Duty Not To Deceive

We believe that the attorney in this scenario also violates his ethical duty not to deceive by making a
friend request to a represented party’s Facebook page without disclosing why the request is being made.
This part of the analysis applies whether the person sought to be friended is represented or not and
whether the person is a party to the matter or not.

ABA Model Rule 4.1(a) says: "In the course of representing a client a lawyer shall not knowingly: (a)
make a false statement of material fact or law to a third person. . .” ABA Model Rule 8.4(c) prohibits
“conduct involving dishonesty, fraud, deceit or misrepresentation.” In Midwest Motor Sports, supra, the
Eighth Circuit found that the violations of the rule against ex parte contact with a represented party alone
would have justified the evidentiary sanctions that the district court imposed. (Midwest Motor Sports,
supra, 347 F.3d at 698.) The Court of Appeals also concluded, however, that Franchisor’s attorney had
violated 8.4(c) by sending a private investigator to interview Franchisees’ employees “under false and
misleading pretenses, which [the investigator] made no effort to correct. Not only did [the investigator]
pose as a customer, he wore a hidden device that secretly recorded his conversations with” the
Franchisees’ employees. (/d., at 698-699.)°

Unlike many jurisdictions, California has not incorporated these provisions of the Model Rules into its
Rules of Professional Conduct or its State Bar Act. The provision coming closest to imposing a
generalized duty not to deceive is Business & Professions Code section 6068(d), which makes it the duty
of a California lawyer “[tjlo employ, for the purpose of maintaining the causes confided to him or her those
means only as are consistent with truth, and never seek to mislead the judge . . . by an artifice or false
statement of fact or law.” This provision is typically applied to allegations that an attorney misled a judge,
suggesting that the second clause in the provision merely amplifies the first. (See e.qg., Griffith v. State
Bar of Cal. (1953) 40 Cal.2d 470.) But while no authority was found applying the provision to attorney
deception of anyone other than a judicial officer, its language is not necessarily so limited. The provision
is phrased in the conjunctive, arguably setting forth a general duty not to deceive anyone and a more
specific duty not to mislead a judge by any false statement or fact or law. We could find no authority
addressing the question one way or the other.

There is substantial case law authority for the proposition that the duty of an attorney under the State Bar
Act not to deceive extends beyond the courtroom. The State Bar, for example, may impose discipline on
an attorney for intentionally deceiving opposing counsel. “It is not necessary that actual harm result to
merit disciplinary action where actual deception is intended and shown.” (Coviello v. State Bar of Cal.
(1955) 45 Cal.2d 57, 65. See also Monroe v. State Bar of Cal. (1961) 55 Cal.2d 145, 152; Scofield v.
State Bar of Cal. (1965) 62 Cal.2d 624, 628.) “[U]nder CRPC 5-200 and 5-220, and BP 6068(d), as
officers of the court, attorneys have a duty of candor and not to mislead the judge by any false statement
of fact or law. These same rules of candor and truthfulness apply when an attorney is communicating
with opposing counsel.” (In re Central European Industrial Development Co. (Bkrtcy. N.D. Cal. 2009)
2009 WL 779807, *6, citing Hallinan v. State Bar of Cal. (1948) 33 Cal.2d 246, 249.)

Regardless of whether the ethical duty under the State Bar Act and the Rules of Professional Conduct
not to deceive extends to misrepresentation to those other than judges, the common law duty not to
deceive indisputably applies to an attorney and a breach of that duty may subject an attorney to liability
for fraud. “[T]he case law is clear that a duty is owed by an attorney not to defraud another, even if that
other is an attorney negotiating at arm’s length.” (Cicone v. URS Corp. (1986) 183 Cal.App.3d 194, 202.)

In Shafer v. Berger, Kahn, Shafton, Moss, Figler, Simon & Gladstone (2003) 107 Cal.App.4th 54, 74, the
Court of Appeal ruled that insured’s judgment creditors had the right to sue insurer’s coverage counsel
for misrepresenting the scope of coverage under the insurance policy. The Shafer Court cited as
authority, inter alia, Fire Ins. Exchange v. Bell by Bell (Ind. 1994) 643 N.E.2d 310, holding that insured
had a viable claim against counsel for insurer for falsely stating that the policy limits were $100,000 when
he knew they were $300,000.

Similarly, in Vega v. Jones, Day, Reavis & Pogue (2004) 121 Cal.App.4th 282, the Court of Appeal held
that an attorney, negotiating at arm’s length with an adversary in a merger transaction was not immune
from liability to opposing party for fraud for not disclosing “toxic stock” provision. “A fraud claim against a



lawyer is no different from a fraud claim against anyone else.” (/d. at 291.) “Accordingly, a lawyer
communicating on behalf of a client with a nonclient may not knowingly make a false statement of
material fact to the nonclient.” (/bid., citation omitted.) While a “casual expression of belief’ that the form
of financing was “standard” was not actionable, active concealment of material facts, such as the
existence of a “toxic stock” provision, is actionable fraud. (/d. at 291-294.)

If there is a duty not to deceive opposing counsel, who is far better equipped by training than lay
witnesses to protect himself against the deception of his adversary, the duty surely precludes an attorney
from deceiving a lay witness. But is it impermissible deception to seek to friend a witness without
disclosing the purpose of the friend request, even if the witness is not a represented party and thus, as
set forth above, subject to the prohibition on ex parte contact? We believe that it is.

Two of our sister Bar Associations have addressed this question recently and reached different
conclusions. In Formal Opinion 2010-02, the Bar Association of the City of New York’s Committee on
Professional and Judicial Ethics considered whether “a lawyer, either directly or through an agent, [may]
contact an unrepresented person through a social networking website and request permission to access
her web page to obtain information for use in litigation.” (/d., emphasis added.) Consistent with New
York’s high court’s policy favoring informal discovery in litigation, the Committee concluded that “an
attorney or her agent may use her real name and profile to send a ‘friend request’ to obtain information
from an unrepresented person’s social networking website without also disclosing the reasons for
making the request.” In a footnote to this conclusion, the Committee distinguished such a request made
to a party known to be represented by counsel. And the Committee further concluded that New York’s
rules prohibiting acts of deception are violated “whenever an attorney ‘friends’ an individual under false
pretenses to obtain evidence from a social networking website.” (/d.)

In Opinion 2009-02, the Philadelphia Bar Association Professional Guidance Committee construed the
obligation of the attorney not to deceive more broadly. The Philadelphia Committee considered whether
a lawyer who wishes to access the restricted social networking pages of an adverse, unrepresented
witness to obtain impeachment information may enlist a third person, “someone whose name the witness
will not recognize,” to seek to friend the witness, obtain access to the restricted information, and turn it
over to the attorney. “The third person would state only truthful information, for example, his or her true
name, but would not reveal that he or she is affiliated with the lawyer or the true purpose for which he or
she is seeking access, namely, to provide the information posted on the pages to a lawyer for possible
use antagonistic to the witness.” (Opinion 2009-02, p. 1.) The Committee concluded that such conduct
would violate the lawyer’s duty under Pennsylvania Rule of Professional Conduct 8.4 not to “engage in
conduct involving dishonesty, fraud, deceit or misrepresentation. . . .” The planned communication by
the third party

omits a highly material fact, namely, that the third party who asks to be allowed access to the
witness’s pages is doing so only because he or she is intent on obtaining information and sharing it
with a lawyer for use in a lawsuit to impeach the testimony of the witness. The omission would
purposefully conceal that fact from the witness for the purpose of inducing the witness to allow
access, when she may not do so if she knew the third person was associated with the [attorney] and
the true purpose of the access was to obtain information for the purpose of impeaching her testimony.

(Id. at p. 2.) The Philadelphia opinion was cited approvingly in an April 2011 California Lawyer article on
the ethical and other implications of juror use of social media. (P. McLean, “Jurors Gone Wild,” p. 22 at
26, California Lawyer, April 2011.)

We agree with the scope of the duty set forth in the Philadelphia Bar Association opinion,
notwithstanding the value in informal discovery on which the City of New York Bar Association focused.
Even where an attorney may overcome other ethical objections to sending a friend request, the attorney
should not send such a request to someone involved in the matter for which he has been retained
without disclosing his affiliation and the purpose for the request.

Nothing would preclude the attorney’s client himself from making a friend request to an opposing party or
a potential witness in the case. Such a request, though, presumably would be rejected by the recipient
who knows the sender by name. The only way to gain access, then, is for the attorney to exploit a
party’s unfamiliarity with the attorney’s identity and therefore his adversarial relationship with the
recipient. That is exactly the kind of attorney deception of which courts disapprove.

V. CONCLUSION



Social media sites have opened a broad highway on which users may post their most private personal
information. But Facebook, at least, enables its users to place limits on who may see that information.
The rules of ethics impose limits on how attorneys may obtain information that is not publicly available,
particularly from opposing parties who are represented by counsel.

We have concluded that those rules bar an attorney from making an ex parte friend request of a
represented party. An attorney’s ex parte communication to a represented party intended to elicit
information about the subject matter of the representation is impermissible no matter what words are
used in the communication and no matter how that communication is transmitted to the represented
party. We have further concluded that the attorney’s duty not to deceive prohibits him from making a
friend request even of unrepresented witnesses without disclosing the purpose of the request.
Represented parties shouldn’t have “friends” like that and no one — represented or not, party or non-party
— should be misled into accepting such a friendship. In our view, this strikes the right balance between
allowing unfettered access to what is public on the Internet about parties without intruding on the
attorney-client relationship of opposing parties and surreptitiously circumventing the privacy even of
those who are unrepresented.

1 Quotation marks are dropped in the balance of this opinion for this now widely used verb form of the
term “friend” in the context of Facebook.

2 Sierra Pacific Industries also is factually distinguishable from the scenario addressed here because it
involved ex parte communication with a represented government party opponent rather than a private
employer. But that distinction made it harder to establish a Rule 2-100 violation, not easier. That is
because a finding of a violation of the rule had to overcome the attorney’s constitutional right to petition
government representatives. Those rights are not implicated where an attorney makes ex parte contact
with a private represented party in an analogous setting, such as a corporate — or residential — open
house.

3 The Oregon Bar reached the same conclusion, but with limited analysis. Oregon State Bar Formal
Opinion No. 2005-164 concluded that a lawyer’s ex parte communications with represented adversary
via adversary’s website would be ethically prohibited. “[W]ritten communications via the Internet are
directly analogous to written communications via traditional mail or messenger service and thus are
subject to prohibition pursuant to” Oregon’s rule against ex parte contact with a represented person. If
the lawyer knows that the person with whom he is communicating is a represented person, “the Internet
communication would be prohibited.” (/d. at pp. 453454.)

4 There are limits to how far this goes in the corporate context where the attorney-client privilege belongs
to, and may be waived by, only the corporation itself and not by any individual employee. According to
section 128 and Comment c of the Restatement

5 The New York County Bar Association approached a similar issue differently in approving in “narrow”
circumstances the use of an undercover investigator by non-government lawyers to mislead a party
about the investigator’s identity and purpose in gathering evidence of an alleged violation of civil rights or
intellectual property rights. (NYCLA Comm. On Prof. Ethics Formal Op. 737, p. 1). The Bar explained
that the kind of deception of which it was approving “is commonly associated with discrimination and
trademark/copyright testers and undercover investigators and includes, but is not limited to, posing as
consumers, tenants, home buyers or job seekers while negotiating or engaging in a transaction that is
not by itself unlawful.” (/d. at p. 2.) The opinion specifically “does not address whether a lawyer is ever
permitted to make dissembling statements himself or herself.” (/d. at p. 1.) The opinion also is limited to
conduct that does not otherwise violate New York’s Code of Professional Responsibility, “(including, but
not limited to DR 7-104, the ‘no-contact’ rule).” (/d. at p. 6.) Whatever the merits of the opinion on an

issue on which the Bar acknowledged there was “no nationwide consensus” (id. at p. 5), the opinion has



no application to an ex parte friend request made by an attorney to a party where the attorney is posing
as a friend to gather evidence outside of the special kind of cases and special kind of conduct addressed
by the New York opinion.
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The Rules of Professional Conduct do not forbid use of social media to investigate a non-
party witness. However, the lawyer must follow the same rules which would apply in other
contexts, including the rules which impose duties of truthfulness, fairness, and respect for
the rights of third parties. The lawyer must take care to understand both the value and the
risk of using social media sites, as their ease of access on the internet is accompanied by a
risk of unintended or misleading communications with the witness. The Committee notes a
split of authority on the issue of whether a lawyer may send a social media request which
discloses the lawyer’s name — but not the lawyer’s identity and role in pending litigation —
to a witness who might not recognize the name and who might otherwise deny the
request.] The Committee finds that such a request is improper because it omits material
information. The likely purpose is to deceive the witness into accepting the request and
providing information which the witness would not provide if the full identity and role of

the lawyer were known.

QUESTION PRESENTED

What measures may a lawyer take to investigate a witness through the witness’s social
media accounts, such as Facebook or Twitter, regarding a matter which is, or is likely to be,

in litigation?

FACTS

The lawyer discovers that a witness for the opposing party in the client’s upcoming trial
has Facebook and Twitter accounts. Based on the information provided, the lawyer
believes that statements and information available from the witness’s Facebook and Twitter
accounts may be relevant to the case and helpful to the client’s position. Some information
is available from the witness’s social media pages through a simple web search. Further
information is available to anyone who has a Facebook account or who signs up to follow
the witness on Twitter. Additional information is available by “friending” the witness on
Facebook or by making a request to follow the witness’s restricted Twitter account. In both
of those latter instances, the information is only accessible after the witness has granted a

request.

ANALYSIS

General Principles

The New Hampshire Rules of Professional Conduct do not explicitly address the use of
social media such as Facebook and Twitter. Nonetheless, the rules offer clear guidance in
most situations where a lawyer might use social media to learn information about a
witness, to gather evidence, or to have contact with the witness. The guiding principles for
such efforts by counsel are the same as for any other investigation of or contact with a

witness.

First and foremost, the lawyer has a duty under Rules 1.1 and 1.3 to represent the client

competently and diligently. This duty specifically includes the duties to:

e “Gather sufficient facts” about the client’s case from “relevant sources,” Rule 1.1(c)

(1);



e Take steps to ensure “proper preparation,” Rule 1.1(b)(4); and

e Acquire the skills and knowledge needed to represent the client competently. Rule

1.1(b)(1) and (b)(2).

In the case of criminal defense counsel, these obligations, including the obligation to
investigate, may have a constitutional as well as an ethical dimension.2 In light of these
obligations, counsel has a general duty to be aware of social media as a source of
potentially useful information in litigation, to be competent to obtain that information
directly or through an agent, and to know how to make effective use of that information in

litigation.

The duties of competence and diligence are limited, however, by the further duties of
truthfulness and fairness when dealing with others. Under Rule 4.1, a lawyer may not
“make a false statement of material fact” to the witness. Notably, the ABA Comment to this
rule states that “[m]isrepresentations can also occur by partially true but misleading
statements or omissions that are the equivalent of affirmative false statements.” Similarly,
under Rule 8.4, it is professional misconduct for a lawyer to “engage in conduct involving
dishonesty, fraud, deceit or misrepresentation.” Also, if the witness is represented by
counsel, then under Rule 4.3, a lawyer “shall not communicate” with the witness “about
the subject of the representation” unless the witness’s lawyer has consented or the
communication is permitted by a court order or law. Finally, under Rule 4.4, the lawyer
shall not take any action, including conducting an investigation, if it is “obvious that the

action has the primary purpose to embarrass, delay, or burden a third person.”

The lawyer may not avoid these limitations by conducting the investigation through a third
person. With respect to investigators and other non-lawyer assistants, the lawyer must
“make reasonable efforts to ensure” that the non-lawyer’s conduct “is compatible with the
professional obligations of the lawyer.” Rule 5.3(b). A lawyer may be responsible for a
violation of the rules by a non-lawyer assistant where the lawyer has knowledge of the
conduct, ratifies the conduct, or has supervisory authority over the person at a time when
the conduct could be avoided or mitigated. Rule 5.3(c). Nor should a lawyer counsel a
client to engage in fraudulent or criminal conduct. Rule 1.2(d). Finally, of course, a lawyer
is barred from violating the rules through another or knowingly inducing the other to

violate the rules. Rule 8.4(a).

Application of the General Principles to the Use of Social Media When Investigating a

Witness

Is it a violation of the rules for the lawyer to personally view a witness s unrestricted
Facebook page or Twitter feed? In the view of the Committee, simply viewing a Facebook
user’s page or “following” a Twitter user is not a “communication” with that person, as
contemplated by Rules 4.2 and 4.3, if the pages and accounts are viewable or otherwise
open to all members of the same social media site. Although the lawyer-user may be
required to join the same social media group as the witness, unrestricted Facebook pages
and Twitter feeds are public for all practical purposes. Almost any person may join either
Facebook or Twitter for free, subject to the terms-of-use agreement. Furthermore,
membership is more common than not, with Facebook reporting that it topped one billion

accounts in 2012.4



Other state bars’ ethics committees are in agreement that merely viewing an unrestricted
Facebook or Twitter account is permissible.5 If, however, a lawyer asks the witness’s
permission to access the witness’s restricted social media information, the request must not
only correctly identify the lawyer, but also inform the witness of the lawyer’s involvement
in the disputed or litigated matter. At least two bar associations have adopted the position
that sending a Facebook friend request in-name-only constitutes a misrepresentation by
omission, given that the witness might not immediately associate the lawyer’s name with
his or her purpose and that, were the witness to make that association, the witness would in

all likelihood deny the request.6 (This point is discussed in more detail below.)

May the lawyer send a Facebook friend request to the witness or a request to follow a
restricted Twitter account, using a false name? The answer here is no. The lawyer may not
make a false statement of material fact to a third person. Rule 4.1. Material facts include
the lawyer’s identity and purpose in contacting the witness. For the same reason, the
lawyer may not log into someone else’s account and pretend to be that person when

communicating with the witness.

May the lawyer's client send a Facebook friend request or request to follow a restricted
Twitter feed, and then reveal the information learned to the lawyer? The answer depends
on the extent to which the lawyer directs the client who is sending the request. Rule 8.4(a)
prohibits a lawyer from accomplishing through another that which would be otherwise
barred. Also, while Rule 5.3 is directed at legal assistants rather than clients, to the extent
that the client is acting as a non-lawyer assistant to his or her own lawyer, Rule 5.3 requires
the lawyer to advise the client to avoid conduct on the lawyer’s behalf which would be a

violation of the rules.

Subject to these limitations, however, if the client has a Facebook or Twitter account that
reasonably reveals the client’s identity to the witness, and the witness accepts the friend
request or request to follow a restricted Twitter feed, no rule prohibits the client from
sharing with the lawyer information gained by that means. In the non-social media context,
the American Bar Association has stated that such contact is permitted in similar

limitations. See ABA Ethics Opinion 11-461.7

May the lawyer s investigator or other non-lawyer agent send a friend request or request to
follow a restricted Twitter feed as a means of gathering information about the witness? The
non-lawyer assistant is subject to the same restrictions as the lawyer. The lawyer has a duty
to make sure the assistant is informed about these restrictions and to take reasonable steps
to ensure that the assistant acts in accordance with the restrictions. Thus, if the non-lawyer
assistant identifies him- or herself, the lawyer, the client, and the cause in litigation, then
the non-lawyer assistant may properly send a social media request to an unrepresented

witness.

The witness’s own predisposition to accept requests has no bearing on the lawyer’s ethical
obligations. The Committee agrees with the Philadelphia Bar Association’s reasoning: “The
fact that access to the pages may readily be obtained by others who either are or are not
deceiving the witness, and that the witness is perhaps insufficiently wary of deceit by
unknown internet users, does not mean that deception at the direction of the inquirer is
ethical.” Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-02.



May the lawyer send a request to the witness to access restricted information, usingthe
lawyer s name and disclosing the lawyer s role? The answer depends on whether the
witness is represented. If the witness is represented by a lawyer with regard to the same
matter in which the lawyer represents the client, the lawyer may not communicate with the
witness except as provided in Rule 4.2. If the witness is not represented, the lawyer may
send a request to access the witness’s restricted social media profile so long as the request
identifies the lawyer by name as a lawyer and also identifies the client and the matter in
litigation. This information serves to correct any reasonable misimpression the witness

might have regarding the role of the lawyer.

May the lawyer send a request to the witness to access restricted information, when the
request uses only the lawyer s name or the name of an agent, and when there is a
reasonable possibility that the witness may not recognize the name and may not realize the
communication is from counsel involved in litigation? There is a split of authority on this
issue, but the Committee concludes that such conduct violates the New Hampshire Rules of
Professional Conduct. The lawyer may not omit identifying information from a request to
access a witness’s restricted social media information because doing so may mislead the
witness. If a lawyer sends a social media request in-name-only with knowledge that the
witness may not recognize the name, the lawyer has engaged in deceitful conduct in
violation of Rule 8.4(c). The Committee further concludes omitting from the request
information about the lawyer’s involvement in the disputed or litigated matter creates an
implication that the person making the request is disinterested. Such an implication is a
false statement of material fact in violation of Rule 4.1. As noted above, the ABA
Comment to this rule states that “[m]isrepresentations can also occur by partially true but

misleading statements or omissions that are the equivalent of affirmative false statements.”

Deceit is improper, whether it is accomplished by providing information or by deliberately
withholding it. Thus, a lawyer violates the rules when, in an effort to conceal the lawyer’s
identity and/or role in the matter, the lawyer requests access to a witness’s restricted social
media profile in-name-only or through an undisclosed agent. The Committee recognizes
the counter-argument that a request in-name-only is not overtly deceptive since it uses the
lawyer’s or agent’s real name and since counsel is not making an explicitly false statement.
Nonetheless, the Committee disagrees with this counter-argument. By omitting important
information, the lawyer hopes to deceive the witness. In fact, the motivation of the request
in-name-only is the lawyer’s expectation that the witness will not realize who is making the
request and will therefore be more likely to accept the request. The New Hampshire
Supreme Court has stated that honesty is the most important guiding principle of the bar in
this state and that deceitful conduct by lawyers will not be tolerated. See generally,
RSA311:6; Feld's Case, 149 N.H. 19, 24 (2002); Kalil’s Case, 146 N.H. 466, 468 (2001);
Nardi's Case, 142 N.H. 602, 606 (1998). The Committee is guided by those principles here.

The Committee notes that there is a conflict of authority on this issue. For example, the

Committee on Professional Ethics for the Bar Association of New York City has stated:

We conclude that an attorney or her agent may use her real name and
profile to send a “friend request” to obtain information from an
unrepresented person’s social networking website without also disclosing
the reasons for making the request. While there are ethical boundaries to

such “friending,” in our view they are not crossed when an attorney or



investigator uses only truthful information to obtain access to a website,
subject to compliance with all other ethical requirements. [Footnote

omitted. ]

NY City Bar, Ethic Op. 2010-2. Alternatively, the Philadelphia Bar Association concludes
that such conduct would be deceptive. Phil. Bar Assoc., Prof. Guidance Comm., Op. 2009-
02. That opinion finds that a social media request in-name-only “omits a highly material
fact” -that the request is aimed at obtaining information which may be used to impeach the
witness in litigation.8 The Philadelphia opinion further recognizes, as does this Committee,
that the witness would not likely accept the social media request if the witness knew its
true origin and context. An opinion from the San Diego County Bar Association reaches
the same conclusion. San Diego Cty. Bar Legal Ethics Op. 2011-2. The Committee finds
that the San Diego and Philadelphia opinions are consistent with the New Hampshire Rules
of Professional Conduct but that the New York City opinion is not. A lawyer has a duty to

investigate but also a duty to do so openly and honestly, rather than through subterfuge.

Finally, this situation should be distinguished from the situation where a person, not acting
as an agent or at the behest of the lawyer, has obtained information from the witness’s
social media account. In that instance, the lawyer may receive the information and use it in
litigation as any other information. The difference in this latter context is that there was no
deception by the lawyer. The witness chose to reveal information to someone who was not
acting on behalf of the lawyer. The witness took the risk that the third party might repeat
the information to others. Of course, lawyers must be scrupulous and honest, and refrain
from expressly directing or impliedly sanctioning someone to act improperly on their
behalf. Lawyers are barred from violating the rules “through the acts of another.” Rule
8.4(a).

CONCLUSION

As technology changes, it may be necessary to reexamine these conclusions and analyze
new situations. However, the basic principles of honesty and fairness in dealing with others
will remain the same. When lawyers are faced with new concerns regarding social media
and communication with witnesses, they should return to these basic principles and recall
the Supreme Court’s admonition that honesty is the most important guiding principle of the

bar in New Hampshire.
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ENDNOTES:

[1] In the remainder of this opinion, the Committee refers to this as a communication “in-

name-only.”

[2] See, e.g., Thomas v. Kuhlman, 255 F. Supp. 2d 99, 107 (E.D.N.Y.2003); Williams v.
Washington, 59 F.3d 673, 680-81 (7th Cir. 1995); People v. Donovan, 184 A.D.2d 654, 655
(N.Y. App. Div. 1992); see also American Bar Association Criminal Justice Standards,
Defense Function §4-4.1.

[3] For the purposes of this opinion, an unrestricted page is a page which may be viewed
without the owner’s authorization but which may require membership with the same social

media service.

[4] “Facebook by the Numbers: 1.06 Billion Monthly Active Users,” available online.

[5] San Diego County Bar Legal Ethics Committee, Legal Ethics Opinion 2011-2; NY Bar
Ethics Op. #843 (9/10/2010).

[6] San Diego County Bar Legal Ethics Committee, Legal Ethics Opinion 2011-2; Phil. Bar
Assoc., Prof. Guidance Comm., Op. 2009-02.

[7] Pursuant to ABA Ethics Opinion 11-461, a lawyer may advise a client regarding the
client’s right to communicate directly with the other party in the legal matter and assist the
client in formulating the substance of any proposed communication, so long as the lawyer’s
conduct falls short of overreaching. This opinion has engendered significant controversy
because, according to some critics, it effectively allowed the lawyer to “script”
conversations between the client and a represented opposing party and prepare documents

for the client to deliver directly to the represented opponent. For a more complete


http://news.cnet.com/8301-1023_3-57566550-93/facebook-by-the-numbers-1.06-billion-monthly-active-users/

discussion, see Podgers, On Second Thought: Changes Mulled Re ABA Opinion on Client
Communications Issue, ABA Journal (Jan. 1, 2012), available online (last accessed May
22,2013). The Committee takes no position on this issue and cites the opinion solely to
illustrate the point that the client may independently obtain and share information with the

lawyer, subject to certain constraints.

[8] In contrast to this opinion, the Philadelphia opinion does not find a violation of Rule
4.3.
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LinkedIn Public Profile Visibility

Manage your public profile information
Control what sections of your public profile appear when people search for you on search engines.

Edit public profile sections

Your public profile displays a simplified version of your LinkedIn profile. You can customize your public
profile settings to set limits on how much of your profile information can be displayed. Simply turn on or
off the profile sections that you want to be visible on public search engines.

It's visible to people who aren't members, who aren't signed in to LinkedIn, or those who haven't linked
their LinkedIn account to their account on other approved services, subject to your off-LinkedIn visibility
settings. You can access off-LinkedIn visibility preferences, on the profile visibility settings page.

Your public profile appears:

e When people search for you using a public search engine like Google, Yahoo!, Bing, DuckDuckGo,
etc.

¢ On public profile badges

¢ On affiliate and approved third-party services like Outlook, Yahoo Mail, Samsung phones mail app,
etc.

Viewers who aren't signed in to LinkedIn will see all or some portions of the profile display selections you
make on this page. If you'd like to change the wording or text in a specific section for your public profile,
first edit your profile and then enable that section's public visibility as by showing your public profile.

You can also choose to hide your public profile from non-Linkedln members and from appearing in
search engine results.

Notes:

¢ After you change or disable your profile public, it may take several weeks for it to be added to or
removed from search engine results.

¢ If you edit the settings of your profile photo from your profile page, then your public profile page
will be updated with the new setting. For example: if you change your profile photo visibility setting
from Public to Your Connections, that change will be applied to your public profile as well, and
your photo will no longer appear as part of your public profile. Likewise, you can update your photo
visibility settings while you're editing your public profile page (or by disabling your public profile).
Before these settings were unified, some members entered into inconsistent photo visibility states
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(e.g., their photo is visible in a public profile in search engine results, but is not visible to most
members on LinkedIn), and those members are being prompted to reconcile their settings.

e The default photo setting is Public.

¢ Not all sections of your profile can be displayed publicly. On the Public profile settings page, you'll
be able to see and adjust the sections of your profile that can be displayed publicly. Viewers who
aren't signed in to LinkedIn will see all or some portions of the profile display selections you make
on this page.

Learn more about editing your profile or check out more information specifically about your public
profile.
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Who'’s Viewed Your Profile - Basic and Premium Features

The following differences exist between Basic (free) and Premium versions of Who's Viewed Your
Profile:

~ Basic (free) account
The LinkedIn Basic account will have the following Who’s Viewed Your Profile features:

¢ If you have set your profile viewing options to display your name and headline when viewing
profiles, you'll see the 5 most recent viewers in the last 90 days, as well as a list of suggestions
for increasing your profile views.

e The list displays viewer insights such as:
e Where your profile viewers work.
¢ Where they found you from.
e Their job titles

To set your profile viewing options to display your name and headline:

1. Click the @ Me icon at top of your LinkedIn homepage.

2. Click Settings & Privacy.
3. Select the Privacy tab at the top of the page.
4. Under the Profile privacy section, click Change next to Profile viewing options.

5. Under Select what others can see when you've viewed their profile, choose to show your
name and headline.

e Changes will be saved automatically.

~ Premium account
The LinkedIn Premium account will have the following Who'’s Viewed Your Profile features:

¢ You'll see the entire list of viewers from the past 90 days. If you have at least one viewer in the
past 90 days, you'll also see the viewer trends and insights.

¢ In addition to the free account experience, you'll be able to see weekly viewer insights.

¢ In the summary section you'll see the number of viewers from the past 90 days,if you’ve had at
least one viewer in the past 90 days, along with a percentage of increase/decrease of viewers
since last week.

¢ You'll see a graph with weekly viewer trends. You can place your cursor on data points across
the graph to see viewer insights for a particular week.
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¢ You can click on ~ Hide Trends to minimize the graph.

¢ Click on ~~ Show Trends if you want to view the graph again.

» iO0S
Y Android
Notes:

e Even if you have a Premium account, you won't see the names of viewers who choose to browse in
private mode. We respect the privacy of members who don't wish to reveal information about
themselves when viewing profiles. Learn more about these privacy settings.

Find other frequently asked questions about Who's Viewed Your Profile, and learn more about viewer
trends and insights.
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